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Figure 1.  Major functional component diagram

1.1 Definitions, Acronyms, and Abbreviations 

Key fob: A decorative or functional item attached to a key ring or key chain, such as an RSA SecurID token

Keylogging: The use of software or hardware to capture a computer user's keystrokes, also known as keystroke logging

Load balancing: Tuning a network to evenly distribute data among available resources

MySQL: An open source multi-user database management system

Partner website:  Any organization with an Internet presence that contracts to use CertAnon technology for user authentication

Passcode: A type of password, often purely numeric.  In the case of CertAnon, it is the combination of a user selected PIN plus the pseudo-random token code provided by the RSA token.

Perl: A high-level scripting language well-suited for process, file, and text manipulation

Phishing: The act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering private information that will be used for identity theft. The e-mail directs the user to visit a website where they are asked to update personal information such as passwords and credit card, social security, and bank account numbers.  The website is a bogus site designed to capture this user information for purposes of identity theft or other financial fraud. 

Personal Identification Number (PIN):  A personal identification number normally used to secure a user account

PHP: A server-side programming language designed for building dynamic web pages

Proprietary system: A system that is used, produced, or marketed under exclusive legal right of the inventor, maker, or operator

Pseudo-random: Being or involving entities (such as numbers) that are selected by a definite computational process but that satisfy one or more standard tests for statistical randomness

RSA: The security division of EMC Corporation, a provider of corporate information infrastructure technology and solutions

RSA SecurID: A two-factor authentication solution offered by the company RSA

RSA Authentication Manager: Server-side software by RSA used to verify authentication requests and centrally administer authentication policies for enterprise networks

Single-factor authentication (SFA):  The traditional security process that requires a user name and password before granting access to the user

Token: A physical device that an authorized user of computer services is given to aid in authentication, also known as a security token, hardware token, authentication token or cryptographic token

Transmission Control Protocol/Internet Protocol (TCP/IP):  A suite of protocols designed for enabling communications over interconnected networks.  It is a core technology for Internet communications.

Two-factor authentication:  A system of which the user provides dual means of identification, one of which is typically a physical token, such as a key fob, and the other of which is typically something memorized, such as a security code

Wide-area network (WAN):  A telecommunications network with linked segments spread across a wide geographic area
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1.3 Prototype Architecture Description


[image: image2.wmf]ODU Server

ODU Desktop PC

Data

Simulated Partner Web Site

Login attempt

Login response

Auth request

Auth response

CertAnon website

Account setup and maintenance

Test user

with list of

serial numbers

and token codes

to simulate token

Data

Simulated

authentication

manager

software

Data

Simulated Partner Web Site

Auth

Server

Update

Auth

Request

Auth

Response

Login attempt

Login response

Auth request

Auth response

Student PC

Monitors data flow

and database

activity for display

purposes during the

live demo

Data


Figure 2.  Phase 1 prototype major functional component diagram.

Features
Real World Project
Prototype

Token
RSA SecurID key fob
Hard copy list of 20-50 valid token codes for several token serial numbers

Client Computer
Any PC with Internet access and a web browser
Lecture room PC with Internet access and a web browser

CertAnon website
Hosted on an independent web server; Consists of interfaces for token sales, token registration, account maintenance, partner site registration, encryption key exchange, authentication module downloads
Hosted on an ODU server; Consists of interfaces for token registration and account maintenance

Authentication server
Four dedicated servers running RSA Authentication Manager software provide redundancy in case of hardware failure or other outage
Simulated by a Perl script running on a single ODU server with a back-end DB populated with the 20-50 valid token codes and related serial numbers; Time-sensitive generation of passcodes not simulated; One-time passcode use will be simulated; Multiple bad attempts causing account lockout will be simulated

Partner website
Any independent website incorporating the authentication modules to offer CertAnon authentication to its users
Two simulated PHP websites hosted on the ODU web server and configured to use the authentication module with pre-registered user lists

Authentication modules
Plug-in modules developed for several popular technologies (PHP, .NET, etc) and made available for free on the CertAnon website for use by partner sites
One PHP module incorporated into the two simulated partner sites

Customer support
Security questions can be answered online or by calling a supports number to unlock an account;  Temporary passwords can be granted in the event of a lost/damaged token
Not simulated – these features are standard offerings of modern online services and the RSA SecurID product

Table 1.  Feature comparison between full product and prototype

1.4 Prototype Functional Description
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Figure 3.   CertAnon prototype token setup process flow.
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Figure 4.   CertAnon prototype partner site account association process flow
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Figure 5.   CertAnon prototype partner site authentication process flow

The mid-tier will also update a "bad attempts" counter in the accounts database each time the user is denied access.  A successful login attempt will reset the "bad attempts" flag to zero.  Three consecutive bad attempts will cause the mid-tier to lock the CertAnon account by setting a "Locked" flag in the accounts database, and future authentication requests will be blocked.

1.5 External Interfaces


External interfaces will be limited to standard PC hardware and freely available software.  The only custom interfaces will be the CertAnon and partner site websites.

1.5.1 Hardware Interfaces

No hardware interfaces will be built for this prototype.  An ODU classroom PC will be used to allow a test user to interface with the CertAnon and partner websites via the ODU network.  The websites and the CertAnon mid-tier and authentication manager processes will be hosted on an ODU Sun Solaris server.  These components will interact with each other locally as well as across the ODU network.  An ODU laptop will be used to monitor database contents and process logs.

1.5.2 Software Interfaces 

Group members will interface with the MySQL databases using standard, freely available software such as MySQL Query Browser.  PHP web pages will be developed using standard text editing tools.  The authentication manager will be written in Perl and will communicate with the CertAnon mid-tier process via remote procedure calls.

1.5.3 User Interfaces
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Figure 6.   Site map of the CertAnon website
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Figure 7.   Site map for the partner websites

1.5.4 Communication Protocols and Interfaces

2 Specific Requirements

2.1.1 Initial Account Setup Interface

This function shall provide a mechanism for new users to register with the prototype CertAnon service.  The following functions shall be provided as part of a web interface:

1. Accept and store a numeric token serial number of at least eight digits entered by a user

2. Store a CertAnon username of at least eight alphanumeric characters in length and a PIN of at least four alphanumeric characters chosen by a user

3. Store security questions and answers input by a user for later use in emergency identity verification

2.1.2 Account Maintenance Interface

This function shall provide a mechanism for registered users to make account changes.  The following functional capabilities shall be provided as part of a web interface:

1. Allow a user to log in using a CertAnon username and passcode;  A passcode shall consist of a user's PIN concatenated with a six-digit numeric token code

2. Allow a user to add, modify, and delete partner site domain names and corresponding partner site usernames associated with the CertAnon account

3. Allow a user to change and save the PIN associated with the CertAnon account

4. Allow a user to change and save the security questions and answers associated with the CertAnon account

2.1.3 User Authentication

The following requirements relate to the process of user authentication.  The three main pieces of this process are the authentication manager, the authentication module residing on partner websites, and the mid-tier sitting between these two components. 

2.1.3.1 Authentication Manager

This function provides for simulation of the RSA Authentication Manager software as the primary method of user authentication.  The following functional capabilities shall be provided:

1. Accept a token serial number and passcode in the contents of an authentication request

2. Compare a given passcode to the list of valid PIN/token code combinations for a given serial number.  The software should respond with an acceptance message if valid or a rejection message otherwise.

3. Operate persistently in the background so that it is always available to accept incoming authentication requests

4. Handle multiple simultaneous requests

5. Enforce one-time usage of all token codes by throwing a rejection message for any authentication request that contains a previously used token code

2.1.3.2 Authentication Module

This function will provide a mechanism through which a partner site can support CertAnon authentication.  The following functional capabilities shall be provided:

1. Accept a username and password from the login page of a partner site

2. Route authentication requests for non-CertAnon users to the internal legacy authentication process

3. Transmit a domain name, a partner site user name, and a passcode for a CertAnon user to the CertAnon mid-tier process

4. Accept return messages from the mid-tier and display appropriate messages to the user

5. Handle authentication request time-outs due to an unresponsive mid-tier

2.1.3.3 Mid-Tier

This function will receive, translate, and forward communications between partner sites and the authentication manger.  The following functional capabilities shall be provided:

1. Accept authentication requests sent by the authentication modules running on partner sites

2. Compare the domain name and partner site username provided in a request with CertAnon user records to determine the corresponding token

3. Transmit token serial numbers and passcodes to the authentication manager process

4. Accept return messages from the authentication manager process and forward them to the requesting partner sites

5. Record multiple failures and lock an account if three consecutive incorrect passcodes are processed

6. Handle authentication request time-outs due to an unresponsive authentication manager

2.1.4 Partner Sites

This function provides for simulation of websites that offer CertAnon authentication to their customers.  The following functional capabilities shall be provided:

1. Provide data entry fields for username and password

2. Allow a user to select or deselect an option to use CertAnon for authentication and save this preference

3. Accept and store a password entered by a user if CertAnon is not used for authentication

4. Integrate the CertAnon authentication module

5. Display a user-specific home page upon successful authentication

2.2 Performance Requirements

The following performance requirements describe how well the functions of the CertAnon prototype shall be performed in quantifiable and measurable terms.  These requirements each correspond directly to one or more related functional requirements, and they provide quantifiable and measurable goals for the service.  The test cases currently under development will be used to verify the attainment of these goals.

2.2.1 Authentication Manager

The authentication manager shall meet the following performance requirements:

1. Respond to any authentication request within a maximum time of eight seconds

2. Respond to authentication requests within an average time of three seconds

3. Accept and process at least 20 concurrent authentication requests with no drops or denials

2.2.2 Authentication Module

The authentication module shall meet the following performance requirements:

1. Handle up to 20 simultaneous authentication requests

2.2.3 Mid-Tier

The mid-tier shall meet the following performance requirements:

1. Handle up to 20 simultaneous authentication requests

2.3 Assumptions and Constraints 

Table 2 contains the full list of assumptions, constraints, and dependencies for the prototype.

Condition
Type
Effect on Requirements

The speed of a user's Internet connection can vary widely, and it is outside of CertAnon's control
Assumption
Individual web page response times will not be tested

The domain name provided in an authentication request is valid
Assumption
Allows for minimal error checking for the purposes of developing and demonstrating the prototype

A partner site username does not have to be "real" or verifiable
Assumption
Allows for minimal error checking and the use of preloaded usernames on the simulated partner sites

SecurID tokens will be simulated by a pre-defined list of token serial numbers and associated token codes
Constraint
The RSA SecurID is proven technology, and the time-sensitive generation of token codes does not need to be simulated by a hardware or software solution in the prototype

An account cannot be associated with multiple tokens
Constraint
This bounds the problem of matching partner site user names with token serial numbers for authentication

Only a specific pre-defined set of token serial numbers can be registered
Constraint
This restricts the universe of potential entries to a testable set.  The same constraint exists in the full product; tokens must be registered with the authentication servers before they are available for use

Data transfer that would normally be performed via an encrypted connection will be done in plain text
Constraint
Simplifies the tasks of monitoring and demonstration

Account unlock feature will not be built
Constraint
Answering security questions by phone or on the web to unlock an account is a standard feature of modern websites and is not an innovative feature of CertAnon

Valid token codes from the pre-defined list for a given token may be accepted in any order
Constraint
This simplifies the problem of validating a user passcode entry.  Given the established operational record of the RSA SecurID system, replicating this particular feature in the prototype is unnecessary.

Only the ODU server hosting the partner sites will be submitting authentication requests
Constraint
This bounds the problem of validating submitting servers and reduces the need for error-checking

An Internet connection is available at the time of the demonstration
Dependency
The prototype cannot be demonstrated without one

ODU servers will be available to host the CertAnon components, and the necessary software can be installed
Dependency
If this is not the case, personal hardware would need to be utilized

Table 2. Effects of Assumptions, Dependencies, and Constraints on Requirements

3 Appendix

The appendix contains additional documentation for the CertAnon prototype.

3.1 Formal Resource Request Document

Team: Red Group

Project Manager: David Mirra

The following resources are required to be purchased for the prototype development and demonstration of the CertAnon product:

Hardware Purchase (list all items required for purchase):

1.  None

Software Purchase (list all items required for purchase):

1. None

The following University resources are required to support the prototype development and demonstration:

1. Laptop/ Second computer

a. It will be used to display data flow and database content during the live prototype demonstration.

b. Windows XP with connection to the internet

c. Quantity: 1

d. Date required: November 1, 2007

e. Deliver to: Red Group c/o Ben Blowe

2. MySQL installed on the ODU Computer Science server

a.  This is the database we are using for our prototype.

b. Date required: October 12, 2007

3. PHP 5.x installed on the ODU Computer Science server

a. The websites used in the prototype will be written in PHP.

b. Date required: October 12, 2007

4. Perl 5.8.x installed on the ODU Computer Science server

a. Perl is needed for the simulation of the authentication manager software.

b. The following Perl modules should be installed:

1. Date::Manip

2. Getopt::Long

3. DBI

4. DBD::mysql

5. File::Flock

6. Net::Server::PreFork

7. SOAP::Lite

c. Date required: October 12, 2007
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