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Figure 1.  Phase 1 prototype major functional component diagram

1.1 Identification of Tests

Table 1 shows the test cases that will be performed, grouped by category.  Specific details for each test will be discussed in section 4.1.

Category ID
Description
Test Case
Description

1
CertAnon basic functionality
1.1
Create new CertAnon account



1.2
CertAnon website authentication



1.3
Modify CertAnon account information



1.4
Partner site authentication

2
Prototype capacity and performance
1.5
Verify prototype capacity and performance

3
Exception handling
1.6
One time token use



1.7
Authentication module request time-out



1.8
Mid-tier account lockout



1.9
Mid-tier request time-out

4
Legacy password support
1.10
Support for legacy password authentication



1.11
Authentication module legacy request/response

Table 1.  CertAnon prototype test cases by category

1.2 Test Schedule


Start Time (hours:min)
Duration

(Minutes)
Test Objective
Test Event
Dependencies
Comments

0:15
10
CertAnon basic functionality
1.1, 1.2, 1.3, 1.4
None
None

0:25
5
Prototype capacity and performance
1.5
None
None

0:30
10
Exception handling
1.6, 1.7, 1.8, 1.9
None
None

0:40
5
Legacy password support
1.10, 1.11
None
None

Table 2.  CertAnon prototype test schedule
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Figure 2.  Teletechnet classroom layout

Test Case 1.1 - Create new CertAnon account

Specification References:

3.1.1.1 Accept and store a token serial number entered by a user

3.1.1.2 Store a CertAnon username and PIN chosen by a user

3.1.1.3 Store security questions and answers input by a user for later use in emergency identity verification

Test Description: This test will ensure that a newly registered user can input and store all pertinent data to allow for user interaction with the CertAnon system.

Test Level: Component

Test Type: Functional

Initialization:

1. Database table containing valid token serial numbers and related token codes must be preloaded

2. Verify that the CertAnon user table does not contain the CertAnon username to be entered during the test

3. Verify web access to CertAnon web interface

Test Inputs:

1. CertAnon username (minimum 8 alphanumeric characters)

2. PIN (minimum 4 alphanumeric characters)

3. Token serial number (8 numeric digits)

4. Security questions with answers

Test Procedure:

1. Access the registration web page from the CertAnon site

2. Input the required fields for registration

3. Submit values to web server for processing

4. Verify that all data is inserted correctly into the database by running SQL SELECT commands to view database contents

Expected Test Results:

1. All submitted data is input, processed, and placed correctly into the CertAnon database

Special Instructions:

None

Test Case 1.2 - CertAnon website authentication

Specification References:

3.1.2.1 Allow a user to log in using a CertAnon username and passcode

3.1.3.1.1 Accept a token serial number and passcode in the contents of an authentication request

3.1.3.1.2 Compare a given passcode to the list of valid PIN/token code combinations for a given serial number.  The software should respond with an acceptance message if valid or a rejection message otherwise.

3.1.3.1.3 Operate persistently in the background so that it is always available to accept incoming authentication requests

3.1.3.2.3 Transmit a domain name, a partner site user name, and a passcode for a CertAnon user to the CertAnon mid-tier process

3.1.3.2.4 Accept return messages from the mid-tier and display appropriate messages to the user

3.1.3.3.2 Compare the domain name and partner site username provided in a request with CertAnon user records to determine the corresponding token

3.1.3.3.3 Transmit token serial numbers and passcodes to the authentication manager process

3.1.4.5 Display a user-specific home page upon successful authentication

Test Description: This test will ensure that a user can correctly log into the CertAnon website using a CertAnon token.  This is a system test that involves the CertAnon website, the mid-tier, and the authentication manager.

Test Level: System

Test Type: Functional

Initialization:

1. Database table containing valid token serial numbers and related token codes must be preloaded

2. CertAnon account for the test username and token serial number must be created

3. Verify web access to CertAnon web interface

4. User must have a list of valid token codes for the serial number being tested

Test Inputs:

1. CertAnon username (minimum 8 alphanumeric characters)

2. PIN (minimum 4 alphanumeric characters)

3. Token code (6 numeric digits)

Test Procedure:

1. Access the CertAnon login web page from the CertAnon site

2. Select a valid and registered CertAnon username, and then select a valid token code from the list of preloaded values for that user's token serial number

3. Input the username into the "Username" field, and enter the PIN immediately followed by the valid token code in the "Password" field

4. Submit values to web server

5. Verify that access to the CertAnon account information page is granted due to successful authentication

6. Log out of the CertAnon website

7. Repeat steps 1-4, this time entering an invalid token code

8. Verify that an error is received denying the user access to the CertAnon account

9. Show mid-tier and authentication manager logs to verify that the user credentials were correctly handled by each component

Expected Test Results:

1. Valid username and PIN + token code are verified and accepted allowing access to the CertAnon system

2. Invalid token code cannot be verified and access to the CertAnon system is not granted; the user is presented with an error and allowed to reenter login information

Special Instructions:

None

Test Case 1.3 - Modify CertAnon account information

Specification References:

3.1.2.2 Allow a user to add, modify, and delete partner site domain names and corresponding partner site usernames associated with the CertAnon account

3.1.2.3 Allow a user to change and save the PIN associated with the CertAnon account  

3.1.2.4 Allow a user to change and save the security questions and answers associated with the CertAnon account

Test Description: This test will ensure that all user data changes are inputted and stored correctly into the CertAnon system.

Test Level: Component

Test Type: Functional

Initialization:

1. Database table containing valid token serial numbers and related token codes must be preloaded

2. CertAnon account for the test username and token serial number must be created

3. Verify web access to CertAnon web interface

4. User must have a list of valid token codes for the serial number being tested

Test Inputs:

1. CertAnon username (minimum 8 alphanumeric characters)

2. PIN (minimum 4 alphanumeric characters)

3. Token code (6 numeric digits)

4. New PIN (minimum 4 alphanumeric characters)

5. New security question with answer

6. Partner site domain name

7. Partner site username (minimum 8 alphanumeric characters)

Test Procedure:

1. Log into the CertAnon website using a valid username, PIN, and token code

2. Click on the "My Account" link on the CertAnon site

3. Enter a new PIN in the "New PIN" field

4. Enter a new security question in the "Security Question" field

5. Enter the answer to the new security question in the "Answer" field

6. Click the "Submit" button to save the values

7. Under the section entitled "Maintain Partner Site Accounts," enter a new partner site name and partner site username in the "Partner Site Domain Name" and "Partner Site Username" fields

8. Click the "Submit" button to save the new entry

9. Edit an existing partner site username in the list labeled Existing Accounts

10. Click the "Delete" box next to an existing partner site name (different from the account edited in step 9)

11. Click the "Submit" button

12. Verify that the updated information now appears on the screen

13. Verify that all data is inserted correctly into the database by running SQL SELECT commands to view database contents

Expected Test Results:

1. All submitted data is inputted, processed, and placed correctly into the CertAnon database

2. The PIN and security question should reflect the updated values

3. The new partner site account should be registered

4. The updated partner site account should show an updated username

5. The deleted partner site account should no longer be in the database

Special Instructions:

None

Test Case 1.4 - Partner site authentication

Specification References:

3.1.3.1.1 Accept a token serial number and passcode in the contents of an authentication request

3.1.3.1.2 Compare a given passcode to the list of valid PIN/token code combinations for a given serial number.  The software should respond with an acceptance message if valid or a rejection message otherwise.

3.1.3.1.3 Operate persistently in the background so that it is always available to accept incoming authentication requests

3.1.3.2.3 Transmit a domain name, a partner site user name, and a passcode for a CertAnon user to the CertAnon mid-tier process

3.1.3.2.4 Accept return messages from the mid-tier and display appropriate messages to the user

3.1.3.3.1 Accept authentication requests sent by the authentication modules running on partner sites

3.1.3.3.2 Compare the domain name and partner site username provided in a request with CertAnon user records to determine the corresponding token

3.1.3.3.3 Transmit token serial numbers and passcodes to the authentication manager process

3.1.3.3.4 Accept return messages from the authentication manager process and forward them to the requesting partner sites

3.1.4.4 Integrate the CertAnon authentication module

3.1.4.5 Display a user-specific home page upon successful authentication

Test Description: This test will ensure that a user can correctly log into a partner site using a CertAnon token.  This is a system test that involves the partner site, the mid-tier, and the authentication manager.

Test Level: System

Test Type: Functional

Initialization:

1. Database table containing valid token serial numbers and related token codes must be preloaded

2. CertAnon account for the test username and token serial number must be created

3. Verify web access to partner site

4. User must have a list of valid token codes for the token serial number being tested

5. The partner site username must be registered with CertAnon under the token serial number being tested

Test Inputs:

1. Partner site username (minimum 8 alphanumeric characters)

2. PIN (minimum 4 alphanumeric characters)

3. Token code (6 numeric digits)

Test Procedure:

1. Access the Partner site home page

2. Enter the pre-registered partner site username, and then select a valid token code from the list of preloaded values for that user's token serial number

3. Input the username into the "Username" field, and enter the PIN immediately followed by the valid token code in the "Password" field

4. Submit values to web server

5. Verify that access to the partner site account information page is granted due to successful authentication

6. Log out of the partner site

7. Repeat steps 1-4, this time entering an invalid token code

8. Verify that an error is received denying the user access to the partner site account

9. Show mid-tier and authentication manager logs to verify that the user credentials were correctly handled by each component

Expected Test Results:

1. Valid username and PIN + token code are verified and accepted allowing access to the partner site

2. Invalid token code cannot be verified and access to the partner site is not granted; the user is presented with an error and allowed to reenter login information

Special Instructions:

None

Test Case 1.5  - Capacity

Specification References:

3.1.3.1.4  Handle multiple simultaneous requests

3.2.1.1  Respond to any authentication request within a maximum time of eight seconds

3.2.1.2  Respond to authentication requests within an average time of three seconds

3.2.1.3  Accept and process at least 20 concurrent authentication requests with no drops or denials

3.2.2.1  Handle up to 20 simultaneous authentication requests

3.2.3.1  Handle up to 20 simultaneous authentication requests

Test Level: System

Test Type: Capacity

Test Description: This test will verify that the CertAnon system can handle up to 20 simultaneous authentication requests

Initialization:

1. Database table containing valid token serial numbers and related token codes must be loaded

2. Authentication manager Perl script must be initiated as a background process

3. At least 20 partner site user accounts must be created and configured to use CertAnon

4. At least 20 CertAnon user accounts must be created and associated with one of the partner site user accounts

5. A file containing all valid partner site usernames and related token codes must exist in the testing directory as a source file for the testing script

Test Inputs:

1. File containing all valid partner site usernames and related token codes

Test Procedure:

1. Run the test driver script, which will randomly select usernames and token codes from the saved file and submit at least 20 partner site authentication attempts in rapid succession

2. Review the test driver log to confirm that the requests were submitted and received responses

3. Verify that the maximum and average authentication times were under eight and three seconds, respectively

Expected Test Results:

1. Submission of a valid serial number/token code combination should return a successful authentication message (Pass/Fail)

2. The maximum time taken to respond to any authentication request shall be less than or equal to eight seconds (Pass/Fail)

3. The average time taken to respond to all authentication requests shall be less than or equal to three seconds (Pass/Fail)

4. All authentication requests shall have received appropriate authentication response messages (Pass/Fail)

Special Instructions:

None

Test Case 1.6 - One-time token use

Specification References:

3.1.3.1.5  Enforce one-time usage of all token codes by throwing a rejection message for any authentication request that contains a previously used token code

Test Level: Component

Test Type: Functional

Test Description: This test will verify that the authentication manager will only accept a valid token code one time.

Initialization:

1. Database table containing valid token serial numbers and related token codes must be preloaded

2. CertAnon account for the test username and token serial number must be created

3. Verify web access to partner site

4. User must have a list of valid token codes for the token serial number being tested

5. The partner site username must be registered with CertAnon under the token serial number being tested

Test Inputs:

1. Partner site username (minimum 8 alphanumeric characters)

2. PIN (minimum 4 alphanumeric characters)

3. Token code (6 numeric digits)

Test Procedure:

1. Access the Partner site home page

2. Enter the pre-registered partner site username, and then select a valid token code from the list of preloaded values for that user's token serial number

3. Input the username into the "Username" field, and enter the PIN immediately followed by the valid token code in the "Password" field

4. Submit values to web server

5. Verify that access to the partner site account information page is granted due to successful authentication

6. Log out of the partner site

7. Repeat steps 1-4 using the same token code used in step 3

8. Verify that an error is received, denying the user access to the partner site account

9. Show mid-tier and authentication manager logs to verify that the user credentials were correctly handled by each component

10. Show that the "Used" flag of the token code has been set in the database

Expected Test Results:

1. Submission of a valid serial number/token code combination should return a successful authentication message (Pass/Fail)

2. Second submission of the same serial number and token code should return an unsuccessful authentication message (Pass/Fail)

Special Instructions:

None 

Test Case 1.7 - Authentication module request time-out

Specification References:

3.1.3.2.5 Handle authentication request time-outs due to an unresponsive mid-tier

Test Level: Component

Test Type: Functional

Test Description: This test will verify that the authentication module will time-out after 10 seconds due to a non-responsive mid-tier.

Initialization:

1. Legacy/CertAnon flag for the user account to be tested must be set to CertAnon in the partner site database table

2. Authentication module must be installed on the partner site

3. Mid-tier component must be made unavailable

Test Inputs:

1. Partner site username

2. PIN

3. Token code

Test Procedure:

1. Access the partner site web page

2. Select a valid and registered partner site username, and then select a valid token code from the list of preloaded values for that user's token serial number

3. Input the username into the "Username" field, and enter the PIN immediately followed by the valid token code in the "Password" field

4. Submit values to web server

5. Verify that authentication module sends CertAnon authentication request to mid-tier by checking authentication module log

6. Verify that mid-tier does not respond to authentication module after 10 seconds by checking authentication module log

7. Verify that the user receives a "Request has timed out" error 

Expected Test Results:

1. Submission of a valid username and passcode will return a time-out message from the authentication module log (Pass/Fail)

Special Instructions:

It is not actually necessary to enter a valid passcode since the time-out will occur regardless.

Test Case 1.8 - Mid-tier account lockout 

Specification References:

3.1.3.3.5 Record multiple failures and lock an account if three consecutive incorrect passcodes are processed

Test Level: Component

Test Type: Functional

Test Description: This test will verify that the mid-tier will count invalid login attempts from a specific username and lockout username after three failures.

Initialization:

1. Partner site database table with legacy/CertAnon flag set to CertAnon

2. Authentication module PHP script(s) must be initiated as a background process

3. Mid-tier PHP script must be initiated as a background process

4. Database table containing valid token serial numbers, related token codes, and PIN numbers must be loaded

5. Authentication manager Perl script must be initiated as a background process

Test Inputs:

1. Partner site username

2. PIN

3. Invalid token code

Test Procedure:

1. Access the partner site web page

2. Select a valid and registered partner site username, and then select an invalid token code

3. Input the username into the "Username" field, and enter the PIN immediately followed by the invalid token code in the "Password" field

4. Submit values to web server

5. Verify that an error is received denying the user access to the CertAnon account

6. Repeat steps 3-5 two more times in succession

7. Select a valid and registered partner site username, and then select a valid token code from the list of preloaded values for that user's token serial number

8. Input the username into the "Username" field, and enter the PIN immediately followed by the valid token code in the "Password" field

9. Submit values to web server

10. Verify that an error is received denying the user access to the CertAnon account

11. Verify that the mid-tier has locked out username after three consecutive invalid passcode attempts by checking mid-tier log

Expected Test Results:

1. Multiple failure messages will be returned to authentication module and username will be locked out after three failures (Pass/Fail)

Special Instructions:

None

Test Case 1.9 - Mid-tier request timeout

Specification References:

3.1.3.3.6 Handle authentication request time-outs due to an unresponsive authentication manager

Test Level: Component

Test Type: Functional

Test Description: This test will verify that the mid-tier will handle an unresponsive authentication manager.

 Initialization:

1. "Use CertAnon" flag for the user account to be tested must be set to "Yes" in the partner site database table

2. Authentication module must be installed on the partner site

3. Authentication manager process must be terminated

Test Inputs:

1. Partner site username

2. PIN

3. Token code

Test Procedure:

1. Access the partner site web page

2. Select a valid and registered partner site username, and then select a valid token code from the list of preloaded values for that user's token serial number

3. Input the username into the "Username" field, and enter the PIN immediately followed by the valid token code in the "Password" field

4. Submit values to web server

5. Verify that authentication module sends CertAnon authentication request to mid-tier by checking authentication module log

6. Verify that authentication manager does not respond to the mid-tier request after 10 seconds by checking mid-tier log

7. Verify that the user receives a "Request has timed out" error

Expected Test Results:

1. Mid-tier shall send an authentication manager communication time-out message to authentication module on Partner sites (Pass/Fail)

Special Instructions:

None

Test Case 1.10 - Support for legacy password authentication

Specification References:

3.1.4.2 Allow a user to select or deselect an option to use CertAnon for authentication and save this preference

3.1.4.3 Accept and store a password entered by a user if CertAnon is not used for authentication

Test Level: Component

Test Type: Functional

Test Description: This test will verify that partner sites integrating the CertAnon authentication module retain support for one-factor password authentication.

Initialization:

1. "Use CertAnon" flag for the user account to be tested must be set to "Yes" in the partner site database table

2. CertAnon account configured with the test partner site username must be created

3. Authentication module must be installed on the partner site

Test Inputs: 

1. Partner site username

2. PIN

3. Token code

4. New password

Test Procedure:

1. Log into a partner site using a valid partner site username, PIN, and token code

2. Click on the "My Account" link on the partner site

3. Select "No" in the "Use CertAnon" field

4. Verify that "New Password" and "Verify New Password" fields appear

5. Enter the same new password in both fields

6. Click the "Submit" button to save the change

7. Verify that the updated setting now appears on the screen

8. Verify that the field contents have now changed in the database by running a SQL SELECT command to view database contents

Expected Test Results:

1. All submitted data is inputted, processed, and placed correctly into the CertAnon database

2. The updated "Use CertAnon" value should be observed in the database

3. The user should be able to enter a regular password, and that password should be saved by the partner site

Special Instructions:

None

Test Case 1.11 - Authentication module legacy request/response

Specification References:

3.1.3.2.1 Accept a username and password from the login page of a partner site

3.1.3.2.2 Route authentication requests for non-CertAnon users to the internal legacy authentication process

3.1.4.1 Provide data entry fields for username and password

Test Level: Component

Test Type: Functional

Test Description: This test will verify that the authentication module accepts and responds to partner site legacy authentication.

Initialization:

1. Partner site database table with legacy/CertAnon flag set to legacy

2. Partner site database table contains valid legacy username and password

Test Inputs:

1. Partner site username

2. Partner site legacy password

Test Procedure:

1. Log into partner site using valid legacy username and password

2. Verify that authentication module routes non-CertAnon authentication request to partner site internal legacy authentication process, and that the message returned by the internal legacy authentication process shows successful authentication

3. Log into partner site using invalid legacy username and/or password

4. Verify that authentication module routes non-CertAnon authentication request to partner site internal legacy authentication process, and that the message returned by the internal legacy authentication process shows unsuccessful authentication

Expected Test Results:

1. Submission of a valid legacy username and password combination will return a successful authentication message (Pass/Fail)

2. Submission of an invalid legacy username and/or password will return an unsuccessful authentication message (Pass/Fail)

Special Instructions:

None

2 Traceability to Requirements

Requirements
Test Cases

Component
Requirement ID
1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11

Initial account setup
3.1.1.1
X
 
 
 
 
 
 
 
 
 
 


3.1.1.2 
X
 
 
 
 
 
 
 
 
 
 


3.1.1.3
X
 
 
 
 
 
 
 
 
 
 

Account maintenance interface
3.1.2.1
 
X
 
 
 
 
 
 
 
 
 


3.1.2.2
 
 
X
 
 
 
 
 
 
 
 


3.1.2.3
 
 
X
 
 
 
 
 
 
 
 


3.1.2.4
 
 
X
 
 
 
 
 
 
 
 

Authentication manager
3.1.3.1.1
 
X
 
X
 
 
 
 
 
 
 


3.1.3.1.2
 
X
 
X
 
 
 
 
 
 
 


3.1.3.1.3
 
X
 
X
 
 
 
 
 
 
 


3.1.3.1.4
 
 
 
 
X
 
 
 
 
 
 


3.1.3.1.5
 
 
 
 
 
X
 
 
 
 
 

Authentication module
3.1.3.2.1
 
 
 
 
 
 
 
 
 
 
X


3.1.3.2.2
 
 
 
 
 
 
 
 
 
 
X


3.1.3.2.3
 
X
 
X
 
 
 
 
 
 
 


3.1.3.2.4
 
X
 
X
 
 
 
 
 
 
 


3.1.3.2.5
 
 
 
 
 
 
X
 
 
 
 

Mid-tier
3.1.3.3.1
 
 
 
X
 
 
 
 
 
 
 


3.1.3.3.2
 
X
 
X
 
 
 
 
 
 
 


3.1.3.3.3
 
X
 
X
 
 
 
 
 
 
 


3.1.3.3.4
 
 
 
X
 
 
 
 
 
 
 


3.1.3.3.5
 
 
 
 
 
 
 
X
 
 
 


3.1.3.3.6
 
 
 
 
 
 
 
 
X
 
 

Partner sites
3.1.4.1
 
 
 
 
 
 
 
 
 
 
X


3.1.4.2
 
 
 
 
 
 
 
 
 
X
 


3.1.4.3
 
 
 
 
 
 
 
 
 
X
 


3.1.4.4
 
 
 
X
 
 
 
 
 
 
 


3.1.4.5
 
X
 
X
 
 
 
 
 
 
 

Authentication manager performance
3.2.1.1
 
 
 
 
X
 
 
 
 
 
 


3.2.1.2
 
 
 
 
X
 
 
 
 
 
 


3.2.1.3
 
 
 
 
X
 
 
 
 
 
 

Authentication module performance
3.2.2.1
 
 
 
 
X
 
 
 
 
 
 

Mid-tier performance
3.2.3.1
 
 
 
 
X
 
 
 
 
 
 

Table 3.  Traceability matrix for the CertAnon prototype
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