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1 Introduction (David Mirra, Mark Polansky)

Fraud and identity theft struck 8.9 million victims in 2006.  Total annual losses jumped by $2.2 billion from 2005 to 2006, and the mean resolution time per incident skyrocketed from 28 to 40 hours per victim (VeriSign, n.d.).  One of the main tools in the arsenal of identity thieves is phishing, the practice of spoofing e-mail and websites of consumer businesses in order to trick users into divulging information such as usernames and passwords.  According to the Anti-Phishing Working Group, a record high 55,643 unique phishing sites were identified in April 2007 (APWG, n.d.).  Account credentials may also be disseminated through theft by insiders or through corporate network intrusions.

Such crimes are occurring more frequently as Internet users move more and more of their lives online with only passwords to protect them.   Online services such as banking, stock trading, shopping, and travel planning are all account-based activities that are commonly protected by passwords.  This single-factor authentication method is easily compromised and endangers the security of online accounts.  Passwords are insecure, difficult to manage, and increasingly vulnerable to fraud.

CertAnon is an anonymous Wide-Area Network (WAN) authentication service conceived by the Old Dominion University (ODU) CS410 Red Group.  The service is designed to replace the password, the weak link in online account authentication, with an enterprise-grade two-factor authentication solution that is available to the everyday Internet user.  CertAnon can be integrated with any account-based web portal to provide an instant security boost for a site's customers.  Available, affordable, and proven technology is utilized within an innovative and scalable framework.  CertAnon targets the large and growing markets of individual Internet users and security-conscious businesses, and it offers clear benefits to both.

2 Technical Approach (David Mirra, Mark Polansky)
The prototype of the CertAnon service has successfully demonstrated the feasibility of using a centralized two-factor authentication system with multiple independent users and multiple independent partner websites.   The first functional objective was to implement a mid-tier, the CertAnon website, to extend the functionality of a two-factor authentication solution across multiple independent partner sites.  This mid-tier innovation allows CertAnon to offer a solution that permits a customer to securely access all participating online accounts using a single access method.

The second objective was to demonstrate the CertAnon service using a simulated hardware token that does not require any client software.  The prototype has shown that the service is not limited to specific client hardware or operating systems and that it needs no special software installed by the end user.

Third, user registration and account maintenance was designed to be handled in an anonymous fashion while still providing strong account authentication.  Prototype account access is limited to a specific token holder without collecting or using personal information such as a real name, a street address, or a credit card number.  This feature will allay consumer fears of information misuse or theft and attract additional customers who value the privacy that CertAnon provides.

The final objective was to show the ease of integration of this third party system with a potential partner website.  The aim was to illustrate the relative simplicity of incorporating a pre-built PHP module into an existing site in order to offer the CertAnon service.  While the PHP code written for the prototype has not been completely modularized for maximum portability yet, the developed code lends itself to a short and straightforward integration process.  This remains an important aspect of the service and will be a valuable selling point for commercial partners.
2.1 Prototype Capabilities and Results (David Leonard, Rusty Udan)
The prototype clearly demonstrates the innovative features of CertAnon.  Using a combination of real and simulated hardware and software, the prototype implements an anonymous universal two-factor password authentication system.
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Figure 1.  Phase 1 prototype major functional component diagram

Figure 1 outlines the general setup for the prototype.  The major components are an ODU desktop PC, a student PC, and an ODU server. The ODU desktop PC is used to exercise the service as an end user.  The student PC displays system and performance data during the prototype demonstration.  The ODU server hosts the CertAnon website, two simulated partner websites, and the simulated mid-tier and authentication manager processes.

The CertAnon prototype website has two primary functions.  It facilitates new account setup and maintenance, and it is an authentication mediator between partner websites and the authentication manager. The CertAnon website has a local database that it uses to store usernames and partner site domain names.  To protect user anonymity, it does not store any personal information such as the name and address of the CertAnon subscriber.  The CertAnon website hosts the mid-tier application, which receives and responds to messages from the authentication module installed on each partner site.  The mid-tier process compares a submitted partner site username and domain name to linked accounts in order to determine the corresponding registered token. The mid-tier then passes the submitted token code along with the token serial number to the authentication manager for authentication.

The prototype authentication manager, written in Perl, simulates the RSA Authentication Manager software.  This component operates as a background process, listening on a socket for authentication requests submitted by the mid-tier process.  The authentication manager compares a provided token code to the list of valid codes assigned to the corresponding serial number.  An appropriate response approving or denying account access is then returned to the mid-tier.

Two partner sites are simulated for the prototype. They depict typical account-based websites, although the functionality is extremely simplified. A partner site is any online entity that has contracted with CertAnon to use the CertAnon authentication service. The two simulated partner sites in the prototype demonstrate the primary innovation of CertAnon.  This innovation provides access to multiple online accounts using a single two-factor authentication token. Each partner website stores a flag in its local database to determine if the partner site user is a CertAnon subscriber. Partner sites use the authentication module to communicate with the remote CertAnon mid-tier to provide user authentication.

The ODU desktop PC functions as the test user for the prototype demonstration. Prototype tokens are simulated with a pre-defined list of token codes assigned to specific serial numbers.  The test user will enter a personal identification number (PIN) concatenated with a token code (pseudo-random number) from a pre-defined list into the password box on the partner site login screen.

Prototype to Product Transition (Rusty Udan, David Mirra)
The CertAnon prototype simulates the RSA SecurID tokens and RSA Authentication Manager software and simplifies other aspects of the service.  A number of assumptions and constraints were defined to limit the scope of the prototype.  Table 1 provides a summary of the differences between the full CertAnon service and the prototype.

	Features
	Full Product
	Prototype

	Token
	RSA SecurID key fob
	Hard copy list of 15 valid token codes for several token serial numbers

	Client Computer
	Any PC with Internet access and a web browser
	Lecture room PC with Internet access and a web browser

	CertAnon website
	Hosted on an independent web server; Consists of interfaces for token sales, token registration, account maintenance, partner site registration, encryption key exchange, authentication module downloads
	Hosted on an ODU server; Consists of interfaces for token registration and account maintenance

	Authentication server
	Four dedicated servers running RSA Authentication Manager software provide redundancy in case of hardware failure or other outage
	Simulated by a Perl script running on a single ODU server with a back-end DB populated with the 15 valid token codes and related serial numbers; Time-sensitive generation of passcodes not simulated; One-time passcode use will be simulated; Multiple bad attempts causing account lockout will be simulated

	Partner website
	Any independent website incorporating the authentication modules to offer CertAnon authentication to its users
	Two simulated PHP websites hosted on the ODU web server and configured to use the authentication module with pre-registered user lists

	Authentication modules
	Plug-in modules developed for several popular technologies (PHP, .NET, etc) and made available for free on the CertAnon website for use by partner sites
	One PHP module incorporated into the two simulated partner sites

	Customer support
	Security questions can be answered online or by calling a supports number to unlock an account;  Temporary passwords can be granted in the event of a lost/damaged token
	Not simulated – these features are standard offerings of modern online services and the RSA SecurID product


Table 1.  Feature comparison between full product and prototype

The simulated components will be purchased and fully implemented in phase 2, and the features missing from the prototype will be developed.  Server licenses for the RSA Authentication Manager software will be purchased, and the authentication workflow will be modified to use this product rather than the simulated authentication manager process constructed in phase 1.  RSA SecurID tokens will also be used in place of the pre-defined token code lists utilized by the prototype.

There will be an increased focus on security throughout all aspects of the product.  The CertAnon website will be enhanced to include an encryption key exchange for partner sites.  This will permit secure transfer of authentication information between registered partner servers and the CertAnon mid-tier.  PIN hashing and masking will be added to the website.  A storefront for online token sales will be developed.  The backend database will be modified as needed to support all new features.  The PHP authentication module built in phase 1 will be refined and modularized for maximum portability.  Authentication modules for partner sites will be built in other popular web development languages, and a secure download page will be designed to make them widely available.

2.2 Key Personnel (David Mirra, David Leonard)
The cost of labor is estimated at $51,652 for the positions of Documentation Specialist, Financial Director, Hardware Manager, HR Manager, Project Manager, QA Engineer, Risk Director, Software Engineer 1, Software Manger, Technical Director, and Web Developer.    Refer to Appendix B – Personnel Responsibilities for additional information on the responsibilities of each position.  Salaries used in the personnel budget plan were obtained by taking the 25th percentile for each job description as reported at http://www.salary.com for the Virginia Beach zip code of 23456.  An additional 40% of salary cost at $20,661 is included as overhead for general and administrative costs.  Table 2 shows the detailed cost and time commitments budgeted in hours based upon the work breakdown structure (WBS) for phase 2.  The full WBS can be found in Appendix – D Phase 2 Work Breakdown Structure.
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Table 2.  Phase 2 estimated labor costs (Mirra, 2007)

2.3 Facilities and Equipment (Mark Polansky, Ben Blowe)
In phase 2, the infrastructure will be developed to permit the CertAnon service to be deployed for use by independent participating partner sites.  Eight Dell Servers will be purchased to run the RSA Authentication Manager and host the CertAnon websites and databases.  Licenses for the Authentication Manager software, 10 RSA SecurID tokens, and associated RSA training will be obtained.  Nine Dell Workstations will be needed as dedicated computers for the employees in this phase.   See 

Appendix C – Hardware Specifications
 for additional details on this hardware.

For the tokens, CertAnon will initially purchase the RSA SecurID SID700 model.  The RSA SecurID 700 hardware device is a key fob model that connects easily to any key ring and is very convenient for the end user.  Every 60 seconds, it displays a new code generated by the RSA SecurID AES algorithm. RSA Tokens are available directly from RSA SecurID and also through third party vendors.  Pricing depends upon quantity and other factors, but estimates put the cost for CertAnon at approximately $30 per token.

Two copies of Visual Studio Professional 2005 for use by the Software Engineer and QA Manager in developing authentication modules will be needed.  Office space and any additional equipment will be provided by Old Dominion University.  40% overhead is added to all costs to cover this expense, producing a total resource cost of $72,313.  This information is summarized in Table 3.

	Description
	Quantity
	Notes
	Cost

	RSA Authentication Manager Server Licenses
	4
	
	$12,000

	Dell Servers
	8
	Web, Database, and Auth. Manger Servers
	$23,632

	Dell Workstations
	9
	Dedicated workstations
	$12,582

	RSA Training
	--
	
	$1,600

	Visual Studio Professional 2005
	2
	For Development
	$1,338

	RSA Tokens
	10
	For Initial Testing
	$500

	Total Cost:
	$51,652

	40 % Overhead:
	$20,661

	Total Phase 2 Resource Cost:
	$72,313


Table 3.  Phase 2 estimated resources description and cost (Blowe, 2007)

3 Commercialization Strategy (Rusty Udan, David Leonard)
CertAnon will be targeted at two particular markets.  The first customer base consists of regular Internet users.  Recent research indicates that there are 211 million consumers with Internet access in the United States alone (MMG, 2007).  A primary goal will be to capture 20% of those within the next 10 years.  International expansion would be a natural progression once operations in the United States are stabilized.  Revenue would be derived from token sales with an anticipated unit price of approximately fifty dollars.  If a critical mass of customers can be built, CertAnon could become a must-have feature for online sites to offer.  Marketing materials will emphasize the increased security of the product in conjunction with the virtual anonymity of the registration process.

The second target market is comprised of security-conscious online businesses.  CertAnon will sell batches of tokens that can be redistributed to customers of these businesses on request or as part of a concerted push to all account holders.  The low implementation cost per website and the improved security for their customers will encourage these businesses to offer the CertAnon service.  Losses from fraud reimbursements can be cut significantly without the expense of a costly proprietary system.

4 Schedule, Milestones, and Deliverables (David Mirra, Mark Polansky)
The project shifts into refinement and development of the CertAnon service during phase 2.  This phase is scheduled to run from January 2008 through June 2009.  Bi-weekly meetings will be held to determine if the project is on schedule and within budget.  Testing plans for the production version of CertAnon will be drafted to ensure quality assurance, and software components will be vigorously tested.  The results of those tests will be discussed at the bi-weekly meetings to work out any issues that arise.  Beta testing will also be conducted during this phase.  Feedback will facilitate refinements to the product and support materials.  Formal evaluations will be conducted each month or as often as necessary to ensure that the project stays within the guidelines of the WBS shown in Appendix – D Phase 2 Work Breakdown Structure.  The full project plan, developed in Microsoft Project, contains the detailed WBS, schedule, milestones, and cost estimates.  Milestones have been defined for planning, requirements, design, development, documentation, and testing.

Deliverables for phase 2 include enhanced functionality, installation and user manuals, and a production-ready product.  A server license for the RSA Authentication Manager software will be purchased, and the authentication workflow will be modified to use this product rather than the simulated authentication manager process constructed in Phase 1.  RSA SecurID tokens will also be used in place of the pre-defined token code lists utilized by the CertAnon prototype.  The CertAnon website will be enhanced to include an encryption key exchange for partner sites and a token storefront.  The backend database will be modified as needed to support new features.  Authentication modules for partner sites will be built in other popular web development languages, and a download site will be developed for distribution.

5 Proposal Costs (David Mirra, Ben Blowe)
A total labor cost of $136,819 was identified in section 2.3 and itemized in Table 2.  A total resource cost of $72,313 was identified in section 2.4 and itemized in Table 3.  This brings the total anticipated cost of phase 2 activities to $209,132.  Having successfully completed the phase 1 prototype, the CertAnon team is now requesting these additional funds from the National Science Foundation's SBIR.  See Table 4 for estimated costs in all phases.  
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Table 4.  Estimated total costs for all phases (Mirra, 2007)

Table 5 shows a marginal cost calculation estimating how much each new customer might cost.
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Table 5.  Estimated marginal cost per customer (Mirra, 2007)

The token expense of $30 is the bulk of the marginal cost.  The remaining three lines are included to compensate for potential scaling issues.  It was assumed that for every 250,000 new users, an additional authentication server would be needed to handle the larger load.  This cost would include an additional RSA license and hosting costs for three years.  That cost was then spread out among those new users with 40% overhead, and it was estimated that each new customer could cost as much as $42.23.  Give a token sale price of $50, this leaves CertAnon with a profit of $7.77 per customer.  This extremely conservative estimate should provide a wide margin of safety for the service.

A break even analysis is show in Table 6.  
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Table 6.  Break even analysis (Mirra, 2007)

It was assumed that year zero is actually phase 3.  All numbers in this table are cumulative, meaning that each year’s totals include the sum of previous years.  The total cost reflects fixed costs plus the marginal cost per customer of $42.23 calculated in Table 5.  Given a sales rate of 150,000 tokens in the first out year, the break even point is projected to be approximately one quarter of the way into the second year.  Figure 2 is a graphical representation of this analysis.  Sales are projected to accelerate such that one million tokens will be sold by the end of year three.
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Figure 2.  Cumulative break even analysis graph (Mirra, 2007)

6 Summary (Ben Blowe, Sean Alcos)
The CertAnon service has the potential to bring multi-site two-factor authentication to the average Internet user and to become a pervasive fixture on websites around the world.  This unique solution utilizes available, affordable, and proven technology within an innovative and scalable framework.  Concrete benefits are provided to both security-conscious businesses and individual Internet users.  CertAnon offers a viable alternative to the use of insecure single-factor passwords.  CertAnon's two-factor authentication solution is completely anonymous and is the only two-factor authentication service designed to be used with multiple online accounts.  The development of the CertAnon prototype has clearly demonstrated the feasibility of this vision.

In addition to the commercial and technical advantages of the CertAnon service, the time and money required to bring the product to market are well within the limits of the SBIR program.  The resources and costs associated with the development of the product have been well documented with a detailed work breakdown structure and comprehensive project plan.  With the approval of the SBIR review board, the CertAnon team is fully prepared to move into phase 3.

Appendix (David Mirra, Ben Blowe)
Appendix A – Glossary

Key fob: A decorative or functional item attached to a key ring or key chain, such as an RSA SecurID token

Keylogging: The use of software or hardware to capture a computer user's keystrokes, also known as keystroke logging

Load balancing: Tuning a network to evenly distribute data among available resources

MySQL: An open source multi-user database management system

Partner site:  Any organization with an Internet presence that contracts to use CertAnon technology for user authentication

Passcode: A type of password, often purely numeric.  In the case of CertAnon, it is the combination of a user selected PIN plus the pseudo-random token code provided by the RSA token.

Perl: A high-level scripting language well-suited for process, file, and text manipulation

Phishing: The act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering private information that will be used for identity theft. The e-mail directs the user to visit a website where they are asked to update personal information such as passwords and credit card, social security, and bank account numbers.  The website is a bogus site designed to capture this user information for purposes of identity theft or other financial fraud. 

Personal Identification Number (PIN):  A personal identification number normally used to secure a user account

PHP: A server-side programming language designed for building dynamic web pages

Proprietary system: A system that is used, produced, or marketed under exclusive legal right of the inventor, maker, or operator

Pseudo-random: Being or involving entities (such as numbers) that are selected by a definite computational process, but that satisfy one or more standard tests for statistical randomness

RSA: The security division of EMC Corporation, a provider of corporate information infrastructure technology and solutions

RSA SecurID: A two-factor authentication solution offered by the company RSA

RSA Authentication Manager: Server-side software by RSA used to verify authentication requests and centrally administer authentication policies for enterprise networks

Single-factor authentication (SFA):  The traditional security process that requires a user name and password before granting access to the user

Token: A physical device that an authorized user of computer services is given to aid in authentication, also known as a security token, hardware token, authentication token or cryptographic token

Transmission Control Protocol/Internet Protocol (TCP/IP):  A suite of protocols designed for enabling communications over interconnected networks.  It is a core technology for Internet communications.

Two-factor authentication:  A system of which the user provides dual means of identification, one of which is typically a physical token, such as a key fob, and the other of which is typically something memorized, such as a security code

Wide-area network (WAN):  A telecommunications network with linked segments spread across a wide geographic area

Appendix B – Personnel Responsibilities
Documentation Specialist

Responsibilities for the documentation specialist include creating and maintaining documents required to fulfill deliverable requirements during development.

Financial Director

The responsibilities include receiving funding, creating the budget, and determining the product cost.  The financial director is responsible for the financial and funding plans.
Hardware Manager

The responsibilities include identifying the hardware needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

HR Manager 

The responsibilities include hiring personnel and handling employee benefits plans.

Marketing Director 

The responsibilities include determining the target market and supporting the marketing aspects of the project.  The marketing director will determine the overall marketing plan.

Project Manager 

Responsibilities:  The responsibilities include making sure that all tasks are assigned and are performed with high quality.  The project manager must also resolve difference between team members and facilitate team member communications.  The project manager also must develop the WBS, assign resources, prioritize tasks, and define task dependencies.

QA Engineer

The responsibilities include testing all software and processes.
Risk Director

The responsibilities include managing the project risks.  The risk director must determining what risks exists in the project, evaluate the severity and probability of the risk, and attempt to mitigate the risks.

Software Engineer 1

The responsibilities include developing additional authentication modules for partner websites, writing encryption key exchange process for the website, and designing a web storefront for token sales.

Software Manager

The responsibilities include identifying the software needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.
Technical Director

The responsibilities include determining the technical requirements and managing the technical staff.  The technical director must determine how issues will be solved from a technical perspective and will work with the Hardware and Software Managers to coordinate these solutions.

Web Developer

The responsibilities include creating the team and product websites, as well as managing additional web developers in future phases.

Appendix C – Hardware Specifications

The RSA servers must run on a Dell Power Edge SC440 or equivalent.  The specifications for these servers can be found in Table 7.   The following server specifications are based on the hardware requirements outlined in the RSA Authentication Manager 6.1 Scalability and Performance Guide (http://www.rsa.com/node.aspx) for the RSA Authentication Manager 6.1 software.

[image: image8.emf]Manufacture: Dell Corporation

Model: PowerEdge SC440 (tower)

Operating System

:

 Red Hat Enterprise Linux ES 4, 1YR Red Hat Network 

Subscription

Main Board: Dual Core Intel® Pentium®D 935, 3.2GHz, 2x2MB 

Cache, 800MHz FSB

Memory

:

4G DDR2, 533MHz, 4X1G Dual Ranked DIMMs

Network Adapter

:

On-Board Single Gigabit Network Adapter

Hard Drive Configuration:  Add-in SAS5iR (SATA/SAS Controller) supports 2 Hard 

Drives - Raid 1

Hard Drive Controller

:

SAS 5IR internal RAID adapter, PCI-Express

Primary and Secondary 

Hard Drives

:

73GB, SAS, 3.5-inch, 10K RPM Hard Drive

CD/DVD Drive

:

16X DVD-ROM Drive

Floppy Drive

:

No Floppy Drive

Keyboard

:

Keyboard, USB, Black  

Mouse

:

Mechanical Two-button mouse, USB, Black

Monitor

:

Dell 17 Inch Analog Flat Panel LCD Monitor

Hardware Support Services

:

3Yr STANDARD SUPPORT: 7x24 Tech HW/SW 

Support, NBD onsite after Diagnosis


Table 7.  Dell server specifications

The workstation specifications are not performance or storage critical. They need to support the Microsoft Office documentation and database development needs for CertAnon. The suggested minimum hardware specifications are located in Table 8.

[image: image9.emf]Manufacture: Dell Corporation

Model: Precision 390 (mini-tower)

Operating System

:

Red Genuine Windows Vista™ Business, with Media edit

Main Board: Intel® Pentium™ 4 Processor 631, 3.00GHz, 2MB L2, 

800MHz, HT

Memory

:

4G DDR2, 533MHz, 4X1G Dual Ranked DIMMs 

Network Adapter

:

On-Board Single Gigabit Network Adapter

Hard Drive Configuration: 80GB SATA 3.0Gb/s

Video Card 128MB PCIe x16 nVidia Quadro NVS 285

Primary and Secondary 

Hard Drives

:

73GB, SAS, 3.5-inch, 10K RPM Hard Drive

Floppy Drive

:

No Floppy Drive

Keyboard

:

Keyboard, USB, Black  

Mouse

:

USB 2-Button Optical

Monitor

:

Dell 17 Inch Analog Flat Panel LCD Monitor

CD/DVD Drive 16X DVD+/-RW Roxio and Cyberlink PowerDVD™ for 

Vista Buisness Edit

Sound Card No sound card.

Speakers No speakers.

Monitor: Dell 17 Inch Analog Flat Panel LCD Monitor

Hardware Support Services

:

3 Year On-site Economy Plan


Table 8.  Dell workstation specifications

Appendix – D Phase 2 Work Breakdown Structure

	ID
	Task_Name
	Duration
	Start_Date
	Finish_Date
	Predecessors

	299
	Phase 2
	414.16 days
	1/9/2008
	8/11/2009
	

	300
	Develop Project Team
	22.5 days
	1/9/2008
	2/8/2008
	

	301
	Personnel
	22.5 days
	1/9/2008
	2/8/2008
	

	302
	Identify New Team Members
	1 day
	1/10/2008
	1/10/2008
	

	303
	Hire New Management Resources 
	21 days
	1/9/2008
	2/6/2008
	

	304
	Get New Team Members to Sign Project Charter
	0.5 days
	2/7/2008
	2/7/2008
	303

	305
	Reassign Responsibilties as Needed
	1 day
	2/7/2008
	2/8/2008
	304

	306
	Review outcome from Phase 1 SBIR Presentation
	1 day
	2/8/2008
	2/11/2008
	300

	307
	Planning
	80.29 days
	2/11/2008
	6/2/2008
	306

	308
	Define Approach
	1.6 days
	2/11/2008
	2/13/2008
	

	309
	Determine Communication Methods
	1 day
	2/11/2008
	2/12/2008
	

	310
	Determine Development Approach
	1.6 days
	2/11/2008
	2/13/2008
	

	311
	Define Functional Level Requirements
	78.69 days
	2/13/2008
	6/2/2008
	308

	312
	Define Functional Level Requirements
	15.83 days
	2/13/2008
	3/5/2008
	

	313
	Define Software Functional Level Requirements
	2.5 days
	2/13/2008
	2/15/2008
	

	314
	Define Hardware Functional Level Requirements
	2 days
	2/18/2008
	3/5/2008
	313SS

	315
	Functional Requirements Document
	5 days
	3/5/2008
	3/12/2008
	312

	316
	Hardware and Software Vendors
	78.69 days
	2/13/2008
	6/2/2008
	

	317
	Procurement Planning
	20.54 days
	2/13/2008
	3/12/2008
	

	318
	Determine Requirements
	15.67 days
	2/13/2008
	3/5/2008
	

	319
	Create Statement of Work
	4.87 days
	3/5/2008
	3/12/2008
	318

	320
	Solicitation Planning
	9.8 days
	3/12/2008
	3/26/2008
	317

	321
	Identify Potential Vendors
	9.8 days
	3/12/2008
	3/26/2008
	

	322
	Develop Evaluation Criteria
	1.04 days
	3/12/2008
	3/13/2008
	

	323
	Create RFP (Request for Proposal)
	3.13 days
	3/13/2008
	3/18/2008
	322

	324
	Solicitation
	16.2 days
	3/26/2008
	4/17/2008
	320

	325
	Send RFP to Vendors
	1.04 days
	3/26/2008
	3/27/2008
	

	326
	Proposals Received
	0.29 days
	4/16/2008
	4/17/2008
	325FS+14 days

	327
	Solicitation Selection
	3.13 days
	4/17/2008
	4/22/2008
	324

	328
	Select Vendor based on Criteria
	3.13 days
	4/17/2008
	4/22/2008
	

	329
	Contract Admin 
	4.17 days
	4/22/2008
	4/28/2008
	327

	330
	Create Formal Contract
	3.13 days
	4/22/2008
	4/25/2008
	

	331
	Send Contract to Vendor
	1.04 days
	4/25/2008
	4/28/2008
	330

	332
	Contract Closeout
	24.85 days
	4/28/2008
	6/2/2008
	329

	333
	Evaluate Products Received
	23.81 days
	4/28/2008
	5/30/2008
	

	334
	Evaluate Contract Terms Being Met
	1.04 days
	5/30/2008
	6/2/2008
	333

	335
	Formal Acceptance
	0 days
	6/2/2008
	6/2/2008
	334

	336
	Advertising
	15 days
	2/13/2008
	3/5/2008
	

	337
	Select Advertising Outlet
	5 days
	2/13/2008
	2/20/2008
	

	338
	Product Name and Logo Selection
	10 days
	2/20/2008
	3/5/2008
	337

	339
	Requirements
	13 days
	6/2/2008
	6/19/2008
	307

	340
	Define Functional Level Requirements
	8 days
	6/2/2008
	6/12/2008
	

	341
	Define Functional Level Requirements
	3 days
	6/2/2008
	6/5/2008
	

	342
	Functional Requirements Document
	5 days
	6/5/2008
	6/12/2008
	341

	343
	Authentication Server
	4 days
	6/2/2008
	6/6/2008
	

	344
	Define Authentication Server Prototype Hardware Requirements
	1 day
	6/2/2008
	6/4/2008
	

	345
	Define Authentication Server Software Requirements
	1 day
	6/5/2008
	6/6/2008
	

	346
	Web Server
	1 day
	6/6/2008
	6/9/2008
	

	347
	Define Web Server Software Requirements
	1 day
	6/6/2008
	6/9/2008
	

	348
	Database Server
	6 days
	6/2/2008
	6/10/2008
	

	349
	Define Database Server Hardware Requirements
	1 day
	6/2/2008
	6/5/2008
	

	350
	Define Database Server Software Requirements
	1 day
	6/9/2008
	6/10/2008
	

	351
	Partner Site
	2 days
	6/10/2008
	6/12/2008
	

	352
	Define Partner Site Module Software Requirements
	1 day
	6/10/2008
	6/11/2008
	

	353
	Define Simulated Partner Web Site Requirements
	1 day
	6/11/2008
	6/12/2008
	

	354
	Token
	2.95 days
	6/2/2008
	6/5/2008
	

	355
	Define Token Hardware Requirements
	1 day
	6/2/2008
	6/5/2008
	

	356
	Create Requirements Doc
	13 days
	6/2/2008
	6/19/2008
	

	357
	Hardware
	3 days
	6/2/2008
	6/5/2008
	

	358
	Authentication Server
	1 day
	6/2/2008
	6/3/2008
	

	359
	Database Server
	1 day
	6/3/2008
	6/4/2008
	

	360
	Token
	1 day
	6/4/2008
	6/5/2008
	

	361
	Software
	5 days
	6/12/2008
	6/19/2008
	

	362
	Authentication Server
	1 day
	6/12/2008
	6/13/2008
	

	363
	Web Server
	1 day
	6/13/2008
	6/16/2008
	

	364
	Database Server
	1 day
	6/16/2008
	6/17/2008
	

	365
	Database Server
	1 day
	6/17/2008
	6/18/2008
	

	366
	Partner Site
	1 day
	6/18/2008
	6/19/2008
	

	367
	Development Environment Setup 
	9.79 days
	6/19/2008
	7/3/2008
	339

	368
	Hardware
	3.79 days
	6/19/2008
	6/25/2008
	

	369
	Authentication Server
	2 days
	6/19/2008
	6/23/2008
	

	370
	Install Authentication Server
	2 days
	6/19/2008
	6/23/2008
	

	371
	Database Server
	3.79 days
	6/19/2008
	6/25/2008
	

	372
	Install Database Server
	2 days
	6/19/2008
	6/25/2008
	

	373
	Software
	6 days
	6/25/2008
	7/3/2008
	368

	374
	Authentication Server
	2 days
	6/25/2008
	6/27/2008
	

	375
	Install Authentication Server Software
	2 days
	6/25/2008
	6/27/2008
	

	376
	Database Server
	4 days
	6/27/2008
	7/3/2008
	

	377
	Install Database Server Software
	2 days
	6/27/2008
	7/1/2008
	

	378
	Migrate Database to New DB Server
	2 days
	7/1/2008
	7/3/2008
	

	379
	Design
	29.58 days
	7/3/2008
	8/14/2008
	367

	380
	Software
	29.58 days
	7/3/2008
	8/14/2008
	

	381
	Web Server
	10.58 days
	7/3/2008
	7/18/2008
	

	382
	Design Encryption Key Exchange
	4 days
	7/3/2008
	7/9/2008
	

	383
	Design Storefront for Token Sales
	7 days
	7/3/2008
	7/14/2008
	

	384
	Design Mid-tier Enhancements
	5.58 days
	7/3/2008
	7/18/2008
	

	385
	Partner Site
	19 days
	7/18/2008
	8/14/2008
	381

	386
	Design Additional Partner Site Modules
	15 days
	7/18/2008
	8/8/2008
	

	387
	Design Encrypted Authentication Web Service
	4 days
	8/8/2008
	8/14/2008
	

	388
	Design Additional Simulated Partner Web Sites
	7 days
	7/24/2008
	8/4/2008
	

	389
	Development
	100 days
	8/14/2008
	1/1/2009
	379

	390
	Software
	100 days
	8/14/2008
	1/1/2009
	

	391
	Web Server
	60 days
	8/14/2008
	11/6/2008
	

	392
	Develop Encryption Key Exchange
	30 days
	8/14/2008
	10/16/2008
	

	393
	Develop Storefront for Token Sales
	30 days
	8/14/2008
	9/25/2008
	

	394
	Develop Mid-tier Enhancements
	30 days
	9/4/2008
	11/6/2008
	

	395
	Partner Site
	40 days
	11/6/2008
	1/1/2009
	391

	396
	Develop Additional Partner Site Modules
	20 days
	11/6/2008
	12/4/2008
	

	397
	Develop Encrypted Authentication Web Service
	10 days
	12/4/2008
	12/18/2008
	

	398
	Develop Additional Simulated Partner Web Sites
	20 days
	12/4/2008
	1/1/2009
	

	399
	User Documentation
	50 days
	1/1/2009
	3/12/2009
	389

	400
	Installation Guide
	20 days
	2/12/2009
	3/12/2009
	

	401
	User Manual
	30 days
	1/1/2009
	2/12/2009
	

	402
	Testing
	94 days
	3/12/2009
	7/22/2009
	399

	403
	Development Integration Testing
	30 days
	3/12/2009
	4/23/2009
	

	404
	Software
	30 days
	3/12/2009
	4/23/2009
	

	405
	Authentication Server
	3 days
	3/12/2009
	3/17/2009
	

	406
	Test Authentication Process
	3 days
	3/12/2009
	3/17/2009
	

	407
	Web Server
	11 days
	3/17/2009
	4/1/2009
	405

	408
	Test Encryption Key Exchange
	6 days
	3/17/2009
	3/25/2009
	

	409
	Test Storefront
	5 days
	3/25/2009
	4/1/2009
	

	410
	Test Mid-tier enhancements
	5 days
	3/25/2009
	4/1/2009
	

	411
	Partner Site
	16 days
	4/1/2009
	4/23/2009
	407

	412
	Test Additional Partner Site Modules
	6 days
	4/1/2009
	4/9/2009
	

	413
	Test Encrypted Authentication Web Service
	5 days
	4/9/2009
	4/16/2009
	

	414
	Test Additional Simulated Partner Web Sites
	5 days
	4/16/2009
	4/23/2009
	

	415
	System Integration Testing
	64 days
	4/23/2009
	7/22/2009
	404

	416
	Software
	64 days
	4/23/2009
	7/22/2009
	

	417
	Authentication Server
	10 days
	4/23/2009
	5/7/2009
	

	418
	Test Authentication Process
	10 days
	4/23/2009
	5/7/2009
	

	419
	Web Server
	47 days
	5/7/2009
	7/13/2009
	

	420
	Test Web Site
	7 days
	7/2/2009
	7/13/2009
	

	421
	Test Encryption Key Exchange
	10 days
	5/7/2009
	5/21/2009
	

	422
	Test Storefront
	10 days
	5/21/2009
	6/4/2009
	

	423
	Partner Site
	34 days
	6/4/2009
	7/22/2009
	

	424
	Test Additional Partner PHP Modules
	7 days
	7/13/2009
	7/22/2009
	

	425
	Test Encrypted Authentication Web Service
	10 days
	6/4/2009
	6/18/2009
	

	426
	Test Additional Simulated Partner Web Sites
	10 days
	6/18/2009
	7/2/2009
	

	427
	Implementation
	14 days
	7/22/2009
	8/11/2009
	402

	428
	Setup Prototype for Demo
	2 days
	7/22/2009
	7/24/2009
	

	429
	Production Readiness Test
	12 days
	7/24/2009
	8/11/2009
	428


Appendix E – Lab I:  Product Description

Appendix F – Lab II:  Prototype Product Specification

Appendix G – Lab III:  Prototype Test Plan/Procedure

Appendix H – Lab IV:  Prototype User's Manual
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Phase Budgets

		Phase 1

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Student		1		30		$   15		$   452

		Financial Director		Student		1		24		$   15		$   362

		Hardware Manager		Student		1		92		$   15		$   1,377

		Project Manager		Student		1		64		$   15		$   960

		Risk Director		Student		1		52		$   15		$   785

		Software Manager		Student		1		500		$   15		$   7,497

		Web Developer		Student		1		486		$   15		$   7,292

										Total Cost		$   18,723

										40% Overhead		$   7,489

										Total Phase 1 Staffing Budget		$   26,212

		Phase 2

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Staff		1		552		$   18		$   9,713

		Financial Director		Staff		1		94		$   68		$   6,372

		Hardware Manager		Staff		1		200		$   20		$   3,901

		HR Manager		Staff		1		172		$   29		$   5,053

		Project Manager		Staff		1		136		$   29		$   3,883

		QA Engineer		Staff		1		774		$   21		$   16,009

		Risk Director		Staff		1		8		$   18		$   140

		Software Engineer 1		Staff		1		440		$   22		$   9,718

		Software Manager		Staff		1		334		$   42		$   13,961

		Technical Director		Staff		1		136		$   50		$   6,835

		Web Developer		Staff		1		790		$   28		$   22,143

										Total Cost		$   97,728

										40% Overhead		$   39,091

										Total Phase 2 Staffing Budget		$   136,819

		Phase 3

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Documentation Specialist		Staff		1		440		$   36,600		$   7,742

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		1,161		$   99,900		$   55,763

		Project Manager		Staff		1		1,391		$   59,600		$   39,866

		QA Engineer		Staff		1		350		$   43,000		$   7,233

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		320		$   45,900		$   7,062

		Software Manager		Staff		1		345		$   87,000		$   14,443

		Technical Director		Staff		1		1,280		$   104,400		$   64,268

		Web Developer		Staff		1		320		$   58,300		$   8,969

										Total Cost		$   516,997

										40% Overhead		$   206,799

										Total Phase 3 Staffing Budget		$   723,796

		Out Years (Annual)

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		2,080		$   99,900		$   99,900

		Project Manager		Staff		1		200		$   59,600		$   5,731

		QA Engineer		Staff		1		200		$   43,000		$   4,135

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		200		$   45,900		$   4,413

		Software Manager		Staff		1		200		$   87,000		$   8,365

		Technical Director		Staff		1		200		$   104,400		$   10,038

		Web Developer		Staff		1		200		$   58,300		$   5,606

										Total Cost		$   449,840

										40% Overhead		$   179,936

										Total Annual Out Years Staffing Budget		$   629,776





Overview

				Staffing		Resources		Phase Total		Max Funding		Cumulative Total

		Phase 1		$   26,212		$   - 0		$   26,212		$   100,000		$   26,212

		Phase 2		$   136,819		$   72,313		$   209,132		$   750,000		$   235,344

		Phase 3 (One Year)		$   723,796		$   92,958		$   816,754				$   1,052,098

		Total Phases 1-3		$   886,827		$   165,271		$   1,052,098

		Out Years (Annual)		$   629,776		$   67,200		$   696,976

		Item		Marginal Cost		Per # of Customers		Cost per Customer

		Token		$   30		1		$   30.00

		Authentication Server		$   2,908		250,000		$   0.01

		RSA Auth Mgr License		$   3,000		250,000		$   0.01

		Secure Hosting (3 Years)		$   36,000		250,000		$   0.14

						Total Cost		$   30.17

						40% Overhead		$   12.07

						Total Marginal Cost Per Customer		$   42.23

						Marginal Revenue Per Customer		$   50.00

						Profit Per Customer		$   7.77





Break Even Analysis

		Cumulative Break Even Analysis

		Year		Tokens Sold		Revenue		Marginal Cost

		0		- 0		$   - 0		$   - 0

		1		50,000		$   2,500,000		$   2,111,734

		1		100,000		$   5,000,000		$   4,223,468

		1		150,000		$   7,500,000		$   6,335,203

		2		200,000		$   10,000,000		$   8,446,937

		2		250,000		$   12,500,000		$   10,558,671

		2		300,000		$   15,000,000		$   12,670,405

		2		350,000		$   17,500,000		$   14,782,140

		2		400,000		$   20,000,000		$   16,893,874

		2		450,000		$   22,500,000		$   19,005,608

		2		500,000		$   25,000,000		$   21,117,342

		3		550,000		$   27,500,000		$   23,229,077

		3		600,000		$   30,000,000		$   25,340,811

		3		650,000		$   32,500,000		$   27,452,545

		3		700,000		$   35,000,000		$   29,564,279

		3		750,000		$   37,500,000		$   31,676,014

		3		800,000		$   40,000,000		$   33,787,748

		3		850,000		$   42,500,000		$   35,899,482

		3		900,000		$   45,000,000		$   38,011,216

		3		950,000		$   47,500,000		$   40,122,951

		3		1,000,000		$   50,000,000		$   42,234,685

		Year		Tokens Sold		Total Revenue		Marginal Cost		Cumulative Fixed Cost		Total Cost		Profit

		0		- 0		$   - 0		$   - 0		$   816,754		$   816,754		$   (816,754)

		1		150,000		$   7,500,000		$   6,335,203		$   1,513,730		$   7,848,933		$   (348,933)

		2		500,000		$   25,000,000		$   21,117,342		$   2,210,707		$   23,328,049		$   1,671,951

		3		1,000,000		$   50,000,000		$   42,234,685		$   2,907,683		$   45,142,368		$   4,857,632
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Phase Budgets

		Phase 1

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Student		1		30		$   15		$   452

		Financial Director		Student		1		24		$   15		$   362

		Hardware Manager		Student		1		92		$   15		$   1,377

		Project Manager		Student		1		64		$   15		$   960

		Risk Director		Student		1		52		$   15		$   785

		Software Manager		Student		1		500		$   15		$   7,497

		Web Developer		Student		1		486		$   15		$   7,292

										Total Cost		$   18,723

										40% Overhead		$   7,489

										Total Phase 1 Staffing Budget		$   26,212

		Phase 2

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Staff		1		552		$   18		$   9,713

		Financial Director		Staff		1		94		$   68		$   6,372

		Hardware Manager		Staff		1		200		$   20		$   3,901

		HR Manager		Staff		1		172		$   29		$   5,053

		Project Manager		Staff		1		136		$   29		$   3,883

		QA Engineer		Staff		1		774		$   21		$   16,009

		Risk Director		Staff		1		8		$   18		$   140

		Software Engineer 1		Staff		1		440		$   22		$   9,718

		Software Manager		Staff		1		334		$   42		$   13,961

		Technical Director		Staff		1		136		$   50		$   6,835

		Web Developer		Staff		1		790		$   28		$   22,143

										Total Cost		$   97,728

										40% Overhead		$   39,091

										Total Phase 2 Staffing Budget		$   136,819

		Phase 3

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Documentation Specialist		Staff		1		440		$   36,600		$   7,742

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		1,161		$   99,900		$   55,763

		Project Manager		Staff		1		1,391		$   59,600		$   39,866

		QA Engineer		Staff		1		350		$   43,000		$   7,233

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		320		$   45,900		$   7,062

		Software Manager		Staff		1		345		$   87,000		$   14,443

		Technical Director		Staff		1		1,280		$   104,400		$   64,268

		Web Developer		Staff		1		320		$   58,300		$   8,969

										Total Cost		$   516,997

										40% Overhead		$   206,799

										Total Phase 3 Staffing Budget		$   723,796

		Out Years (Annual)

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		2,080		$   99,900		$   99,900

		Project Manager		Staff		1		200		$   59,600		$   5,731

		QA Engineer		Staff		1		200		$   43,000		$   4,135

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		200		$   45,900		$   4,413

		Software Manager		Staff		1		200		$   87,000		$   8,365

		Technical Director		Staff		1		200		$   104,400		$   10,038

		Web Developer		Staff		1		200		$   58,300		$   5,606

										Total Cost		$   449,840

										40% Overhead		$   179,936

										Total Annual Out Years Staffing Budget		$   629,776





Overview

				Staffing		Resources		Phase Total		Max Funding		Cumulative Total

		Phase 1		$   26,212		$   - 0		$   26,212		$   100,000		$   26,212

		Phase 2		$   136,819		$   72,313		$   209,132		$   750,000		$   235,344

		Phase 3 (One Year)		$   723,796		$   92,958		$   816,754				$   1,052,098

		Total Phases 1-3		$   886,827		$   165,271		$   1,052,098

		Out Years (Annual)		$   629,776		$   67,200		$   696,976

		Item		Marginal Cost		Per # of Customers		Cost per Customer

		Token		$   30		1		$   30.00

		Authentication Server		$   2,908		250,000		$   0.01

		RSA Auth Mgr License		$   3,000		250,000		$   0.01

		Secure Hosting (3 Years)		$   36,000		250,000		$   0.14

						Total Cost		$   30.17

						40% Overhead		$   12.07

						Total Marginal Cost Per Customer		$   42.23

						Marginal Revenue Per Customer		$   50.00

						Profit Per Customer		$   7.77





Break Even Analysis

		Cumulative Break Even Analysis

		Year		Tokens Sold		Revenue		Marginal Cost

		0		- 0		$   - 0		$   - 0

		1		50,000		$   2,500,000		$   2,111,734

		1		100,000		$   5,000,000		$   4,223,468

		1		150,000		$   7,500,000		$   6,335,203

		2		200,000		$   10,000,000		$   8,446,937

		2		250,000		$   12,500,000		$   10,558,671

		2		300,000		$   15,000,000		$   12,670,405

		2		350,000		$   17,500,000		$   14,782,140

		2		400,000		$   20,000,000		$   16,893,874

		2		450,000		$   22,500,000		$   19,005,608

		2		500,000		$   25,000,000		$   21,117,342

		3		550,000		$   27,500,000		$   23,229,077

		3		600,000		$   30,000,000		$   25,340,811

		3		650,000		$   32,500,000		$   27,452,545

		3		700,000		$   35,000,000		$   29,564,279

		3		750,000		$   37,500,000		$   31,676,014

		3		800,000		$   40,000,000		$   33,787,748

		3		850,000		$   42,500,000		$   35,899,482

		3		900,000		$   45,000,000		$   38,011,216

		3		950,000		$   47,500,000		$   40,122,951

		3		1,000,000		$   50,000,000		$   42,234,685

		Year		Tokens Sold		Total Revenue		Marginal Cost		Cumulative Fixed Cost		Total Cost		Profit

		0		- 0		$   - 0		$   - 0		$   816,754		$   816,754		$   (816,754)

		1		150,000		$   7,500,000		$   6,335,203		$   1,513,730		$   7,848,933		$   (348,933)

		2		500,000		$   25,000,000		$   21,117,342		$   2,210,707		$   23,328,049		$   1,671,951

		3		1,000,000		$   50,000,000		$   42,234,685		$   2,907,683		$   45,142,368		$   4,857,632
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Phase Budgets

		Phase 1

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Student		1		30		$   15		$   452

		Financial Director		Student		1		24		$   15		$   362

		Hardware Manager		Student		1		92		$   15		$   1,377

		Project Manager		Student		1		64		$   15		$   960

		Risk Director		Student		1		52		$   15		$   785

		Software Manager		Student		1		500		$   15		$   7,497

		Web Developer		Student		1		486		$   15		$   7,292

										Total Cost		$   18,723

										40% Overhead		$   7,489

										Total Phase 1 Staffing Budget		$   26,212

		Phase 2

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Staff		1		552		$   18		$   9,713

		Financial Director		Staff		1		94		$   68		$   6,372

		Hardware Manager		Staff		1		200		$   20		$   3,901

		HR Manager		Staff		1		172		$   29		$   5,053

		Project Manager		Staff		1		136		$   29		$   3,883

		QA Engineer		Staff		1		774		$   21		$   16,009

		Risk Director		Staff		1		8		$   18		$   140

		Software Engineer 1		Staff		1		440		$   22		$   9,718

		Software Manager		Staff		1		334		$   42		$   13,961

		Technical Director		Staff		1		136		$   50		$   6,835

		Web Developer		Staff		1		790		$   28		$   22,143

										Total Cost		$   97,728

										40% Overhead		$   39,091

										Total Phase 2 Staffing Budget		$   136,819

		Phase 3

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Documentation Specialist		Staff		1		440		$   36,600		$   7,742

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		1,161		$   99,900		$   55,763

		Project Manager		Staff		1		1,391		$   59,600		$   39,866

		QA Engineer		Staff		1		350		$   43,000		$   7,233

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		320		$   45,900		$   7,062

		Software Manager		Staff		1		345		$   87,000		$   14,443

		Technical Director		Staff		1		1,280		$   104,400		$   64,268

		Web Developer		Staff		1		320		$   58,300		$   8,969

										Total Cost		$   516,997

										40% Overhead		$   206,799

										Total Phase 3 Staffing Budget		$   723,796

		Out Years (Annual)

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		2,080		$   99,900		$   99,900

		Project Manager		Staff		1		200		$   59,600		$   5,731

		QA Engineer		Staff		1		200		$   43,000		$   4,135

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		200		$   45,900		$   4,413

		Software Manager		Staff		1		200		$   87,000		$   8,365

		Technical Director		Staff		1		200		$   104,400		$   10,038

		Web Developer		Staff		1		200		$   58,300		$   5,606

										Total Cost		$   449,840

										40% Overhead		$   179,936

										Total Annual Out Years Staffing Budget		$   629,776





Overview

				Staffing		Resources		Phase Total		Max Funding		Cumulative Total

		Phase 1		$   26,212		$   - 0		$   26,212		$   100,000		$   26,212

		Phase 2		$   136,819		$   72,313		$   209,132		$   750,000		$   235,344

		Phase 3 (One Year)		$   723,796		$   92,958		$   816,754				$   1,052,098

		Total Phases 1-3		$   886,827		$   165,271		$   1,052,098

		Out Years (Annual)		$   629,776		$   67,200		$   696,976

		Item		Marginal Cost		Per # of Customers		Cost per Customer

		Token		$   30		1		$   30.00

		Authentication Server		$   2,908		250,000		$   0.01

		RSA Auth Mgr License		$   3,000		250,000		$   0.01

		Secure Hosting (3 Years)		$   36,000		250,000		$   0.14

						Total Cost		$   30.17

						40% Overhead		$   12.07

						Total Marginal Cost Per Customer		$   42.23

						Marginal Revenue Per Customer		$   50.00

						Profit Per Customer		$   7.77





Break Even Analysis

		Cumulative Break Even Analysis

		Year		Tokens Sold		Revenue		Marginal Cost

		0		- 0		$   - 0		$   - 0

		1		50,000		$   2,500,000		$   2,111,734

		1		100,000		$   5,000,000		$   4,223,468

		1		150,000		$   7,500,000		$   6,335,203

		2		200,000		$   10,000,000		$   8,446,937

		2		250,000		$   12,500,000		$   10,558,671

		2		300,000		$   15,000,000		$   12,670,405

		2		350,000		$   17,500,000		$   14,782,140

		2		400,000		$   20,000,000		$   16,893,874

		2		450,000		$   22,500,000		$   19,005,608

		2		500,000		$   25,000,000		$   21,117,342

		3		550,000		$   27,500,000		$   23,229,077

		3		600,000		$   30,000,000		$   25,340,811

		3		650,000		$   32,500,000		$   27,452,545

		3		700,000		$   35,000,000		$   29,564,279

		3		750,000		$   37,500,000		$   31,676,014

		3		800,000		$   40,000,000		$   33,787,748

		3		850,000		$   42,500,000		$   35,899,482

		3		900,000		$   45,000,000		$   38,011,216

		3		950,000		$   47,500,000		$   40,122,951

		3		1,000,000		$   50,000,000		$   42,234,685

		Year		Tokens Sold		Total Revenue		Marginal Cost		Cumulative Fixed Cost		Total Cost		Profit

		0		- 0		$   - 0		$   - 0		$   816,754		$   816,754		$   (816,754)

		1		150,000		$   7,500,000		$   6,335,203		$   1,513,730		$   7,848,933		$   (348,933)

		2		500,000		$   25,000,000		$   21,117,342		$   2,210,707		$   23,328,049		$   1,671,951

		3		1,000,000		$   50,000,000		$   42,234,685		$   2,907,683		$   45,142,368		$   4,857,632
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