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In the US alone there are over 211 million internet users.  13 million of those 211 million internet users bank online.  Many internet users are not aware that their password has been compromised, which according to the graph below leads to security breaches.1  These security breaches are a result of single-factor password authentication being easily compromised.  
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Diagram – Graph of Security Breaches

As more people bring their lives online, making transactions for banking, travel reservations, communication, and commerce, it is evident that better security measures need to be in place for protection.  

In March 2005, E*Trade began providing customers with $50,000 or more in their account the RSA SecurID device to incorporate the two-factor authentication method.  This was in a response to a survey of 8000 consumers, of which 45% of the respondents claimed they would be more prone to switch to a competitor, if they provided a stronger authentication method.  More than the four-fifths of those surveyed reported feeling extremely threatened by online fraud and identity theft.2

In January 2007, it was announced that PayPal will be providing their version of a two-factor authentication system.3  AOL is also providing tokens to their users, through a program called AOL Passcode.4  AOL is providing PassCode so that their consumers feel confident that their AOL account is secure, in light of the increase in phishing scams.

CertAnon would like to offer the service to consumers who have $0 and more in their account.  We feel that the value of worth is determined by the individual.  Therefore, CertAnon would not have a limitation such as a minimum amount requirement.  As noted above, AOL provides their service so that its consumers feel more secure that their AOL account is secure.  In fact, the tokens for AOL, PayPal, and E*Trade, will only work for the service that provided the token.  CertAnon will be providing access to all participating online accounts with the use of a single token.

The individual internet user and businesses that are security-conscious would total the customer base of CertAnon.  Initially, CertAnon will have to conduct extensive beta-testing to convince both potential consumers and partnering sites, of the effectiveness of the two-factor authentication method our product will provide.  Businesses would have the option to purchase batches of tokens at a discounted rate, which would allow the business to redistribute those tokens to their uses as they see fit.

After the testing phase, we will charge the individual internet user a one-time, minimal fee of $50.  This package includes the RSA SecurID token and instructions describing how to associate the user's participating accounts with their token.  Gaining a critical mass of customers, which could make CertAnon a must have, could give us leverage to charge partner sites a per-user or per-transaction basis, which could lower the token price for the end user.


If CertAnon focuses on getting buy-in of a percentage of the total internet users in the US, our service would be a success.  For example, capturing 2% of the 211 million internet users over the next 3 years, results in 4.2 million potential users @ $50 a token, which equals $70 million per year.

Price Point for Customer

With a large base of internet users our product would have minimal cost to online account companies as well as the individual internet user.  We would charge the individual internet users $50 for the RSA SecurID token and instructions of how to register the token with CertAnon, which the user will then be able to associate the token with their participating online accounts.  We also anticipate partnering with security-conscious online businesses of which we would offer batches of tokens at a discounted rate, so that the online business can redistribute the tokens to their customers as they see fit.

Profit

The hardware cost, for us, would be for four servers and five workstations.  The four serves would be used for the likes of Web and Database servers.  We anticipate the total cost of these servers to be about $12,000.  The five workstations would be for dedicated use of development workstations during this phase.  The total cost of these workstations would be about $7,000.  The other hardware expense would be the RSA SecurID tokens and its packaging, which, provided we get a discount on purchasing a large batch of tokens, we anticipate the cost to be about $30 per token. If we are able to sell one million tokens over the next three years, we project that the maintenance cost of about $35,000,000.  Selling one-million token packages, this includes the token and instructions describing how to register the token with CertAnon, for $50 each would equal $50,000,000 of revenue.  This gives CertAnon a profit of $15,000,000 over the next 3 years.
Return on Investment


Individual internet user advantages

· Eliminates the need to remember multiple passwords

· Eliminates the need to carry multiple RSA tokens, as CertAnon provides one token for all participating online accounts

· Decreases the likelihood of unauthorized account access and password theft by using two factor authentication (combining something you have plus something you know)

Businesses advantages

· Releases the partner sites from having to buy, implement, or maintain their own two-factor authentication system.  They can offer their customer an increased level of security, but for FREE or just the cost of the tokens with minimal development.

Marketing Strategy

Competition


[image: image4]
Diagram – Competition Matrix
The competition matrix above shows some of the current products that attempt to tackle the problem of insecure passwords.  While the cheapest method would be the regular Password, it is limited by using single-factor authentication, which can be compromised by the likes of “password guessers” and “phishing sites” (whose primary objective is to obtain personal information such as usernames and passwords).  The other products do not provide a service that offers the user the ability to manage multiple accounts using the two-factor authentication method without providing personal information.


Our first step in releasing CertAnon to the public would be to build a website that will interact with our customers and partner sites.  We would need to develop software modules, which will be made freely available to encourage adoption of our service, for partner sites to integrate with their login processes.  Once the modules are made, we will need to gain the trust of our potential customers and partner sites and show them the effectiveness of our service, which would be done by extensive beta-testing.
Conclusion

CertAnon will target security-conscious businesses that don’t have proprietary solutions, by offering batches of tokens at a discounted rate, which can be redistributed to their customers as they see fit.  These types of businesses, such as small brokerages and banks, would then be able to compete with larger competitors, who do have their own two-factor authentication system.  CertAnon could work with those companies that buy batches of tokens to promote the service, perhaps with token giveaways and other marketing schemes, such as trade shows.  CertAnon would also like to get other less security-conscious businesses to offer our service for free, which will then make the tokens more useful.  

Single-factor passwords are not secure, difficult to manage, and increasingly vulnerable to theft.  The current products that attempt to remedy this problem do not provide a way to easily manage multiple online accounts using a two-factor authentication method without requiring personal information to be provided.  Providing personal information while using a single-factor authentication method could lead to a significant loss of money or even stolen identity.  CertAnon will provide its users/partners the ability to anonymously log into their many participating accounts in secure and reliable fashion.
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* Third-Party Authentication w/o Personal Information.
** Included with Windows Vista, add-on for both XP SP2 and Windows 2003 SP1.
**+ Implemented by a business exclusively for its customers.



