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Project Summary – 
CertAnon is an anonymous WAN authentication system that provides its consumers an easy way of managing their multiple online accounts while adding an extra layer of security.  The service of CertAnon will implement a two-factor authentication method to provide a more secure way of accessing online accounts.  Two-factor authentication is defined as combining two separate items, and using the result for authentication; such as, combining an item the user has and something the user knows. 

CertAnon provides its consumers/partners the RSA SecurID token, which will be used in conjunction with the two-factor authentication.  In addition to the RSA SecurID token, CertAnon provides instructions, which will inform the user how to register the token through CertAnon’s website and create their user PIN (personal identification number).  After registering and creating their PIN, their participating online accounts could then be associated with their token.  

The RSA SecurID token is designed with a LCD screen, which will display a pseudo-random number every 60 seconds.  Correctly providing this pseudo-random number in addition to the users selected PIN, will allow the user access to their online accounts while ensuring that their password will change within 60 seconds.  If by chance the password used had been compromised, the user would be assured that it would soon become invalid.  This is a result of the algorithm of the RSA SecurID token, which is synchronized with CertAnon’s RSA Authentication servers, which calculates the pseudo-random number every 60 seconds.  

Another feature of CertAnon is the ability of the user to access their participating online accounts by using a single token.  Proprietary systems that currently use the RSA SecurID token, only allow the token to work with the account that provided it.  This burdens the user because they will have to carry multiple tokens, one for every account that provided the token.  CertAnon will allow the user to use one token for all their online accounts, provided that the account is participating site.  
Listing of Key words or phrases –
Passcode: A form of a password, often implying that the information used is purely numeric, such as the personal identification number (PIN), generally short enough to be memorized.  In the case of CertAnon, it is the combination of a user selected PIN plus the pseudo-random code provided by the RSA token.
Phishing: The act of sending an e-mail to a user falsely claiming to be an established legitimate enterprise in an attempt to scam the user into surrendering private information that will be used for identity theft. The e-mail directs the user to visit a Web site where they are asked to update personal information, such as passwords and credit card, social security, and bank account numbers, that the legitimate organization already has. The Web site, however, is bogus and set up only to steal the user’s information. 

Personal Identification Number (PIN):  A private access code or password, normally used to secure a user account.
Proprietary systems: A system that is used, produced, or marketed under exclusive legal right of the inventor or maker.

Pseudo-random: Being or involving entities (as numbers) that are selected by a definite computational process but that satisfy one or more standard tests for statistical randomness.

Single-factor authentication (SFA): the traditional security process that requires a user name and password before granting access to the user.
Security Token: A physical device that an authorized user of computer services is given to aid in authentication, also known as a hardware token, authentication token or cryptographic token
Two-factor authentication:  A system of which the user provides dual means of identification, one of which is typically a physical token, such as a card, and the other of which is typically something memorized, such as a security code.
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Project Description –
Identification and Significance of the Innovation – 
Americans daily use Internet accounts for banking, travel reservations, communication, commerce, and many other services. Most accounts that require a login process use single-factor password authentication for access. Single-factor authentication is easily compromised. Many Americans are hiding their vital personal information, such as social security numbers, bank numbers, stock transactions, credit card accounts, merchant accounts, and educational accounts, behind the very fallible single-factor authentication method. CertAnon alleviates this single-factor authentication problem by offering a universal two-factor authentication solution that vastly improves account protection, security, and convenience. 

Every year, millions of Americans fall victim to online fraud. One of the primary means of fraudulent account access is phishing. As this graph shows, phishing sites9 are on the rise.
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Diagram 1 – Rise of Phishing Sites
VeriSign, an Internet security provider, states, “The explosion of the Internet commerce has brought with it a significant increase in online fraud and identity theft.”  There were 8.9 million victims of online fraud or identity theft just last year.  In the span of a year (2005 - 2006), the total losses to identity theft and online fraud rose over $2 billion, from $54.4 billion to $56.6 billion.  Also within that time frame, the mean resolution time per incident jumped to an all-time high of 40 hours per victim, compared to 28 hours in 2005.6
Consumer Internet usage is constantly increasing and more people are using online accounts for financial and other personal data than ever before. Since most of these accounts only have a thin veneer of protection, single-factor password authentication, they are highly susceptible to dissemination. As individuals and organizations are choosing to conduct more business and other transactions online, password usage is on the rise. More passwords mean increased opportunity for fraud and privacy invasion. With so many accounts to keep up with, password creation and maintenance becomes a real hassle for many. Password security and complexity is often limited by what humans can remember, but computers have no such limitations when it comes to cracking passwords10.  When considering that the typical password is about 20 characters or less, computer programs designed to hack passwords often successfully complete the task in milliseconds. This is particularly the case when the password consists of dictionary words or just a list of numbers. Once compromised, a password is no longer effective for authentication.

Viable methods exist to overcome single-factor password limitations. CertAnon uses proven two-factor authentication technology. Using pseudo-random number generation, the authenticating password changes every 60 seconds, significantly reducing the opportunity for password hacking. CertAnon implements a two-factor authentication technology based on the RSA SecurID token device.11  RSA SecurID is used by many companies, including E*Trade Financial®, Rolls Royce & Bentley Motors®, and Merrill Corporation®, for their online services. CertAnon further enhances RSA SecurID token technology by making it universally available for all Internet users while maintaining user anonymity. By not recording or maintaining a customer database, the CertAnon service is anonymous. The only data collected from the customer is the RSA SecurID Token serial number when a customer first sets up an account using the CertAnon service. No personal information such as name, address, or telephone number, will ever be required from individual Internet customers. 

Background and Phase I Technical Objectives -
The primary technical objective CertAnon seeks to achieve during phase 1 is to create a simulation of its secure two-factor authentication process.  The simulation will involve completing the following tasks:  development of a pseudo-random number generator to simulate the RSA SecurID token and Authentication Manager software, creation of dummy web sites to test the authentication process and plug-ins, development of a plug-in module to work with our test web sites, creating a CertAnon website, and designing a backend database for use with testing the simulation.  

The CertAnon customer will purchase a CertAnon RSA SecurID token that will come with instructions for setting up the token at our web site.  In our prototype we will be using a pseudorandom number generator to simulate the RSA SecurID token and the authentication process will use our number generator instead of the Authentication Manager software. CertAnon plug-in modules will be available for download by partner web sites wishing to use our authentication services.  The creation of an initial plug-in to communicate with several dummy web sites we have set up will be used in simulating the authentication process when used by partner web sites.  The CertAnon website will be designed with the functionality for users to create new CertAnon accounts for use with accounts set up on the dummy web sites, and will be used in simulating a new customer getting a token, setting up a new account, and using it on partner web sites.  A working prototype of the CertAnon web site as well as the authentication plug-in being used on partner web sites will demonstrate the way a customer will use CertAnon in order to access their participating online accounts.  

Phase I Research Plan -
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Diagram 2 – Production MFCD

As depicted in diagram 2 above, there are four main functional areas involved in the operation of the CertAnon service.  The left depicts an end user possessing a CertAnon-branded RSA SecurID token.  The user interacts with the second functional component, the CertAnon website, to register a token and manage the online accounts linked to that token.  Valid tokens are registered with the third functional component, four synchronized servers running the RSA Authentication Manager software.  The fourth component is comprised of various partner sites that have implemented CertAnon authentication plug-in modules into their web sites.  An end user logging into a partner site will enter a passcode (PIN + token code) in place of a password.  The CertAnon plug-in module employed by the partner site will pass the username and passcode on to the CertAnon web site via an encrypted web service call.  The CertAnon web site will cross-reference the username and requesting domain with all registered accounts in order to identify the token owned by the end user.  The encrypted token identifier and the passcode are then submitted to the RSA Authentication Manager servers in a load-balanced sequence.  The authentication servers return either an accepted or denied message to the CertAnon web site, which then passes the message back to the partner site as an encrypted web service response.  The user is presented with the authentication response by the partner web site.
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Diagram 3 - Phase 1 MFCD

Diagram 3 above depicts the major functional components of the Phase 1 research project.   The goal is to produce an end-to-end laboratory prototype that will simulate the full service from token setup to account authentication.  Our objectives include the following:  1) Production of a web site that permits token setup and account management by an end user, 2) Development of an authentication plug-in module that can be utilized by a partner web site to send authentication requests to our servers, 3) Development of a web service as a vehicle for authentication requests, and 4) Demonstrate an ability to properly recognize and authenticate an end user based upon a submitted username, domain, and passcode.

A simple software program utilizing a predictable pseudo-random number generating algorithm will be written to simulate the SecurID token.  The basic CertAnon web site with token setup and account management interfaces will be constructed.  A second piece of software to simulate the RSA authentication manager software will also be written to run on a PC workstation.  It will accept incoming authentication requests, validate the passcode using the same pseudo-random number generating algorithm as the token emulator, and return an accepted or denied message.

A web service will be written to accept a username, domain, and passcode and return the response message.  A partner web site will be built with a simple password authentication mechanism.  A single authentication plug-in module will then be written and installed on that partner web site.  It will redirect authentication requests to the CertAnon server via the web service.  Additional functionality will be developed on the CertAnon web site to accept incoming web service calls, identify the token used by the end user, and pass the appropriate username and passcode along to the simulated authentication server.

Unit and system integration testing will ensure achievement of the objectives.  The ability of a user to successfully register a new token and associate multiple online accounts with it on our web site will confirm completion of the first objective.  The other three objectives will be deemed complete when multiple registered users are able to submit usernames and passcodes on the partner site and subsequently receive appropriate authentication messages (accepted or denied) that correspond to the validity of the submitted information.  In other words, registered users inputting valid passcodes will be successfully authenticated.  Unregistered users or those who input invalid passcodes will be rejected.
Company Information –

The Computer Productivity Initiative (CPI) was created in 1995 as part of the Computer Science Undergraduate Degree Program at Old Dominion University in Norfolk, Virginia.  The goal of CPI was to identify and implement modifications to the curriculum that would help students better understand how to apply their education to real world problems.  In CS410, students would develop solutions to real world problems and take the necessary steps to develop a solution and show that it is feasible.  The CertAnon product was born of these modifications, and seeks to develop a new solution to a real world problem using the knowledge gained from the Computer Science program at Old Dominion University.  The Computer Productivity Initiative is a research and development based program. 

Commercial Potential -
Millions of Americans make use of some form of password authentication for their online accounts.  These online account users rely on their current password authentication method to remain secure and to protect them from the growing trend of fraudulent activity.  The most common method of authentication, single-factor, is no longer effective enough to protect online users from the advancing of technology to date.  These Internet users are susceptible to fraud and identity theft, which can lead to catastrophic loss to an individual’s means of financial security.  Businesses can lose the trust and partnership of their consumers, if they are compromised as a result of their lack of security measures.  Providing customer satisfaction is important to the survival of all companies.
Target Market:  Individual Internet user, and Security-conscious businesses
Our market is composed of people seeking a secure way of accessing their many online accounts and also businesses wanting to provide their customers the benefit of the two-factor authentication method.  CertAnon is an extension of managing online accounts while adding the extra layer of security of two-factor authentication.  Our target market is comprised of the individual Internet user and security-conscious businesses.  In the US alone, there are over 211 million Internet users11.  As more people bring their lives online, making transactions for banking and travel reservations, it is evident that better security measures ought to be in place for their protection.  In fact, of the 211 million Internet users, over 13 million of them currently bank online.  We are providing users the assurance that their online accounts are better secured than the current accepted method of authentication, which is neither powerful, nor secure enough to withstand the many advances of technology.

However, we offer more than better security for online accounts.  As mentioned above, CertAnon will provide a means for its users to access their many online accounts.  With the use of an authorized RSA SecurID token, users will have the opportunity to access their many online accounts.  The RSA SecurID token, used in conjunction with the two-factor authentication, displays a pseudo-random number every 60 seconds.  Correctly providing this pseudo-random number in addition to the users selected personal identification number (PIN) will grant the user access to their online accounts while ensuring that their password will change within 60 seconds.  
In March 2005, E*Trade began providing customers with $50,000 or more in their account the RSA SecurID device to incorporate the two-factor authentication method.  This was in a response to a survey of 8000 consumers, of which 45% of the respondents claimed they would be more prone to switch to a competitor, if they provided a stronger authentication method.  More than the four-fifths of those surveyed reported feeling extremely threatened by online fraud and identity theft.2

In January 2007, it was announced that PayPal will be providing their version of a two-factor authentication system.3  AOL is also providing tokens to their users, through a program called AOL Passcode.4  AOL is providing PassCode so that their consumers feel confident that their AOL account is secure, in light of the increase in phishing scams.

CertAnon would like to offer the service to consumers who have $0 and more in their account.  We feel that the value of worth is determined by the individual.  Therefore, CertAnon would not have a limitation such as a minimum amount requirement.  As noted above, AOL provides their service so that its consumers feel more secure that their AOL account is secure.  In fact, the tokens for AOL, PayPal, and E*Trade, will only work for the service that provided the token.  Users participating with AOL’s Passcode, PayPal, and E*Trade’s two-factor authentication solutions, will now be carrying 3 tokens.

CertAnon will be providing access to all participating online accounts with the use of a single token.  This provides the luxury of using one RSA SecurID token for all participating online accounts.  

Competition - 

[image: image5]
Diagram 4 – Competition Matrix

The competition matrix above, diagram 4, shows some of the current products that attempt to tackle the problem of insecure passwords.  While the cheapest method would be the regular Password, it is limited by using single-factor authentication, which can be compromised by the likes of “password guessers” and “phishing sites” (whose primary objective is to obtain personal information such as usernames and passwords).  The other products do not provide a service that offers the user the ability to manage multiple accounts using the two-factor authentication method without providing personal information.

Distribution – 


Our first step in releasing CertAnon to the public would be to build a website that will interact with our customers and partner sites.  We would need to develop software modules, which will be made freely available to encourage adoption of our service, for partner sites to integrate with their login processes.  Once the modules are made, we will need to gain the trust of our potential customers and partner sites and show them the effectiveness of our service, which would be done by extensive beta-testing.
After the testing phase, we will charge the individual internet user a one-time, minimal fee of $50.  This package includes the RSA SecurID token and instructions describing how to associate the user's participating accounts with their token.  Gaining a critical mass of customers, which could make CertAnon a must have, may give us leverage to charge partner sites a per-user or per-transaction basis, which could lower the token price for the end user.

CertAnon will target security-conscious businesses that do not have proprietary solutions, by offering batches of tokens at a discounted rate, which can be redistributed to their customers as they see fit.  These types of businesses, such as small brokerages and banks, would then be able to compete with larger competitors, who do have their own two-factor authentication system.  CertAnon could work with those companies that buy batches of tokens to promote the service, perhaps with token giveaways and other marketing schemes, such as trade shows.  CertAnon would also like to get other less security-conscious businesses to offer our service for free, which will then make the tokens more useful.
Consultants -

Professor Janet Brunelle: Professor Janet Brunelle received her Bachelors of Science degree in Computer Science from Old Dominion University in 1980 and her MS in Computer Science from Old Dominion University in 1987. 

RSA (The Security Division of EMC): As the chosen security partner of more than 90% of the Fortune 500, RSA helps the world’s leading organizations succeed by solving their most complex and sensitive security challenges.
Professor Ravi Mukkamala: Professor Ravi Mukkamala received his Ph.D. from the University of Iowa in 1987.  His research interests include distributed systems, distributed databases, operating systems.  Professor Ravi Mukkamala will be acting as a security consultant for CertAnon.
Equivalent or Overlapping Proposals to other Federal Agencies - 

None
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David Mirra: David Mirra is the project manager for the Red Team. He is a 2nd degree student in the CS program at ODU and expects to graduate in December 2008. He is employed as a systems architect at a Northern VA network services provider. He develops and supports internal applications using a variety of tools and languages, including Remedy ARS, Oracle BPEL, and SQL, shell and perl scripting. He is married with one child. 

David Leonard: David Leonard is the hardware specialist for the Red Team. Currently pursuing a BSCS, he hopes to enter a MSEE program after graduation in December 2007. He has already achieved his dream job, embedded systems software engineer, with very little post secondary education. With his current educational goals nearly realized, Mr. Leonard seeks to return to the employment he enjoys most - low-level programming, working close with the hardware.  Mr. Leonard has held an Amateur Radio (ham) license for 24 years. Besides electronics and software design, his other interests include digital still and video photography. He is married with two children, 4 dogs, and one hamster to feed.
Rusty Udan: Rusty Udan is the software specialist for the Red Team. He is pursuing his computer science degree at Old Dominion University.  He is currently employed by a fleet management software & services company, located in Norfolk, VA, as a software engineer.  He develops and supports many different types of applications, ranging from an inventory order-receipt-issue system to his current project which is a graphics module that stores and retrieves images located in a SQL or Oracle database.  In his free time, Rusty enjoys exercising, music related activities, and playing video games.
Joseph Ofosu: Joseph Ofosu is the financial specialist for the Red Team.  Born in Ghana/West Africa, Joseph decided to pursue a computer science degree after arriving to the United States.  He currently holds an associates degree from Tidewater Community College.  Joseph has knowledge in programming languages, such as, C++ and Visual Basic.
Ben Blowe: Ben Blowe is a senior Computer Science major at Old Dominion University. He is the web developer and documentation specialist for the CertAnon project.  He currently works as a Web Support Person at the Office of Computing and Communications Services at ODU.  He hopes to graduate in December, 2007.  In his free time Ben enjoys paintball, hiking, and video games.
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 SUMMARY PROPOSAL BUDGET


	FOR NSF USE ONLY

	ORGANIZATION

CertAnon
	PROPOSAL NO.
	DURATION (MONTHS)

	
	
	Proposed
	Granted

	PRINCIPAL INVESTIGATOR/PROJECT DIRECTOR

Janet Brunelle
	AWARD NO.
	
	

	A.  SENIOR PERSONNEL: PI/PD, Co-PIs, Faculty and Other Senior Associates 
	NSF-Funded
	Funds
	Funds

	A.  SENIOR PERSONNEL: PI/PD and Other Senior Associates
	Person-months
	Requested By
	Granted by NSF

	List each separately with name and title. (A.7. Show  number in brackets)
	CAL
	ACAD
	SUMR
	Proposer
	(If Different)

	   1.
	
	
	  
	
	$     

	   1.  David Mirra – Project Manager
	6
	
	
	$960
	

	   2.  David Leonard – Hardware Manager, Risk Director
	6
	
	
	$2,162
	

	   3.  Rusty Udan – Software Manager
	6
	
	
	$7,497
	

	   4.  Joseph Ofosu – Financial Director
	6
	
	
	$362
	

	   5.   Ben Blowe – Web Developer, Documentation Specialist
	6
	
	
	$7,744
	

	   6.  (0) OTHERS (LIST INDIVIDUALLY ON BUDGET EXPLANATION PAGE)
	
	
	
	$0
	

	   7.  (0) TOTAL SENIOR PERSONNEL (1-6)
	
	
	
	$18,723
	

	B.  OTHER PERSONNEL (SHOW NUMBERS IN BRACKETS)
	

	   1.  (0) POSTDOCTORAL ASSOCIATES
	
	
	
	$0
	

	   2.  (3) OTHER PROFESSIONALS (TECHNICIAN, PROGRAMMER, ETC.)
	
	
	
	$0
	

	   3.  (0) GRADUATE STUDENTS
	
	
	$0
	

	   4.  (5) UNDERGRADUATE STUDENTS
	
	
	$0
	

	   5.  (0) SECRETARIAL - CLERICAL (IF CHARGED DIRECTLY)
	
	
	$0
	

	   6.  (0) OTHER
	
	
	$0
	

	        TOTAL SALARIES AND WAGES (A + B)
	
	
	$18,723
	

	C.  FRINGE BENEFITS (IF CHARGED AS DIRECT COSTS)
	
	
	$7,489
	

	     TOTAL SALARIES, WAGES AND FRINGE BENEFITS (A + B + C)
	
	
	$26,212
	

	D.  EQUIPMENT (LIST ITEM AND DOLLAR AMOUNT FOR EACH ITEM EXCEEDING $5,000.)
	

	
	

	
	

	
	

	    TOTAL  EQUIPMENT
	$26,071
	

	E.  TRAVEL
	1.  DOMESTIC (INCL. CANADA, MEXICO AND U.S. POSSESSIONS)
	$0
	

	
	2.  FOREIGN
	$0
	

	F.  PARTICIPANT SUPPORT
	

	  1. STIPENDS
	
	
	
	

	  2. TRAVEL
	
	
	
	

	  3. SUBSISTENCE
	
	
	
	

	  4. OTHER
	
	
	
	

	      TOTAL NUMBER OF PARTICIPANTS (1)                                                TOTAL PARTICIPANT COSTS
	        
	

	G.  OTHER DIRECT COSTS
	     
	

	  1. MATERIALS AND SUPPLIES
	$0
	

	  2. PUBLICATION/DOCUMENTATION/DISSEMINATION
	$0
	

	  3. CONSULTANT SERVICES
	$0
	

	  4. COMPUTER SERVICES
	$0
	

	  5. SUBAWARDS
	$0
	

	  6. OTHER 
	$0
	

	      TOTAL OTHER DIRECT COSTS
	$0
	

	H.  TOTAL DIRECT COSTS (A THROUGH G)
	$52,283
	

	I.    INDIRECT COSTS (F&A) (SPECIFY RATE AND BASE)
	

	
	

	
	

	     TOTAL INDIRECT COSTS (F&A)
	$0
	

	J.  TOTAL DIRECT AND INDIRECT COSTS (H + I)
	$52,283
	

	K.  RESIDUAL FUNDS (IF FOR FURTHER SUPPORT OF CURRENT PROJECT SEE GPG II.D.7.j.)
	$0
	

	L.  AMOUNT OF THIS REQUEST (J) OR (J MINUS K)
	$52,283
	

	M.  COST SHARING:  PROPOSED LEVEL  
	AGREED LEVEL IF DIFFERENT:  

	PI/PD TYPED NAME AD SIGNATURE*
	DATE
	FOR NSF USE ONLY

	
	
	INDIRECT COST RATE VERIFICATION
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Budget -
Principal Investigator and Senior Personnel

The cost of labor is estimated at $18,723 for the positions of Documentation Specialist, Financial Director, Hardware Manager, Project Manager, Risk Director, Software Manger, and Web Developer.  All positions will be staffed by undergraduate students and paid at a rate of $15.00 per hour.  An additional 40% of salary cost at $7,489 is included as overhead for general and administrative costs.  Diagram 5 shows the detailed cost and time commitments budgeted in hours.

[image: image32.emf]Staffing Resources Phase Total

Phase 1

26,212 $           26,071 $                   52,283 $                 

Phase 2

136,819 $         45,687 $                   182,506 $               

Phase 3 (One Year)

723,796 $         92,958 $                   816,754 $               

Total Phases 1-3

886,827 $         164,716 $                 1,051,543 $            

Out Years (Annual)

629,776 $         67,200 $                   696,976 $               


Diagram 5

The documentation specialist will create and maintain documents required to fulfill requirements during development.  The financial directory will manage funding and budgetary concerns and track the project costs.  The hardware manager will locate, obtain and configure the hardware needed for the CertAnon service.  As the principal investigator, the project manager will coordinate group efforts, facilitate communication between team members and monitor the overall work of team members.  The risk director will identify risks that exist in the project, evaluate the severity and probability of those issues, and provide mitigation strategies.  The software manager will be responsible for the development of software modules needed for the simulation of the token and server functionality and their interaction in the CertAnon service.  The web developer will be responsible for development of the CertAnon and partner web sites and other software development tasks.

Materials and Supplies


We will be purchasing four Dell Servers to act as our web and database servers.  Two will be used to host the CertAnon web site and database, and the other two will be used for the simulated partner web site.  We will also be purchasing five Dell Workstations to be our dedicated development computers during this phase.  MySQL will be used for all databases.  The website plug-ins developed in this phase will be designed in PHP.  Office space and any additional resources will be provided by Old Dominion University, and this cost is recognized with a 40% overhead added to all expenses.  See Diagram 6 for specific resource costs.

	Description
	Quantity
	Notes
	Cost

	Dell Servers
	4
	Web and Database Servers
	$11,632

	Dell Workstations
	5
	Dedicated workstations
	$6,990

	Total Cost:
	$18,622

	40% Overhead:
	$7,449

	Total Phase 1 Resource Cost:
	$26,071


Diagram 6

A total labor cost of $26,212 and a total materials and supplies cost of $26,071 combine to produce the grand total of $52,283 requested for CertAnon's budget.
Current and Pending Support of Principal Investigator and Senior Personnel 

 
None

Equipment, Instrumentation, Computers, and Facilities -

All equipment will be located at:

Old Dominion University

E & CS Building

4700 Elkhorn Ave Suite 3300

Norfolk, VA 23529-0162

Supplementary Docs
Management Plan
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1  Program Identification

This Program Management Plan (PMP) is for the Anonymous WAN Authentication Service (CertAnon). The program will deliver the CertAnon hardware, software and documentation for the Anonymous WAN Authentication Service. The CertAnon Project Team (CPT) is responsible for the integration, acceptance testing and training of the Total Computing Environment. 

1.1  Program Management Overview

Execution of the Program will be performed in accordance with the procedures defined by the set of planning documents. These documents include Program Management Plan*, Development Plan, Evaluation Plan, Marketing Plan, Staffing Plan, Financial Plan, Resource Plan, and Risk Management Plan (RMP) (see Figure 1). The responsibilities of the Program Team, the capabilities of the system, and the Program deliverables are detailed under the contractual provisions, as well as CPT's technical, management, and cost proposals. 

* This Program Management Plan shall be deemed to meet the contractual requirement of a Project Management Plan.
[image: image33.emf]Year  Tokens Sold Total Revenue Total Cost Profit

0 -                 - $                 816,754 $       (816,754) $   

1 150,000         7,500,000 $       7,848,933 $    (348,933) $   

2 500,000         25,000,000 $     23,328,049 $  1,671,951 $ 

3 1,000,000       50,000,000 $     45,142,368 $  4,857,632 $ 


Figure 1. Program Management 

This Program Management Plan describes the management philosophy, program organization, schedule, and major milestones that serve as the guide for execution of the Program. The PMP also provides the customer and the quality team with the information they need to monitor and evaluate the progress of the effort. This plan provides the following pertinent information:

· Corporate Organization

· Program Team Organization With Areas of Responsibility

· Work Breakdown Structure

· Program Planning

· Progress Reporting and Team Management

· Detailed Program Schedule and Milestones

· Program Reviews
The Program Management Plan provides guidance for the content and execution of the following plans:

· Risk Management

· Financial

· Evaluation

· Development

1.2  Corporate Structure

The entirety of Computer Productivity Initiative supports the CertAnon Program. In 1995, Old Dominion University started the Computer Productivity Initiative from a grant by the National Science Foundation to give Computer Science students the opportunity to develop solutions to real world problems.  The CertAnon Project Team formed in the Spring semester of 2007.  The team will either be directly involved in the development process of the CertAnon service or outsource responsibilities on a contract basis.  The following is CertAnon's organizational structure:

· Consultant – Janet Brunelle, Old Dominion University
· Project Manager – David Mirra
· CertAnon Program Office – The CertAnon Program Office will execute the program and provide day-to-day senior management supervision, management, engineering, and administrative resources necessary to manage and administer the CertAnon service. 

1.3  Management Approach

CertAnon's management goal is to work closely with the customer to fully understand the system requirements and field a system that meets those requirements. The management approach to executing contracts at CertAnon is based on the philosophy that successful Programs are delivered by goal-oriented teams. A Program Manager (PM) will lead the CertAnon project team. The PM is responsible for all planning, programmatic, technical, and financial aspects of the Program. The PM is the primary Point of Contact (POC) for the customer. The primary duties include supervision of all planning, scheduling, financial, and technical activities, and customer liaison. The PM is responsible for all Program-related decisions and commitments with approval, as required, from the Corporate Management Team. 

A key element of CertAnon's program management approach is customer involvement. CertAnon desires the customer to retain an active role in monitoring the progress of all aspects of the Program. The customer is encouraged to discuss technical details directly with members of the Program team, provide planning and schedule recommendations, and assist in resolution of technical and programmatic issues. In order to facilitate customer involvement, CertAnon will provide access to program information including, but not limited to:

· program plans and schedules

· program status

· formal review material

· action items

· system drawings and documentation

1.4  Program Team 

The CertAnon team is committed to provide the best value by delivering COTS, open architecture, and low-risk systems at the lowest cost. This commitment is attainable because it is based on the re-use of existing technology that is field-proven. Through strategic teaming and an extensive system selection process, Computer Productivity Initiative has assembled a cohesive Program Team that is experienced with the implementation of each component that will comprise the CertAnon service. 

Program Manager. Overall management responsibility for CertAnon is assigned to a Program Manager who is responsible for planning and coordination of the day-to-day technical, contractual, and financial aspects of the program. He is responsible for the generation and management of all program schedules, for the coordination of program staff assignments and for coordinating all program activities. His principal assistants are:

· Documentation Specialist. The DS provides overall documentation direction for the Program Team. The DS will ensure that everyone on the team has met the required documentation specifications, and that each person is aware of the tasks he/she has been assigned. The DS will also provide documentation of each meeting in which an overview of tasks assigned is given.

· Financial Director. The FD works in coordination with the rest of the team to devise a specific and schedule based budget plan, that will be reviewed by each of the team members and approved by both the PM and the customer. The FD will also determine the best agency to pursue to get funding for the project.

· Hardware Manager. The HM is responsible for system-level activities to ensure system hardware meets the specification requirements. The HM is also responsible for the development of system specifications, system design documents, interface documents, test plans, and procedures.

· Marketing Director. The MD is responsible for developing a marketing plan that includes the specification of an initial target market. The MS is responsible for the development of an in-depth plan on how to advertise and sell CertAnon to the specified target market. The MD must also determine the various risks involved and the best way to mitigate them.

· Risk Director.  Responsibilities include managing the project risks.  The RD must determine what risks exist in the project, evaluate the severity and probability of those risks, and direct efforts to mitigate them.
· Security Expert. The SE will provide the CertAnon team with feedback and advice in the area of network security.  This will include guidance on how best to secure the information entrusted to us by our customers throughout all phases of the CertAnon service.

· Software Manager. The SM is responsible for the development of system software functions as defined in the system specifications. The SM is also responsible for integration of all system components to meet the performance requirements of the system.

· Web Developer. The WD is responsible for the creation and maintenance of a product website which will include the display of all relevant documents and presentations. The WD will update the website as needed.

1.5  Program Duration

The CertAnon program is a 3-year project that will culminate in the rollout of an authentication service available to all Internet users.  The Phase 0 schedule consists of a preliminary design selection milestone in third quarter 2008. Construction of the service will require approximately two years.  Internet-wide availability of the service will occur in fourth quarter 2009.

2  Work Breakdown Structure

The program Work Breakdown Structure (WBS) reflects the budgeted cost versus resources required to complete each task. The WBS phase numbers are integrated as part of the master program schedule. Assuming SBIR funding, the budget will be carefully planned out against the set deadlines set by SBIR guidelines. The budget will be carefully planned out against the set deadlines set by SBIR guidelines. The budgets are created by the Financial Manager, reviewed by the CertAnon program and set by the Program Manager. The WBS will be used to mark the different milestones throughout the phases and to make sure that the team in on time and on budget. The WBS management tool that CertAnon will use is Microsoft Project 2003.

3  Program Planning

The CertAnon Program Team office will maintain the program master schedule. The master schedule contains a line item for each WBS element and will be used to track the progress of each element. All deviations from the master schedule must be coordinated with the program office. It is the responsibility of each team member to call attention to possible schedule deviations at the earliest opportunity. The program office will coordinate the program schedule with Computer Productivity Initiative. The program will be developed in phases; within each phase, formal reviews will play an integral part in monitoring program progress. All formal reviews will be announced four weeks in advance of the starting date.

CertAnon will take a “top down approach” to the Program Schedule, meaning that we will pace our workload to fit the overall Program requirements. Particular attention will be given to timely milestone completions. It is recognized that the schedule is particularly tight, containing critical program milestones during the first year, and adequate personnel will be available in order to keep the program moving forward. 

4  Progress Performance Assessment

All CertAnon team members will participate in progress reporting and team management. CertAnon will track technical and financial progress of the program. Reviews will be held monthly or as mutually agreeable between Computer Productivity Initiative and CertAnon. 

· Report on progress to date

· Present work to be performed during the next month

· Present status of all deliverables and review planned delivery dates

· Plan and coordinate activities, including the new review date.

· Discuss technical or programmatic issues as necessary.

In preparation for the meetings the CertAnon Program Manager will collect the current status data on relevant on-going activities, progress against schedule and budget, and planned activity for the next reporting period. Quality reviews of all program documentation and procedures will be held periodically. In particular, the quality program will be involved with program deliveries and milestones and will work off of the master program schedule to plan program audits. Technical, financial and quality progress and status reporting will be conducted according to the following general guidelines.
4.1  Technical Progress and Reporting

The schedule for the program is established during the planning phase and monitored throughout the performance period. The schedule contains an entry for each WBS element. The percentage of completion for each WBS element is determined as necessary to manage program progress and is reviewed at least quarterly during the General Manager’s review.

4.2  Financial Management and Reporting

The financial profile for the Program is established during the planning phase and monitored throughout the performance period. This profile is generated by assigning accounting phase numbers to every Program activity that has been identified as a scheduled event. A budget representing labor costs, materials purchase, and other expenditures (such as travel expenses) is then prepared for every phase. The schedule and budgets are then integrated to provide a spending profile for the phase. The Program spending profile represents a summary of phase spending profiles.

The PM is provided an information package that identifies the phase numbers assigned to each activity, the corresponding budgets and schedules, the overall spending profile for the program, and a synopsis of all major deliverables and milestones specified in the contract. The PM uses this information, combined with an on‑line financial summary of the Program to track its financial status on a weekly basis. An updated spending profile is provided automatically by the Contracts Administrator on a monthly basis, or upon request from the PM. The PM uses the financial summary in conjunction with his assessments of technical progress to track the overall status of the efforts (please see the Financial Plan for more information).

4.3  Earned Value

Earned Value Ratios will be reported as required. At a minimum, CertAnon will determine earned value quarterly at the overall Program level and will report at the 2nd level of WBS indenture in order to provide additional information. CertAnon will use Microsoft Project Program Manager Software in order to calculate the ratios.  Please refer to the Financial Appendix for more information.
4.4  Quality Process and Reporting

Quality management on the program will be a team effort. The Quality System Manager will coordinate conduct, quality reviews, and audits. The PM is ultimately responsible for the development and implementation of the System Quality Program Plan. The SQPP is an umbrella plan that incorporates the quality programs of the program team members. The SQPP describes a team quality concept, including Process Coordination and Quality Evaluators. Team members are responsible for performing the processes required to complete Program tasks. Quality Evaluators are responsible for verifying that the development, production, and handling of all documentation, software, and hardware are performed in accordance with the SQPP and its component processes. The team is also responsible for conducting periodic reviews and evaluations of work‑in‑process; attending in‑house test events, and supporting in‑house Program reviews. All planned quality program activities and quality evaluations (internal audits) are submitted to the PM for review. See the Evaluation Plan for more details.

4.5  Monthly Progress Report

CertAnon will submit monthly progress reports. The report shall cover, at a minimum, the following:

· Progress Summary;

· The variance statement;

· Critical Path Analysis;

· Milestone Deliverables, planned actual and forecast;

· Earned Value Schedule and Cost Performance Indices;

· Dependencies: a ‘critical items list’ of all items, whether or not the Contractor’s direct responsibility, which could jeopardize timely completion of the work or any significant parts of the program;

· Risk Status: update of risk register;

· Look Ahead (Future action and Forecast);

· Resource Profile;

· Work Package/Activities planned, actual & forecast status;

· Milestone/Deliverables planned, actual & forecast status;

· Configuration Change Control issues;

5  REVIEWS

Reviews will play an integral part in the management and monitoring of all phases of the CertAnon Program. Informal reviews with the Program team members will be held at all levels on a weekly basis to ensure that the program stays on track. Formal technical reviews will be held to ensure that the program is proceeding as planned. The types of reviews, their purpose and presented information are addressed in the following paragraphs.

5.1  Program Management Reviews

Program Management Reviews (PMRs) will be conducted with CertAnon and subcontract representatives. The first PMR will be conducted in September 2007; thereafter PMRs will be conducted approximately twice weekly. The PMRs are scheduled to discuss programmatic issues related to the development and implementation of the project. The reviews will provide the opportunity to review the progress of the effort; as well as to conduct milestone reviews of deliverables, and identifies and resolves any issues that may arise during the execution of the tasking. 

The PM will ensure that all program‑related information required to meet the objectives of the review are prepared and delivered not later than the night prior to the scheduled review date. The PM will also be responsible for identifying the CertAnon Program Team personnel who will attend the review. The PM will attend all Program Management Reviews. The following information will be prepared in support of each PMR. Recorded during the review and delivered before the completion of the review. 

5.2  Technical Reviews

Formal technical reviews will be conducted on the dates specified in the master schedule. The reviews will be held jointly with CertAnon, Program Team members and sub-suppliers as necessary. An agenda and review material will be submitted to CertAnon two weeks prior to the scheduled meeting. Review meeting minutes will be delivered before the completion of the review. The objectives for each review are outlined below (please see the Technical Plan for more information). 

Reviews will be held to validate the direction taken for the design, development and test of the system. The System Requirements Review (SRR), Preliminary Design Review (PDR), and Critical Design Review (CDR) will be formal reviews held at CertAnon’s facility. The Test Readiness Reviews (TRR) will be formal reviews completed before completion of each phase.

System Requirements Review is conducted to ensure that the Program team fully understands the system performance requirements specified in the System/Segment Specification. A detailed review of requirements for the system and each subsystem will be reviewed. The System/Segment Specification (Technical Specification) will be used in the review. 

System Design Review is conducted to present and review the system design. System requirement allocation to each system component will be discussed. The general approach to be taken for the integration of each system component will be presented. The documents listed below will be used in the review. This will be an informal review. The data will be included in the PDR.

· System/Segment Design Document

· System Interface Design Document

Software Requirements Review is conducted to review the software specification and interface requirement specifications. This review will be conducted as part of the PDR.
Preliminary Design Review is conducted to present the preliminary design of the Program System. The functional requirements of each subsystem will be discussed in detail. The following documents will be used in the review:

Critical Design Review is conducted to review system integration issues. In particular the review will focus on system interfaces in preparation for Subsystem FAT.

Test Readiness Reviews are held to determine if the system is ready to proceed to the next level of test. Test configurations and results from the previous test efforts will be presented. The test report from the previous test will be used in the review.

5.3  Quality Reviews

The PM supported by the quality system manager (QSM) will establish the time and identify attendees for all formal reviews. He will also coordinate with the appropriate managers to conduct quality reviews at key program milestones, and in preparation for formal reviews with the customer. Informal peer review and engineering planning meetings will also be held at the discretion of each subsystem manager to discuss technical issues, conduct internal comment reviews, and provide technical guidance to members of the Program team (please see the Evaluation Plan for more information). As part of the quality activities for the program, the quality team will conduct informal reviews to:

· Evaluate the processes used by the Program team members to perform program tasks;

· Evaluate deliverable products for compliance with contract requirements;

· Evaluate work-in-process during engineering reviews;

· Document results of each evaluation; and
· Recommend corrective and preventive actions if necessary.
Evaluation Plan
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Purpose

This document defines the top-level parameters to measure success for each phase of the CertAnon project. Phase deliverables will be evaluated based on the project management criteria of time, cost, scope, and quality.

· Time, as measured by the baseline project plan.
· Cost, as measured by the budget plan by phase.
· Scope, as measured by the requirements document.
· Quality, as measured by quality control plan, customer adoption rate and customer satisfaction.
Phase 0
The project idea was developed in Phase 0 and research performed to clearly identify our objectives, goals, and risks. The Work Break Down Structure (WBS) was created for each Phase of the project. Plans have been developed to guide each phase of the project.

In this phase the initial SBIR proposal was created along with a proposal presentation and product website.

Main Deliverables
SBIR Proposal

Proposal Presentation

Product Website

Time
The project plan developed in Microsoft Project contains the WBS, schedule, and cost estimates.  The project plan defines the date at which these deliverables should be completed.  If these deliverables are completed by the estimate completion date, then the criteria will have been deemed successful. The team leader ensures all project members are completing tasks within the deadlines of the milestones (for CS410) in the WBS. To prepare for the main deliverables, listed above, there have been milestones that delivered presentations: conception (individual), feasibility (team), and milestone (team). Assignments have been posted to the team's Google Page website to prepare for the Product Website and development team coherence and communications.

Cost

Since there is no cost for this phase, this criteria will not be used to measure success.

Scope

The scope will be measured by comparing the grading criteria against each deliverable.  If each deliverable meets each graded criteria, and Phase 1 funding acquired, then this criteria is deemed a success.

Quality
An independent panel will determine quality of the proposal presentation.  This panel will evaluate the presentation based on the grading criteria established.  An average score of 90 will determine that success of this deliverable.

The SBIR proposal and product website will be evaluated by the CPI advisor.  A grade of 90 or more for each deliverable based on the grading criteria will indicate a success.

Peer evaluations have been completed after each team milestone. Evaluation is performed by team members to measure participation, quantity and quality of each team member. Weekly discussions and constructive criticism take place in CS410 class to improve quality of deliverables. 
Phase 1

In this phase a lab prototype will be developed and demonstrated to a potential customer(s). In addition, SBIR Phase 2 proposal will be developed.  Success will be measured by the satisfactory completion of these three deliverables. Evaluation during this phase will also consists of bi-weekly team meetings to ensure that the project is progressing as planned and the procured hardware and software components are correctly implemented. Formal evaluations will be conducted each month or as often as necessary to ensure we stay within the guidelines of the WBS.

Initial development of product software will be completed in this phase. Our product software includes:

· CertAnon Website (PHP/Apache) for Token/account setup and maintenance

· Backend Database (MySQL)

· Non-encrypted authentication web service

· Dummy Partner websites running on Old Dominion University server(s)

· Plug-in modules for dummy partner websites

We will follow the work flows of analysis, design, implementation and validation.

We will also be developing documentation for our product: requirements document, test simulation documentation (to ensure simulated online accounts can be accessed using a token), user manual, and refinement of our plans.

Main Deliverables

Lab Prototype

Customer Demonstration

SBIR Phase 2 Proposal

Time

The project plan developed in Microsoft Project contains the WBS, schedule, and cost estimates.  The project plan defines the date at which these deliverables should be completed.  If these deliverables are completed by the estimate completion date, then this criteria will have been deemed successful.

Cost 

The funding plan determines the cost estimates of each phase.  The human and hard resource actual costs will be compared to the budgeted costs in the funding plan.  If the actual costs are with 5% of the budgeted costs, then this criteria will be deemed successful.
Scope

The scope will be measured by comparing the grading criteria against the SBIR Phase 2 requirements.  If SBIR contains all the required items, then the criteria will be deemed successful.  The lab prototype will be measured against the requirements document developed in Phase 1.  If the prototype contains all of the required functionality and Phase 2 funding acquired, then the criteria will be deemed successful.

Quality
The SBIR decision board will determine quality of the proposal presentation.  If the decision board grants the proposed funding, then the SBIR proposal will be deemed successful.  This criteria for the lab prototype will be deemed successful if it meets all of the requirements in the requirements document and meets the performance requirements also in that document.  

We will begin evaluation with code reviews of each module for proper structure and syntax. After successfully passing code reviews, we will begin testing of each module. We will end the evaluation for each module after successful testing. We will have evaluations for every module being integrated into the system. We measure success when we have completed each evaluation successfully and in accordance with the WBS time frame, and the prototype passes all tests in the test plan.
Phase 2
Phase 2 is where the project shifts into refinement and development of the actual CertAnon service. Evaluation during this phase will continue much like in Phase 1. Bi-weekly meetings will be held to determine if the project is on schedule and within budget. Testing plans for the production (non-prototype) version of CertAnon will be drafted to ensure quality assurance and software components will be vigorously tested and the results of those tests will be discussed at the bi-weekly meetings to work out any problems. In this phase we will also conduct a beta test and success will be declared when the beta test results in few errors or errors that are of little significance. Feedback will also facilitate refinements to our product and support materials. Formal evaluations will be conducted each month or as often as necessary to ensure we stay within the guidelines of the WBS.

Further development of the product software will occur in this phase. This development includes:

· Enhanced CertAnon website – Encryption key exchange, token storefront.

· Enhance backend database as needed to support new features

· Plug-in modules for partner sites in other (non-PHP) web server languages

· Purchase and install one server license for RSA Authentication Manager Software

Main Deliverables

Customer plug-in modules

A single RSA Authentication Manager server installed and functioning

Time

The project plan developed in Microsoft Project contains the WBS, schedule, and cost estimates.  The project plan defines the date at which these deliverables should be completed.  If these deliverables are completed by the estimate completion date, then this criteria will have been deemed successful.  

Cost

The funding plan determines the cost estimates of each phase.  The human and hard resource actual costs will be compared to the budgeted costs in the funding plan.  If the actual costs are with 10% of the budgeted costs, then this criteria will be deemed successful.

Scope

The prototype will be measured against the requirements document.  If the prototype contains all of the required functionality from the document, then the criteria will be deemed successful.

Quality

The criteria for CertAnon in Phase 2 will be deemed successful if it meets all of the requirements in the requirements document, including performance.  The prototype must pass all tests in the test plan.  Once the test plan execution has been completed with no known bugs, then the criteria will be deemed successful. The criteria for CertAnon will be determined by a beta test market.  After the beta test, a study will be conducted by surveying the test market participant(s).  The support materials, such as online token usage instruction manual, must also undergo a satisfaction beta test survey.

Phase 3

In this phase, the main focus will be on further refinement of the CertAnon product based on the beta testing and moving the project into full time production. To ensure quality, evaluation of the production process will be a key factor. Additionally, evaluation of the marketing strategy will be conducted to ensure that we are targeting the correct market. Formal evaluations will be conducted each month or as often as necessary to ensure we stay within the guidelines of the WBS. Success in this phase will be determined by sales volume and profit margin. In addition, we will be evaluating customer feedback to gage customer satisfaction.

Main Deliverables

Enhanced CertAnon website for scalability

Three additional RSA Authentication Manager servers installed and functioning

Product Rollout

Time

The project plan developed in Microsoft Project contains the WBS, schedule, and cost estimates.  The project plan defines the date at which these deliverables should be completed.  If these deliverables are completed by the estimate completion date, then this criteria will have been deemed successful.

Cost
The funding plan determines the cost estimates of each phase.  The human and hard resource actual costs will be compared to the budgeted costs in the funding plan.  If the actual costs are with 10% of the budgeted costs, then this criteria will be deemed successful.

Scope

The scope of the rollout is measured by the marketing plan. The marketing plan calls for a 10 year strategy to target and acquire 20% of all Internet users in the United States. To help reach this 10 year goal, the break even analysis plans for one million sales in a three year period. If at least one million sales occur in the first three years, and 20% of all Internet users rely on CertAnon for their password security in 10 years, this criteria will be deemed successful. Refer to the Budget Plan for additional details.

Quality

If the test market survey of the product’s quality and usefulness as compares to the goals and objectives of the project is favorable, then this criteria is deemed successful. 

Resource Plan
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Phase 0

No hard resources needed.

Phase 1:  Proof of Concept

	Description
	Quantity
	Notes
	Cost

	Dell Servers
	4
	Web and Database Servers
	$11,632

	Dell Workstations
	5
	Dedicated workstations
	$6,990

	MySQL
	--
	
	$0

	Plug-in Modules (PHP)
	--
	
	$0

	Website

	1
	
	$0

	Total Cost:
	$18,622

	40% Overhead:
	$7,449

	Total Phase 1 Resource Cost:
	$26,071


We will be purchasing four Dell Servers to act as our web and database servers in this phase.  We will have a dedicated server for each as well as a backup.  We will also be purchasing five Dell Workstations to be our dedicated computers during this phase.  For our database we will be using MySQL.  The website plug-ins developed in this phase will be designed in PHP.  We will also have a website for development and testing of our plug-ins.  Office space and any additional workstations will be provided by Old Dominion University, and therefore a 40% overhead is added to all costs. 
Phase 2:  Critical Design

	Description
	Quantity
	Notes
	Cost

	RSA Authentication Manager Server License
	4
	
	$12,000

	Dell Servers
	4
	Auth. Manager Servers
	$11,632

	Dell Workstations
	4
	For Additional Personnel
	$5,592

	RSA Training
	--
	
	$1,600

	Visual Studio Professional 2005
	2
	For Development
	$1,338

	RSA Tokens
	10
	For Initial Testing
	$500

	Total Cost:
	$32,622

	40 % Overhead:
	$13,065

	Total Phase 2 Resource Cost:
	$45,687


For Phase 2 we will be purchasing four additional Dell Servers to run the RSA Authentication Manager.  We will also need to purchase licenses for the Authentication Manager, and complete RSA training.  We will need four Dell Workstations to be dedicated computers for the new employees hired in this phase.   We will purchase 2 copies of Visual Studio Professional 2005 for use by our Software Engineer and QA Manager in developing our software.  We will purchase 10 RSA tokens to be used in testing our systems.  Office space and any additional equipment will be provided by Old Dominion University, and therefore a 40% overhead is added to all costs.

Phase 3:  Production and Out Years
	Description
	Quantity
	Notes
	Cost

	Secure Server Hosting
	--
	Co-Location and Access Costs
	$48,000

	Dell Workstations
	9
	For new employees
	$12,582

	Dell Servers
	2
	RAID servers
	$5,816

	Total Cost:
	$66,398

	40% Overhead
	$26,560

	Total Phase 3 Resource Cost:
	$92,958



In Phase 3 our major resource expenditure will be secure server hosting, this covers the cost of hosting our authentication servers in different locations throughout the world.  We will be purchasing 9 Dell Workstations for new employees.  We will purchase 2 Dell Servers to act as RAID servers.  A 40% Overhead is added to all costs to cover additional expenses.  

Total Resource Cost of Project: $164,716 (includes overhead)
Marketing Plan
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In the US alone there are over 211 million internet users.  13 million of those 211 million internet users bank online.  Many internet users are not aware that their password has been compromised, which according to the graph below leads to security breaches.1  These security breaches are a result of single-factor password authentication being easily compromised.  

[image: image19.emf]
Diagram – Graph of Security Breaches

As more people bring their lives online, making transactions for banking, travel reservations, communication, and commerce, it is evident that better security measures need to be in place for protection.  

In March 2005, E*Trade began providing customers with $50,000 or more in their account the RSA SecurID device to incorporate the two-factor authentication method.  This was in a response to a survey of 8000 consumers, of which 45% of the respondents claimed they would be more prone to switch to a competitor, if they provided a stronger authentication method.  More than the four-fifths of those surveyed reported feeling extremely threatened by online fraud and identity theft.2

In January 2007, it was announced that PayPal will be providing their version of a two-factor authentication system.3  AOL is also providing tokens to their users, through a program called AOL Passcode.4  AOL is providing PassCode so that their consumers feel confident that their AOL account is secure, in light of the increase in phishing scams.

CertAnon would like to offer the service to consumers who have $0 and more in their account.  We feel that the value of worth is determined by the individual.  Therefore, CertAnon would not have a limitation such as a minimum amount requirement.  As noted above, AOL provides their service so that its consumers feel more secure that their AOL account is secure.  In fact, the tokens for AOL, PayPal, and E*Trade, will only work for the service that provided the token.  CertAnon will be providing access to all participating online accounts with the use of a single token.

The individual internet user and businesses that are security-conscious would total the customer base of CertAnon.  Initially, CertAnon will have to conduct extensive beta-testing to convince both potential consumers and partnering sites, of the effectiveness of the two-factor authentication method our product will provide.  Businesses would have the option to purchase batches of tokens at a discounted rate, which would allow the business to redistribute those tokens to their uses as they see fit.

After the testing phase, we will charge the individual internet user a one-time, minimal fee of $50.  This package includes the RSA SecurID token and instructions describing how to associate the user's participating accounts with their token.  Gaining a critical mass of customers, which could make CertAnon a must have, could give us leverage to charge partner sites a per-user or per-transaction basis, which could lower the token price for the end user.


If CertAnon focuses on getting buy-in of a percentage of the total internet users in the US, our service would be a success.  For example, capturing 2% of the 211 million internet users over the next 3 years, results in 4.2 million potential users @ $50 a token, which equals $70 million per year.

Price Point for Customer
With a large base of internet users our product would have minimal cost to online account companies as well as the individual internet user.  We would charge the individual internet users $50 for the RSA SecurID token and instructions of how to register the token with CertAnon, which the user will then be able to associate the token with their participating online accounts.  We also anticipate partnering with security-conscious online businesses of which we would offer batches of tokens at a discounted rate, so that the online business can redistribute the tokens to their customers as they see fit.

Profit
The hardware cost, for us, would be for four servers and five workstations.  The four serves would be used for the likes of Web and Database servers.  We anticipate the total cost of these servers to be about $12,000.  The five workstations would be for dedicated use of development workstations during this phase.  The total cost of these workstations would be about $7,000.  The other hardware expense would be the RSA SecurID tokens and its packaging, which, provided we get a discount on purchasing a large batch of tokens, we anticipate the cost to be about $30 per token. If we are able to sell one million tokens over the next three years, we project that the maintenance cost of about $35,000,000.  Selling one-million token packages, this includes the token and instructions describing how to register the token with CertAnon, for $50 each would equal $50,000,000 of revenue.  This gives CertAnon a profit of $15,000,000 over the next 3 years.
Return on Investment


Individual internet user advantages

· Eliminates the need to remember multiple passwords

· Eliminates the need to carry multiple RSA tokens, as CertAnon provides one token for all participating online accounts

· Decreases the likelihood of unauthorized account access and password theft by using two factor authentication (combining something you have plus something you know)

Businesses advantages

· Releases the partner sites from having to buy, implement, or maintain their own two-factor authentication system.  They can offer their customer an increased level of security, but for FREE or just the cost of the tokens with minimal development.

Marketing Strategy

Competition
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Diagram – Competition Matrix
The competition matrix above shows some of the current products that attempt to tackle the problem of insecure passwords.  While the cheapest method would be the regular Password, it is limited by using single-factor authentication, which can be compromised by the likes of “password guessers” and “phishing sites” (whose primary objective is to obtain personal information such as usernames and passwords).  The other products do not provide a service that offers the user the ability to manage multiple accounts using the two-factor authentication method without providing personal information.


Our first step in releasing CertAnon to the public would be to build a website that will interact with our customers and partner sites.  We would need to develop software modules, which will be made freely available to encourage adoption of our service, for partner sites to integrate with their login processes.  Once the modules are made, we will need to gain the trust of our potential customers and partner sites and show them the effectiveness of our service, which would be done by extensive beta-testing.
Conclusion

CertAnon will target security-conscious businesses that don’t have proprietary solutions, by offering batches of tokens at a discounted rate, which can be redistributed to their customers as they see fit.  These types of businesses, such as small brokerages and banks, would then be able to compete with larger competitors, who do have their own two-factor authentication system.  CertAnon could work with those companies that buy batches of tokens to promote the service, perhaps with token giveaways and other marketing schemes, such as trade shows.  CertAnon would also like to get other less security-conscious businesses to offer our service for free, which will then make the tokens more useful.  

Single-factor passwords are not secure, difficult to manage, and increasingly vulnerable to theft.  The current products that attempt to remedy this problem do not provide a way to easily manage multiple online accounts using a two-factor authentication method without requiring personal information to be provided.  Providing personal information while using a single-factor authentication method could lead to a significant loss of money or even stolen identity.  CertAnon will provide its users/partners the ability to anonymously log into their many participating accounts in secure and reliable fashion.
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Phase 0

The cost of phase 0 is zero dollars because our group members will be unpaid interns for that phase.  Old Dominion University will supply us with the resources that are needed in this initial phase of the CertAnon project.  It encompasses the spring semester of CS410.
Phase 1

We will apply for funding to back the CertAnon project from the National Science Foundation SBIR grant program.  $100,000 is the maximum amount available for phase 1 of the project, in which we will develop a lab prototype.  The total anticipated cost of our phase 1 activities is $52,283.  See Figure 1 below for totals by phase.  See the Staffing and Resource Plans for itemized budgets.
Phase 2

When the CertAnon prototype is successfully completed, we will request an additional amount up to $750,000 from the NSF's SBIR for phase 2.  The total anticipated cost of our phase 2 activities is $182,506.  See Figure 1 below for totals by phase.  See the Staffing and Resource Plans for itemized budgets.
Phase 3

In Phase 3, we will no longer receive money from the SBIR program.  We will focus on production and commercialization in this phase.  We will pursue funding through venture capital investment, and we will apply for a small business loan if necessary.  We expect to be self-sufficient based upon product sales within approximately 15 months.  See Figures 2 and 3 below for break-even analysis.  The total anticipated cost of our phase 3 activities is $816,754.  See Figure 1 below for totals by phase.  See the Staffing and Resource Plans for itemized budgets.

Figure 1 – Budget Summary
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Figure 2 – Break Even Analysis
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Figure 3 – Break Even Chart

Diagram – Break Even Chart
Staffing Plan
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Purpose

This document defines the staffing requirements per phase.  This document describes the staff that will be needed and what that staff will be needed to do.  A detailed list of all tasks per team member is available in the Appendix.

Salaries used in the budget plan were obtained by taking the 25th percentile for each job description as reported at http://www.salary.com for the Virginia Beach zip code of 23456.

Phase 0

During this phase, the product team will consist of five seniors in the Computer Science department at Old Dominion University.  The students will also seek outside sources as needed to assist in the research and idea development.  These consultants and the students will not be paid for their work.
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Diagram – Phase 0 Staffing Plan
Documentation Specialist

The responsibilities include creating and maintaining documents required to fulfill deliverable requirements during development.

Financial Director

The responsibilities include receiving funding, creating the budget, and determining the product cost.  The financial director is responsible for the financial and funding plans.
Hardware Manager

The responsibilities include identifying the hardware needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

Marketing Director 

The responsibilities include determining the target market and supporting the marketing aspects of the project.  The marketing director will determine the overall marketing plan.

Project Manager 

Responsibilities:  The responsibilities include making sure that all tasks are assigned and are performed with high quality.  The project manager must also resolve difference between team members and facilitate team member communications.  The project manager also must develop the WBS, assign resources, prioritize tasks, and define task dependencies.

Risk Director

The responsibilities include managing the project risks.  The risk director must determining what risks exists in the project, evaluate the severity and probability of the risk, and attempt to mitigate the risks.

Software Manager

The responsibilities include identifying the software needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

Web Developer

The responsibilities include creating the team and product websites, as well as managing additional web developers in future phases.

Phase 1:  Proof of Concept

In this phase a lab prototype will be developed and the SBIR Phase 2 proposal will be developed.  Success will be measured by the successful completion of those two deliverables.

The following staff will be needed in Phase 1 of this project:
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Diagram – Phase 1 Staffing Plan
Documentation Specialist

The responsibilities include creating and maintaining documents required to fulfill deliverable requirements during development.

Financial Director

The responsibilities include receiving funding, creating the budget, and determining the product cost.  The financial director is responsible for the financial and funding plans.
Hardware Manager

The responsibilities include identifying the hardware needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

Marketing Director 

The responsibilities include determining the target market and supporting the marketing aspects of the project.  The marketing director will determine the overall marketing plan.

Project Manager 

Responsibilities:  The responsibilities include making sure that all tasks are assigned and are performed with high quality.  The project manager must also resolve difference between team members and facilitate team member communications.  The project manager also must develop the WBS, assign resources, prioritize tasks, and define task dependencies.

Risk Director

The responsibilities include managing the project risks.  The risk director must determining what risks exists in the project, evaluate the severity and probability of the risk, and attempt to mitigate the risks.

Software Manager

The responsibilities include identifying the software needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

Web Developer

The responsibilities include creating the team and product websites, as well as managing additional web developers in future phases.

[image: image38.emf]Position Type Quantity Hours Rate Total

Documentation Specialist Student 1 30          15 $          452 $           

Financial Director Student 1 24          15 $          362 $           

Hardware Manager Student 1 92          15 $          1,377 $        

Project Manager Student 1 64          15 $          960 $           

Risk Director Student 1 52          15 $          785 $           

Software Manager Student 1 500        15 $          7,497 $        

Web Developer Student 1 486        15 $          7,292 $        

Total Cost 18,723 $      

40% Overhead 7,489 $        

Total Phase 1 Staffing Budget 26,212 $      


Phase 2:  Critical Design
In this phase, the actual prototype of the product will be developed.

The following staff will be needed in Phase 2 of this project:

[image: image39.emf]Position Type Quantity Hours Salary Total

Customer Service Reps Staff 5 2,080     30,400 $    152,000 $    

Documentation Specialist Staff 1 440        36,600 $    7,742 $        

Financial Director Staff 1 278        140,500 $  18,778 $      

Hardware Manager Staff 1 200        40,600 $    3,899 $        

HR Manager Staff 1 528        61,100 $    15,510 $      

Marketing Director Staff 1 1,161     99,900 $    55,763 $      

Project Manager Staff 1 1,391     59,600 $    39,866 $      

QA Engineer Staff 1 350        43,000 $    7,233 $        

Sales Representative Staff 3 2,080     40,488 $    121,464 $    

Software Engineer 1 Staff 1 320        45,900 $    7,062 $        

Software Manager Staff 1 345        87,000 $    14,443 $      

Technical Director Staff 1 1,280     104,400 $  64,268 $      

Web Developer Staff 1 320        58,300 $    8,969 $        

Total Cost 516,997 $    

40% Overhead 206,799 $    

Total Phase 3 Staffing Budget 723,796 $    


Diagram – Phase 2 Staffing Plan
Documentation Specialist

The responsibilities include creating and maintaining documents required to fulfill deliverable requirements during development.

Financial Director

The responsibilities include receiving funding, creating the budget, and determining the product cost.  The financial director is responsible for the financial and funding plans.
Hardware Manager

The responsibilities include identifying the hardware needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

HR Manager 

The responsibilities include hiring personnel and handling employee benefits plans.

Marketing Director 

The responsibilities include determining the target market and supporting the marketing aspects of the project.  The marketing director will determine the overall marketing plan.

Project Manager 

Responsibilities:  The responsibilities include making sure that all tasks are assigned and are performed with high quality.  The project manager must also resolve difference between team members and facilitate team member communications.  The project manager also must develop the WBS, assign resources, prioritize tasks, and define task dependencies.

QA Engineer

The responsibilities include testing all software and processes.
Risk Director

The responsibilities include managing the project risks.  The risk director must determining what risks exists in the project, evaluate the severity and probability of the risk, and attempt to mitigate the risks.

Software Engineer 1

The responsibilities include developing additional plug-in modules for partner websites, writing encryption key exchange process for the website, and designing a web storefront for token sales.

Software Manager

The responsibilities include identifying the software needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

Technical Director

The responsibilities include determining the technical requirements and managing the technical staff.  The technical director must determine how issues will be solved from a technical perspective and will work with the Hardware and Software Managers to coordinate these solutions.

Web Developer

The responsibilities include creating the team and product websites, as well as managing additional web developers in future phases.

[image: image40.emf]Position Type Quantity Hours Rate Total

Documentation Specialist Staff 1 552        18 $          9,713 $        

Financial Director Staff 1 94          68 $          6,372 $        

Hardware Manager Staff 1 200        20 $          3,901 $        

HR Manager Staff 1 172        29 $          5,053 $        

Project Manager Staff 1 136        29 $          3,883 $        

QA Engineer Staff 1 774        21 $          16,009 $      

Risk Director Staff 1 8           18 $          140 $           

Software Engineer 1 Staff 1 440        22 $          9,718 $        

Software Manager Staff 1 334        42 $          13,961 $      

Technical Director Staff 1 136        50 $          6,835 $        

Web Developer Staff 1 790        28 $          22,143 $      

Total Cost 97,728 $      

40% Overhead 39,091 $      

Total Phase 2 Staffing Budget 136,819 $    


Phase 3:  Production and Out Years 

The phase is the main rollout of the product.  In this phase, the authentication servers and the website are brought online and actual production begins.  The marketing campaign also begins in this phase. 

The following staff will be needed in Phase 3 of this project:
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Diagram – Phase 3 Staffing Plan
Customer Service Representatives (5)

The responsibilities include customer care.

Database Administrator

The responsibilities include developing, implementing, and maintaining company databases so as to ensure their security and integrity. Implements data models and database designs, data access and table maintenance codes; resolves database performance issues, database capacity issues, replication, and performs database backups.

Documentation Specialist

The responsibilities include creating and maintaining documents required to fulfill deliverable requirements during development.

Financial Director

The responsibilities include receiving funding, creating the budget, and determining the product cost.  The financial director is responsible for the financial and funding plans.
Hardware Manager

The responsibilities include identifying the hardware needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

HR Manager 

The responsibilities include hiring personnel and handling employee benefits plans.

Marketing Director 

The responsibilities include determining the target market and supporting the marketing aspects of the project.  The marketing director will manage the advertising campaigns and determine the overall marketing plan.

Procurement Manager 

The responsibilities include creating all contract RFP’s and handling vendor negotiations.

Project Manager 

Responsibilities:  The responsibilities include making sure that all tasks are assigned and are performed with high quality.  The project manager must also resolve difference between team members and facilitate team member communications.  The project manager also must develop the WBS, assign resources, prioritize tasks, and define task dependencies.

QA Engineer

The responsibilities include testing all software and processes.
Sales Representatives (3)
The responsibilities include developing and cultivating partner site relationships to spread the availability of the CertAnon service and tokens.

Software Engineer 1

The responsibilities include developing additional plug-in modules for partner websites, writing encryption key exchange process for the website, and designing a web storefront for token sales.

Software Manager

The responsibilities include identifying the software needed for the CertAnon service, estimating costs, and determining the best methods for developing or attaining the components.

Technical Director

The responsibilities include determining the technical requirements and managing the technical staff.  The technical director must determine how issues will be solved from a technical perspective and will work with the Hardware and Software Managers to coordinate these solutions.

Web Developer
The responsibilities include creating the team and product websites, as well as managing additional web developers in future phases.

[image: image42.png]Proprietary Two-Factor Solutions***
Deepnet Unified Authentication Platform
Password (no hyperlink)

Authentify

ATRT Turn-Key Offer

v [ v
Y ¥4 & & v & & 0o v o v

* Third-Party Authentication w/o Personal Information.
** Included with Windows Vista, add-on for both XP SP2 and Windows 2003 SP1.
**+ Implemented by a business exclusively for its customers.





Risk Management Plan




[image: image29.emf]
Anonymous WAN Authentication Service

CertAnon[image: image30.emf]
Risk Management Plan
	Version: 
	2.0

	Date:
	May 1, 2007

	Status:
	Final


	#
	Risk
	Mitigation

	1
	Trust
	Beta-testing

	2
	Customer

understanding
	Tutorials on

website

	3
	Reliance on token sales revenue
	Encourage early partner site adoption

	4
	Viable alternatives
	Single source two-factor

	5
	Token loss
	Provided temporary password access

	6
	Token availability
	Offer online and through retail outlets

	7
	Government     vs. Anonymity
	Follow the lead of encryption products
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(1-Low to 5-High)
Detailed Risk Management Plan

	No.
	Risk
	Mitigation

	1
	Trust

Businesses and consumers may not trust an unknown company with their security needs.
	Conduct beta-testing with online accounts to certify the service.  Emphasize the benefits that our service provides:  secure, platform-agnostic access to multiple online accounts with virtual anonymity.  

	No.
	Risk
	Mitigation

	2
	Customer understanding

Many users may not understand or be willing to use two-factor authentication.
	Ensure that we have a well-designed website with tutorials promoting the ease of use, security, and multi-account property of the authentication mechanism.  Advertising campaigns are a possibility.  Many companies already offer proprietary two-factor authentication systems, and their promotion of the technology will actually help us.

	3
	Reliance on token sales revenue

Relying on token sales to Internet users rather than fees from businesses could fail to provide sufficient revenue.


	The tokens are intended to be loss leaders as we try to get them into the hands of as many users as possible.  This should also increase the likelihood that businesses will adopt our service because it is free to early adopters.  Once we obtain a sufficient volume of users to create a demand for our service among online vendors, our business plan calls for using this leverage to charge companies on a per user or per transaction basis.

	4
	Viable alternatives

Viable and relatively inexpensive alternatives exist to reduce the password handling hassle, such as biometrics, software-based password managers, and proprietary two-factor authentication schemes.


	Our position as an inexpensive secure single source two-factor third party offering presents a compelling and unique benefit to both Internet users and online businesses that is as yet unmatched in the marketplace.



	5
	Token Loss

CertAnon subscribers may be prevented from accessing their accounts due to token or server issues.
	Utilize 4 redundant geographically diverse servers.  Provide temporary passwords as fallback authentication method.  We would not be facing any more risk here than any other Internet service.

	6
	Token Availability

Inability of CertAnon to make tokens widely available throughout the United States or other markets.


	Be flexible in the outlets through which we choose to make them available.  We can also make them available online and offer Paypal as a payment option to limit the amount of personal information that we have to collect.



	7
	Government vs. Anonymity

Government resistance to anonymity. (Anonymity may hinder law enforcement and national security concerns.)
	Little opportunity for mitigation until we see what objections arise.  Legal arguments made by encryption software providers would be relevant to our defense. We will follow the lead of encryption products
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Phase Budgets

		Phase 1

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Student		1		30		$   15		$   452

		Financial Director		Student		1		24		$   15		$   362

		Hardware Manager		Student		1		92		$   15		$   1,377

		Project Manager		Student		1		64		$   15		$   960

		Risk Director		Student		1		52		$   15		$   785

		Software Manager		Student		1		500		$   15		$   7,497

		Web Developer		Student		1		486		$   15		$   7,292

										Total Cost		$   18,723

										40% Overhead		$   7,489

										Total Phase 1 Staffing Budget		$   26,212

		Phase 2

		Position		Type		Quantity		Hours		Rate		Total

		Documentation Specialist		Staff		1		552		$   18		$   9,713

		Financial Director		Staff		1		94		$   68		$   6,372

		Hardware Manager		Staff		1		200		$   20		$   3,901

		HR Manager		Staff		1		172		$   29		$   5,053

		Project Manager		Staff		1		136		$   29		$   3,883

		QA Engineer		Staff		1		774		$   21		$   16,009

		Risk Director		Staff		1		8		$   18		$   140

		Software Engineer 1		Staff		1		440		$   22		$   9,718

		Software Manager		Staff		1		334		$   42		$   13,961

		Technical Director		Staff		1		136		$   50		$   6,835

		Web Developer		Staff		1		790		$   28		$   22,143

										Total Cost		$   97,728

										40% Overhead		$   39,091

										Total Phase 2 Staffing Budget		$   136,819

		Phase 3

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Documentation Specialist		Staff		1		440		$   36,600		$   7,742

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		1,161		$   99,900		$   55,763

		Project Manager		Staff		1		1,391		$   59,600		$   39,866

		QA Engineer		Staff		1		350		$   43,000		$   7,233

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		320		$   45,900		$   7,062

		Software Manager		Staff		1		345		$   87,000		$   14,443

		Technical Director		Staff		1		1,280		$   104,400		$   64,268

		Web Developer		Staff		1		320		$   58,300		$   8,969

										Total Cost		$   516,997

										40% Overhead		$   206,799

										Total Phase 3 Staffing Budget		$   723,796

		Out Years (Annual)

		Position		Type		Quantity		Hours		Salary		Total

		Customer Service Reps		Staff		5		2,080		$   30,400		$   152,000

		Financial Director		Staff		1		278		$   140,500		$   18,778

		Hardware Manager		Staff		1		200		$   40,600		$   3,899

		HR Manager		Staff		1		528		$   61,100		$   15,510

		Marketing Director		Staff		1		2,080		$   99,900		$   99,900

		Project Manager		Staff		1		200		$   59,600		$   5,731

		QA Engineer		Staff		1		200		$   43,000		$   4,135

		Sales Representative		Staff		3		2,080		$   40,488		$   121,464

		Software Engineer 1		Staff		1		200		$   45,900		$   4,413

		Software Manager		Staff		1		200		$   87,000		$   8,365

		Technical Director		Staff		1		200		$   104,400		$   10,038

		Web Developer		Staff		1		200		$   58,300		$   5,606

										Total Cost		$   449,840

										40% Overhead		$   179,936

										Total Annual Out Years Staffing Budget		$   629,776





Overview

				Staffing		Resources		Phase Total		Max Funding		Cumulative Total

		Phase 1		$   26,212		$   26,071		$   52,283		$   100,000		$   52,283

		Phase 2		$   136,819		$   45,687		$   182,506		$   750,000		$   234,789

		Phase 3 (One Year)		$   723,796		$   92,958		$   816,754				$   1,051,543

		Total Phases 1-3		$   886,827		$   164,716		$   1,051,543

		Out Years (Annual)		$   629,776		$   67,200		$   696,976

		Item		Marginal Cost		Per # of Customers		Cost per Customer

		Token		$   30		1		$   30.00

		Authentication Server		$   2,908		250,000		$   0.01

		RSA Auth Mgr License		$   3,000		250,000		$   0.01

		Secure Hosting (3 Years)		$   36,000		250,000		$   0.14

						Total Cost		$   30.17

						40% Overhead		$   12.07

						Total Marginal Cost Per Customer		$   42.23

						Marginal Revenue Per Customer		$   50.00

						Profit Per Customer		$   7.77





Break Even Analysis

		Cumulative Break Even Analysis

		Year		Tokens Sold		Revenue		Marginal Cost

		0		- 0		$   - 0		$   - 0

		1		50,000		$   2,500,000		$   2,111,734

		1		100,000		$   5,000,000		$   4,223,468

		1		150,000		$   7,500,000		$   6,335,203

		2		200,000		$   10,000,000		$   8,446,937

		2		250,000		$   12,500,000		$   10,558,671

		2		300,000		$   15,000,000		$   12,670,405

		2		350,000		$   17,500,000		$   14,782,140

		2		400,000		$   20,000,000		$   16,893,874

		2		450,000		$   22,500,000		$   19,005,608

		2		500,000		$   25,000,000		$   21,117,342

		3		550,000		$   27,500,000		$   23,229,077

		3		600,000		$   30,000,000		$   25,340,811

		3		650,000		$   32,500,000		$   27,452,545

		3		700,000		$   35,000,000		$   29,564,279

		3		750,000		$   37,500,000		$   31,676,014

		3		800,000		$   40,000,000		$   33,787,748

		3		850,000		$   42,500,000		$   35,899,482

		3		900,000		$   45,000,000		$   38,011,216

		3		950,000		$   47,500,000		$   40,122,951

		3		1,000,000		$   50,000,000		$   42,234,685

		Year		Tokens Sold		Total Revenue		Marginal Cost		Cumulative Fixed Cost		Total Cost		Profit

		0		- 0		$   - 0		$   - 0		$   816,754		$   816,754		$   (816,754)

		1		150,000		$   7,500,000		$   6,335,203		$   1,513,730		$   7,848,933		$   (348,933)

		2		500,000		$   25,000,000		$   21,117,342		$   2,210,707		$   23,328,049		$   1,671,951

		3		1,000,000		$   50,000,000		$   42,234,685		$   2,907,683		$   45,142,368		$   4,857,632





Break Even Analysis
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