1.0 Technical Approach

1.1 Industry Analysis

   Systems online have been changing the traditional business activities through the Internet.  A system can be seen as a client server-system in which a server maintains some information and provides a searching capability for information retrieved to a client.  However, for PSS system, we need to consider specifics functions for the decal, appeal process and payments transactions.  Using the online system as case study, this paper analysis and design the systems.  We will demonstrate   how can be used in formal specification of the system functional requirements, safety and constraints, and verification of the design.

There are two primary architectures available to implement the system services.

1. The first option is to have an internally based web server.  This means the web server is managed within the existing network.  This involves purchasing or leasing a web server to run the services and configuring it to operate within the existing network.  This option provides more control over the web server for the PSS, however it requires a separate server as well as ongoing technical experience to manage the environment.  It is possible to operate this environment while still retaining a separate Banner website at another location, such as the existing O.D.U website.  Configuration of the firewall is required to allow traffic to pass through on designated ports applicable to the web traffic.


2. The second option is to have an externally based web server.  This means that the Internet Service Provider manages the PSS web presence.  Typically this involves leasing space on an existing web server or providing the ISP with the own equipment on a facilities management basis.  

The fundamental difference between the architecture and the first option of an internally based      web server is that the web server is located in the ISP.  Configuration of an Internet firewall is required to allow traffic to pass through on designated ports applicable to the web traffic.


There are number of minimum requirements both in terms of hardware and software that are required before PPS services can be commissioned.  These are subject to the architecture option chosen.

. All server equipment must be running NT server, and Windows server 2000 or 2003.  It is not possible to develop PSS services on a non-Microsoft platform. 

. This prohibits many Unix based web servers from being used. 

.  However, if the existing web presence is hosted in a non-Microsoft platform then PPS can maintain this presence and establish on PPS presence by adding hyperlinks from the existing presence to the PSS site.  

. This would be on a separate domain.  For example http://www.cs.odu.edu/ would contains         hyperlinks at appropriate places pointing to http://www.cs.odu.edu.PSS where the online PPS operate.

. The PPS system also requires a Microsoft SQL server or an alternative SQL database (e.g. Oracle, Sybase or MySQL).  Alternative database platforms can be investigated as required.  

2.0 Basic Implementation

2.1 PSS services can use a variety of different credit card authorization   systems.  These include Retail Logic’s SolveSE and Commidea’s WinTI for online credit card authorization.  Other third party online credit card authorization products can easily be implemented and will be investigated as required.  This includes interfaces to electronic payment gateways such as Barclay’s ePDQ payment gateway or World Pay for example.  Solve SE and WinTI interface directly with the bank acquirers to obtain credit card authorizations for online transactions and perform end of day payment file generation for the transfer of funds.
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3.0. Security

3.1. The biggest risk in our project is that the OCCS refuses to allow our interface 

to the Banner system because of security issues.  Therefore, it is mandatory that each site implement suitable firewall technology.  This is designed to prevent unauthorised use of any of the resources associated with establishing a public presence on the Internet.    The establishment of PPS services requires careful consideration of your network design and architecture, especially with the security risks associated with establishing a Demilitarised Zone or DMZ.

4.0 Internet

4.1 An external connection to the Internet is required.  You will need to discuss the various bandwidth connection options with your ISP to ascertain which options best meet your requirements.  The bandwidth for the external connection to the Internet is largely driven by price and expected demand.  An analogue or digital dial up connection (such as ISDN) is not likely to be sufficient to meet the requirements of the PPS services.  A leased line to the Internet of at least 256 Kbps is the likely minimum bandwidth, however this minimum requirement may be higher and is subject to the anticipated usage of the web presence.   Many telephone companies offer services whereby larger bandwidth connections can be ordered and installed but a lesser bandwidth utilised and paid for on an ongoing basis.  When increased bandwidth is required the remaining capacity of the connection can then be used.  Typically this option is slightly more expensive to initially install.  However it is much cheaper to upgrade later on when demand has increased. 

4.2 Technologies such as SDSL have also been proven to be cost effective. 
In order to establish a web presence you will need to register a domain.  This provides you with a unique worldwide pointer to your web presence.  Domains are the name given to your entire web presence.  These are referenced by your customers as a URL, e.g.  www.cs.odu.edu
4.3. The establishment of PSS services do not require that a dedicated domain be registered, however many customer like to distinguish between their static web presence and the online PSS services.

It is essential that you obtain a Secure Site Certificate for your e-ticketing web presence.  Most banks will not authorise customer not present Internet based transactions without a Secure Site certificate installed.  This provides the security for your customers that while they are entering personal and confidential information into the website that no unauthorised personnel can access the same information.  Utilising a secure site certificate means the server software encrypts information, ensuring that Internet transactions stay private and protected.

PPS services make extensive use of email to send information to PPS customers regarding their bookings.  This is an optional feature but it has become the accepted standard on the Internet for communicating with customers.  It is strongly recommended that this functionality be included in your website development plans.  Connectivity to your email system is required to facilitate external communication via email.

There are recommended minimum hardware specifications for each of the components that comprise the complete PPS solution.  These are specified on the diagrams at the end of this document.  It is possible to operate on platforms with lower specifications however this may have a negative impact on the overall performance on the PPS service.  
5.0 Testing

5.1. In order to develop a PSS system, an Intranet based testing environment will need to be established internally.  The purpose of this is to provide staff with a mechanism to ensure the website performs as expected and meets the requirements of the business.  It also has an ongoing function in that additions to the website can be tested by staff prior to being published into the live environment.

In order to establish a test system an internal test web server will be required.  This is not required to have the same specifications as the live web server.  A dummy installation of Solve SE will also required.  The dummy installation creates test authorisation numbers for use while testing.

In addition to the hardware and software specifications there are also physical environmental considerations that need to be considered.  The equipment that operates the PPS services must have adequate physical and electronic security.  This is to prevent unauthorized access to critical information stored on the various components.

There is more to disaster recovery planning than strictly security. There are soft causes, such as application failure, bad software installations, mis-configured software patches or fixes, human error, and lack of replacements parts.

Fortunately, these causes are often the ones that can be the most quickly addressed and remedied.

.  Roughly 33 percent of network downtime is the result of errors made by people.

    not technology (Source: Yankee Group) 

. Around 70 percent of flaws in packaged software applications are design-related,         increasing the likelihood of configuration errors (source @stake, Inc)

. Possibly 80 percent of network outages are caused by mistakes made during configuration(source: Enterprise Management associates)

5.2. In order to ensure robust and reliable performance the equipment must be kept in a controlled environment.  This environment needs to be kept clean at all times with air conditioning and power conditioning (uninterrupted power supplies). In order to ensure robust and reliable performance the equipment must be kept in a controlled environment.  This environment needs to be kept clean at all times with air conditioning and power conditioning (uninterrupted power supplies).

5.3. Data Loss
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The loss or corruption of critical information such as student’s records, financial or employee records could literally cripple O.D.U.

Even big universities like O.D.U can allocate significant resources to IT, are vulnerable if they do not manage all of the data (including remote and mobile student data) properly.  Tape backups must be performed regularly and catalogued properly.  Unless these tapes are handled and stored offsite properly, the university is susceptible to threats of natural disaster as well as competitive theft or the malicious behaviour of employees.

5.4. Server Load
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When a single Web Server machine isn’t enough to handle the traffic on your Web site it’s time to look into building a Web Farm that uses multiple machines on the network acting as a single server. In this article Rick looks at the Windows Load Balancing Service and the new interface it sports in Windows Server 2003, which makes creating a Web Farm quick and easy and – gasp –even an affordable solution.

 
With the release of Windows Server 2003 Network Load Balancing has become a much more visible tool as a part of the operating system, providing a very usable and relatively easy to configure interface that makes it easy to build a Web Farm. The Network Load Balancing Service has been around in one incarnation or another since Windows NT SP4, but Windows Server 2003 is the first operating system that brings this service into the forefront as a main component of the OS. A new Network Load Balancing Manager application is now directly available from the Adminstrative Tasks menu and it’s powerful enough to allow configuring the entire cluster from a single console. The service is now available for all products in the Windows Server family including the lower end Web Edition which means that you now have a much more affordable solution to create Web Farms at your disposal. Just add servers please.
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