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Readings in Computer Networks

These questions are based on the paper: "A secure address resolution protocol", Mohamed G.Gouda and Chin-Tser Huang, Computer Networks,  41 (2003) pp. 57–71.

1. Currently, for a computer to communicate with other computers, it has to have two addresses: an IP address (ipa) and a hardware address (hda).

a. Why does it need two addresses?

b. How is a computer is assigned an ipa and hda?

c. How does a computer discover its own assigned ipa and hda?
d. Which of these two addresses are needed for a computer A to send messages to another computer B?
e. How does A discover the required addresses to communicate with computer B?
2. Assume a computer A would like to communicate with another computer B. 

a. Describe a scenario under which a 3rd computer C may trick A to talk to C instead of B.

b. Why is this scenario not possible under the secure address resolution protocol (call it SecARP) presented in this paper?
3. 

a. The sn process maintains and array called valid. What is the main function of this array?

b. The hr process maintains a variable called wait. What is the effect of removing this variable from the code?
4. What is the consequence if any of the following messages are lost?

a. inv (nc,md);

b. acpt(c, ip,hd, d);

c. rqst(nc,dst, d);

d. rply(c,x,had[j],d); 

