CS 471: Operating System Concepts
Fall 2009
Lecture Outline

September 8, 2009
Lecture  3 
Material to be covered: Chapter 6 (Most complex of all the chapters --- Pay special attention)
Chapter 6: Process Synchronization
Context: Shared memory, multiple processes cooperating to do a task

Example: Bounded-buffer problem (Sec 3.4.1)

Multiple producers, multiple consumers: information is produced and consumed buffer at a time. Variable in: keeps track of the next free position for the producer. Variable out: keeps track of first filled position for the consumer. 
Buffer empty condition: in = =out;

Buffer full condition: (in+1) % BUFFER_SIZE) = = out);
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See p.192 for problems with modifying the buffers concurrently by several producers and consumers.
Important note: Counter++ or counter=counter +1 is a high level programming that is actually implemented as follows:

Register1 = counter (using a LOAD assembly operation);

Register 1 = register 1 + 1 (increment register1 by 1---another assembly operation)

Counter = Register1 (Store Register 1 into counter1, an assembly operation)

So one high-level operation counter1++ is actually a sequence of three operations. The process executing this operation could be interrupted after any of these instructions. Similarly counter1—could also be interrupted in between. What does this mean to our multiprocess bounded-buffer problem?
Suppose a producer P and a consumer C are executing simultaneously, the two high-level instructions of counter++ and counter—by the producer and consumer, respectively---could result in incorrect update of counter.
Example:

Initially, counter = 5; After both counter++ and counter—operations are executed on it, the result should be counter=5;

But since the low level instructions could be interleaved due to CPU scheduling, the following sequence is possible;

T1: P: Register1 = counter [Reg1=5]

T2: P: Register1 = Register1 + 1 [Reg1=6]

T3: C: Register2 = counter [Reg2=5]

T4: C: Register2 = Register2 - 1 [Reg2=4]

T5: P: counter = Register1 [counter = 6]

T6: C: counter = Register2 [counter = 4]

The final result in incorrect, due to interleaving of machine-level operations.

What to do? Make sure that counter is modified one at a time by the processes.

· Critical section problem or CSP (section 6.2)
Entry section, exit section, critical section, and remainder section

Properties of a solution to CSP: Mutual exclusion, Progress, Bounded waiting
Don’t make any assumption concerning the speed of execution of the contending processes.

Peterson’s solution to CSP:

do {
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Critical section code
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Remainder section

} while (TRUE);

Structure of Pi in Peterson’s solution

flag and turn are shared variable in the shared memory. They can be accessed and set by any of the two processes Pi and Pj. Turn indicates whose turn it is (Pi pr Pj); flag indicates who wishes to enter the critical section.
Does it satisfy all the three conditions? YES.

· Synchronization Hardware

General use of locks to solve the problem: “acquire lock” for entry section and “release lock” for exit section. But how to implement these operations?

Two hardware instructions:

TestAndSet() and Swap() instructions: these are executed in an uninterrupted manner.

Fig 6.4: TestandSet instruction

Fig. 6.6: Swap instruction
Fig 6.5: CSP Using TestandSet

Fig. 6.7: CSP Using Swap()

Both satisfy mutual exclusion but not bounded-waiting time requirement.

· Semaphores
This is a higher level operation which can be used by application programs for CSP.
Semaphores can be accessed by only two operations: wait (or P) and signal (or V) which are implemented atomically.  --- see 6.5 for def of P and V.

Fig. 6.9 for CSP with semaphores

Deadlock and starvation are possible with semaphores

· Classic Problems of Synchronization

1. Bounded problem --- Fig. 6.11

2. Readers-writers problem --- Fig. 6.12, 6.13

3. Dining philosophers problem --- Fig 6.15

· Monitors

Semaphores still may give rise to some timing and programming-related problems. Monitor is another solution at a high-level.

Fig 6.16 Syntax of a monitor

Fig 6.17 and 6.18

Dining philosophers using monitors --- Fig. 6.19

Single resource allocation using monitor – Fig. 6.20
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