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Problem Formulation

m  Sdting:
= Data areollected sgparatéy and intimaty by several parties (agees),
representing parts of an iddizedunified databasé.

= Agendes want to peform perform statistical analysson thepoolel
(combinal) data, whout atuallycombining thelata.

= Pledges of onfidentiality, law & regulations, proprietadatajpusings pratices

m Goals:

= ShareyalidOlogistic regression on D, with parameer egimation & model
fit diagnostics but without anyadual data inggration

= UsingQGecuretoolDead agacy protects its om data from the othegecies
= Do not reveal idantities or sasitiveattributs

m  Agendes:statistial agaedes, ompding orporations, individualsearches

m  Our approal: combineddeas from SMC, DM, SDL, Reord Linkagé=




Data protection approaches/communities

Not sharing/ releasing data
Saing dataviarestricted access or dtering datain some way

| nformation Security

Cryptography
= Do NOT answer question what methods/ dgorithms preserve privecy!

Privacy-Preserving Data Mining (PPD M)
Data miningGugorithms and th@ seurity

Aggr@ating multiplsoures into a singleavdhouseor mining multiple
distributel database

Seure multi-partycomputation (SMC)
Record linkage

Satigicd Disclosure Limitation/ Control (SDL)
= Data masking thniques
= Introduce bias and variaac




Statistical Disclosure Limitation (Control) methods

God: OvdidOmultivariate inference as with the origina data (utility) vs. disclosure risk
Differences & smilaritieswith PPDM methods

Data masking: Transform the origina data (matrix X) to the disseminated data ()
= Y=AXB+C
= A=record tranformation, B=attribute transformation, C=noise addition

Traditiond gpproaches
Aggregation: Rounding, Topcoding & Tresholding
Quppression, e.g., cdl suppression
Daa Perturbations (both input and output)
Daa Swapping

Modern gpproaches. Sampling and Smulation techniques
Synthetic data
Remote access servers (eg., results of regression, trusted QhirdOparty)
Partid information releases (e.g., margins for tabular datal contingency tables)
Secure computation




Secure Multi-party Computation (SMC)

m 7, ,Kpatieseach hasitsownvduex,, ..., x,

= God: compute aknown function fix,,...,x,) such tha
= (BecureO-- Party; only knows x, and theresult fix,...,x,)
= No third partyinvolvel
= No adual data sharing
= Seuresummation and matrix manipulation

m  Assumption: semi-honesty
= No collusions
= Parties usecorrect data onlyfor theagred computation
= Rdain intemediateresults

m Saisica AnayssBresuir itsdf may violate individud privacy

Ref: Yan(1982) BYan® Millionaire Protocol, Goldreich et d.(1987)



“Secure” Maximum Likelihood Estimation

m Exponential families

log f(6,X) = Ec(x)d (6)
= Global loghkdihood )

O/

(
logL(",X) = #d( ) # #C(X);

=1 &-1x $D,

where D, is Ag@icy® £ database

m Useseuresummation onaeh ofL terms

Ref: Karr et al. (2006), Fienberg et al.(2006)




Logistic Regression

= Let Y=(Y,,Y,,K,Y, )beiid. r@whosemans”; = E(Y;)
depends on ovariatesy, " # P** through

p
logit(” ;) = '# X $j = (X$)

j=0

whee logit(" ) =log(" /(1# "))

and X isn" (1+ p) design matrix.
m Paraméer estimates vilewton-Raphsormprocedure




Partitioned Database Types

Vertically Partitioned data Horizontally Partitioned data

1+ p, p, Ps Py DBs

Design Matrix X

1+ p




Logistic Regression

m AssumeK parties

Horizontal Partitioning. X — [Xl , XZ’K , XK] , Y'= [Y1 , YZ’K ’YK]

K

eech X isan n " (L+p) marixwith =" n,
k=1

Vertical Partitioning. [Y X] — [Y Xl K XK]

m esch X, isan N P, matrix except for X, which has 1+ p, columns
m All agencies must have aglobd identifier (e.g., SA\) and first agency has Y.




Parameter Estimation: Horizontal Partitioning

m Linear Rgression
0= (X X)*XY

Securesum

m LogisticRayression
O = #H" (%)% (%)

SecureNewton-Raphson
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“Secure” Newton-Raphson Algorithm

Dstl) — A9 4 (XtW(s)X)#lxt(Y #ll(s))
W® = Diag(n, $21# $'9)), ¥ =n $v

For theiterativeprocedure agenies must gher (i) agre on an initial estimate or (ii)
computethan viaGecureOlinear reyression.

At eadh iteration,s, we find a nev estimateof £ via seuresummation
K

XWex =" (X(k))t(W(k))(S)X(k) and xt(Y #IJ(S)) — ':< X(k)t(Y(k) #(“(k))(S))
k=1 i=1

where

(W) = Diag(n™(${)F(1# (${*)®)), and (")) = n{($)"

for agency k, k=1,....K,j =1...,n*,and for iteration s.

When themodé convegad, theag@cies can use see summation to share the
valus of loghkdihood, andPearson and Deane statistis.
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Diagnostics -- Goodness of fit

m PearsonX? and devian® G- statistis

> O (Yi); = (N () 2
EE[\/(nk)'(ﬂk)'(l_(nk)j)]

k=1 j=1

62=23 3 (v, Iog((yk )+ (), - (y@,-)log[((”k) I (Yk)")

Q) (nJ; - (&),

k=1 j=1
m Residuals, but imeasaherisk of distosure

m  Modd seletion: @mpardogilikeihoods of thdarger modeand theparsimonious
modé

$ S {(y),100("), + A% (), A#log("),))

k=1 j=1
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Parameter Estimation: Vertical Partitioning

Linear R@ression
Off-diagonal blds of X X, X, , k=l

! Secure matrix product (Karr e d.(2007)) -- requires QR
decomposition to mitigeate leakage.

K
LogisticRaression logit(s.) = E (X,.B.),
Additivity across partie k=1

! Secure N ewton-Raphson (secure sum, secure matrix product)
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Parameter Estimation: Vertical Partitioning

Consder two agencies Let K =2, X =[U,V]and " = [#,$]
U andp + p, =

n%A+p, ° n%o

Log-likelihood up to an additive congtant & initid vaues.

(") =y (# X, k)$#loql+exp8# (X," k)§o and B = (!, ¥{)

k=1 i=1 y

! Secure Newton-Raphson (secure sum, secure matrix product)

0 =0 #H™"®)$,(°,)

new

Where H, has sub-block matrices L. =#U'W,U L, =#V'W,U
o, =HU'WV |, = #V WV
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Vertically Partitioned, Partially Overlapping Data

m Morecomple partitioning

m Assumptions:
= Semi-honest modé
= Parties share unique identifiers (SSN)
= Record matching is exact

= No overlapping of variables between
parties

Missing data framework
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Vertically Partitioned, Partially Overlapping Data

m As bdore, |y =[X,K X,]

but nowead X, mayontainmissing valuge

= Wewrite x =(x',x") and

X' = (X (A).K %" (A))
X" =" (A).K %" (A))
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Vertically Partitioned, Partially Overlapping Data

m Two case:
= ContinuousX; Gaussian Mixturklodd (GMM)
= Catgorial X;Multinomial Mixturévlode (MMM)

Two stes: (1) stimateGMM(MMM) paramters, (2)estimatdogisticregression
parameers

(stepl) Seware(doubl¢ EM algorithm
QGlouble®d theGMM (MMM) paramters
the Ximi

Paraméers areupdatel seurdy using SMC protats (seuresum, seurematrix
produd). Parties onlysharesummarystatistis (or suffigent statistis).

(step2) Nasvevay: upon @nvergace, parties may impute ithmissing values, and
then follow thevetical cas#o find thelogisticparametein a seare vay.
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Simulation Study

m »=100,,=6, 3 partie (2 attribute exch)
m GMM: " =025 ",=0.75 u,=%#u,=(2,...,2)

F(Xi) = X @(Xi 1y, 1)+ T, x (X Ui | )

Party A Party B Party C

+ |+ |+ |+ |-

+ |+ |-
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Simulation Study -- ",=025",=075 p,=#u=(2..,2)

= Initialization: © = (0.5,05), u,=#u, =(2,K ,2)

m SeureEM paramers:
», = (0.2700, 0.7300

Q, =-(19208 1.7280, 14835 20116 1.9428 1.7600)
Q,= (21434, 19317, 19981 19186 21776 19769

m Initialization: " =(0.1,09), u,=#u, =(1,K ,1)
m SeureEM paramers:

®, = (0.2401 0.7599)
f, =#(1.9260 19113 1.8845 2.0219 1.8883 18353
f,= (1.8479 17490 1.8608 2.0578 2.1636 1.8924)
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Simulation Study
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Issues and ongoing work

m Privag/issus
= How to dhoosea modea priori & agreen initial estimates?
= Reeaatal g/cles of @alalations may produdeakageespiteseurecomputation
= For purevatical @asetheeis inceased risk of attribute dissure

m  Need to @onside the (most)general cag
= Overlapping obgwations for variakdeby individuals
How to recondle measurenent arors?
= Seurerecord linkagéhameor othe forms of mathking)
Missing data again!

m Additional statistical issuae arecurrentlyconsideing
Diagnostis D Goodness of i
Modd Séection
Logisticvs. Loghnear modés in @ategorical predior case
Seious tradeoffs in simpleéhorizontal partitioned case.
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Issues and ongoing work

Combine more ideas across Communities.
Rigorous definition of Privacy.
Quantification of privacy breach and leskage of information.

Related papers & references.

Fienberg et d. (2006) In Privacy in Satisticd Daadbases. LNCS Soringer-Verlag.
Fienberg et d. (2007) Bull. Int. Statist. Inst..
http:/ / www.stat.psu.edu/ ~sesa

http:/ / www.niss.org/ daii/ techreports.htmi
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Vertically Partitioned, Partially Overlapping Data

m Parameters are updated securey usng SMC protocols
(Secure sum, secure matrix product).

m Parties only share summary statistics (or sufficient
gatistics).

m Upon convergence, parties may impute thelr missing
vaues, and then follow the vertica caseto find the
logistic parameter In a secure way.
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Issues and ongoing work

m Privacy problem: Repested cycles of caculations produce leakage.

m |Information Leskage D espite Secure Computation ) g

= Assume database yidds average heights of woman of
different nationdities.

= Adversary who has access to database and auxiliary
information, Aleksandrais one inch shorter than the average
Serbian woman, learns Aleksandra@® height.

= Anyone learning only the auxiliary information, without
access to the average heights, learns rdatively little.

26




Why do we care about privacy & confidentiality?

m  Expansion of govament and ompanydatabase& groving use of wb and mobile
devices had ld to inageasef sansitiveinformation in the public domain.

(Engaging fvag and Information Tehnologyin a Digital Age-- Committe on
Privagy in thelnformation AgeNRC (2007)

= Whyareprivay issus often so intractable?

= Different aspets:
Societd
Technologicd
Legd
Policy/ politicd
= Different drives & ontexts:
Economic
Medicd
Public safety
Research

27




Why do we care about privacy & confidentiality?

m  Context dependent definitions of privacy. Consumer & S
Workplace Privacy, Internet/ Computer Security & v/ .
Privacy, Medicd Privecy, Genetics, Survelllance &
Wiretapping, and GHomeandOsecurity RESPECT

ek

PRIVATE PROPERTY

Ethicd: Keepng promises

Ledd: Requiredunder law

= Privacy istheright to keep one® persond
information out of the public view

= Confidentidity isthe dissemination without
public identification

o4 | PRIVATE PROPERTY

Pragmatic: ’ NO TRESPASSING

= respondents may not provide data KANSAS CITY TERMINAL RAILWAY CO.
= respondents may provide inaccurate data

Ref. http://www.amstat.org/comm/cmtepc/index.cfm?fuseaction=main ”



Privacy & confidentiality in statistical databases

(QUERIES)

Users

Individuals/ DISSEMINATIO
Organizations Researchers,
Policyanalysts,
Decision makers

o Agendes sek to rdeaseconfidential data to the

public and to improvanalges bysharing their Respondents
confidential data, but via strgtes that
0 do not reved identities or sengtive atributes,
0 are useful for awide range of anayses,

0 are easy for andysts and agenciesto use Data

o DataUtility: Are rdeasel data udal for statistial Snoopers

inference?

o Riskof Disdosure Arethedata or rsults of the
analgis saf¢o be relased?

29



PPDM - Three Approaches

m Data Ferturbation

= |nput perturbation
Change data before processing with PPDM adgorithms
Perturb origind data
Data swapping
Adding noise
= Output perturbation
SImmary statistics with noise

s QrustelOrhird Party

m Seure Multi-partyComputation$\viC)
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(But) What Is Privacy?

= Not yet fully ddined in our vork. Wecan take diffent
paspetives:
= Individual(PersonallPrivag
Fear that data NWWbemisuse
Measurs for idatity disdosure (SDL)
Dalenius(1977), Diffeential Rivag/ (Dwork,2006)
n CorporatgOwne) Privagy
= Wewant both!

= RDU confidentiality map (Duran et al., 2001)
= Metrics / Measures (Cliftorntal.,Agraval, Cox, . . .)
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Defining Privacy

= Dalenius(1977)Access to database should not enabkto
learn anthing about an individual that coufibelearnel
without acess.

= Unadievablebecauseof the auxiliarinformation available
to an advesary

= Aleksandra is 1lin tallshan an average Anwan woman.

m Dwork (2006)Differential Rivagy

= SubstituteRisk to on@ privag should notubszantially
Increaseas a result of pampating in a statistical database

= €- differentid privacy

32




SMC - Secure Sum

m  God: compute fix,,...,x,) = D,

m Algorithm:
= Agency 7 (A)): Addsrandom noiseeto x;, then passesx, + eto A,
Agency 2 (A,): Adds x,, and passes x, +x,+eto A,
E

Agency £ (A,): Adds x,, and passes x, +x,+...+ x,+eback to A,
A, subtractsefrom Y x,+ e, and sharesthe result with ALL other
agencies.

m Adversay Modds

= Semi-honest mode B parties follow the protocol, but may record messages
and computations and use these to learn more.

= Mdicious moded Pdlows parties to deviate from the protocol in arbitrary
ways. lie, refuse to participate a any point in the protocal, . . .

33



Partitioned Database Types

m Comple partitioning

Vertically Partitioned, Partially Overlapping data

Paty A | Paty B

Party C

X, X,

X5 X

Xy X5 X3

X, X, X,

+ | +

AlA[A

B|B |B

+ | +

+ | +

1001-2000

2001-3000

3001-4000

34




Log-linear models

Classicd tool for andysis of multivariate discrete data

By andogy with ANOVA, for alx/xK table with observed counts{~,,}, and
expected counts{ z,,} under some sampling model the saturated model 1S

10g M,y = u by F thy )+ g+ gy + Uiy T Uog ey  Uiogyy
where each subscripted t@érm

! Uioqijk) =" Uioqijk) =" Uy oy =0
i j k

G€t unsaturated model Dy Setting any #-term to zero

= No-second order interaction: «,,,=0, for al 7,4
Key results.

= MSSarethe margind totds corresponding to the highest order #-terms

Goodness-of-fit of amode!: TR
- " GZ — 2(8 # R/l )

at
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Secure MLE for Log-linear models

m Assumanultinomial sampling, thkernd of logiikelihood:

[ 1] _ 11 [ 1] 11

Ny log(my ) =Nu+" n U+ N U+ Ny Uy,
I j.K i j k
1 11 11
|

]| 1
+ . Upog))
]

NiaUiging T MU T M Uiosgi
k ik i, j .k

m Disaete exponeantial family, so the MSS arerms adjaent to
»terms that an be usito for MLE estimates oA, }

m Agendes onlynead to searelypass théSS, i.g therdevant
marginal tabse
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Secure Logistic regression

m Via loghnear modéng
= differentiating thdog expectations at tw levels of the response variable

No-second orde intaaction loginear modeequivalet to nointeradion logistic
regression mode

= 2x2x2 gamplenhere variable8 is a binary response, andnd.X, predidors

(mijl

logit; =log ) =log(m;,) —log(m; ,)
ij 2
= 2Ug) + 2Up549y + 2Upg 1)

=Py TBX TBX

Via seuresummation, ageies share ththree marginal totals,»{, .}, {7, .}, {n%}
= Each agency can fit the modd and produce the modd fit and diagnostics
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Secure Logistic regression

Setting: Y=response, X=predictors, ! ; isthe probability of GuccessOat the
observation, j=7, ... N.

Fit the logistic regression |OQ§F2 = X* which requiresiterative method
to etimae the coefficients 7%

/§15+1) — /§'xs) + (XtW(s)X)—lxt(Y _ l'l(S))
(8) = M; (9 (9 (8) — (9
W™ =Diag(n,7;"(1-77)), L =n,m,

Algorithm:
= Agendes must ageeon an initial imatefor theiterativeprocedure
= At ead iteration,s, we find a nev estimateof £ via seuresummation

= When themodé convageal, theag@cies can use see summation to share the
valus of loghkdihood, andPearson and Deane statistis.

More computationdly intensive than vialog-linear mode
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Example: Clinical trial data (Koch (1983))

m Effectiveness of an analgedrug masurd at two different ceters, wth two
treatmants (1=Active, 2=Placbo), and responses @Eeor, 2=Not Poor).

= Two centers would liketo fit a logistic regssion model ith no intgaction term over
the OntegratelOdatask but areunwilling to shar¢heir individual cell valsie
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Example: Clinical trial data (Koch (1983))

m Effectiveness of an analgiedrug masurd at tw different cete's, wth two
treatmants (1=Active, 2=Placbo), and responses @Eeor, 2=Not Poor).

Two centers would liketo fit a logistic regssion model ith no inteaction term over
the OntegratelOdatask but areunwilling to shar¢heir individual cell valsie

Response QA ntegratedO

2 1 2 Satus | Trestment
1 1 25 1 1 1 1

1 2 22 1 2
2 1 26 2 1
2 2 18 2 2

12
1n
3
6

1 2
2 1
2 2

= They do NOT setheOntegrateiOdata but onl{L2 marginal totals,.j.#SSs,
n,,,.=52,n,,,=37, n.,,=21, &Ck
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Example: Clinical trial data (Koch (1983))

m Estimate odds ratios nearly mtecal
m Computational differeac
= Logdinear modénesds onlyone round of sece summation

LogHinear modé LogisticRaression

"t % $ o,
logh- 1 &=(0.989228 log%- 2 § = #0.98923(

12 & 11

n m % $ o
1og§A—21§L=(o.305730 log9%—12— ( #0.305717

22 & 12

n r,hz % $ ’0 1
log#—21&=(1.707879 log%—=21—( =#1.70789¢

12 & 21

$ 06
1og#%& (1.0243181 log¥%—2—( = #1.02438:

22 & 22
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Work at NISS

m Seure Computation Syste
= Daalntegration
= Linear regresson
= Contingency tables

s AF. Kar, W.J Fulp, X. Lin, JP. Reiter, F. Vera, and SSYoung
(2005). Ceecure Privecy Preserving Andysis of Digtributed databasesO
Technometrics (UNder review)

m Our focuson fully categoricd datavialog-linear modeds and logistic
regresson
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Recent methods: Simulation & Sampling

Digital Governemnt Project | & Il a NISS
World Quithout origina micordataO

9nthetic & Partidly synthetic data uses Bayesian methodology
= Raghunathan, Reter, and Rubin (2003, JOS')
= Rater (2003, Surv. Meth.; 2005, JRSSA)

Partid datareleases for tabular data & logistic regression with agebraic tools
= Dobraet d. (2003)
= Savkovic (2004), Fienberg & Savkovic (2005), Fienbergat d. (2006)

Remote access servers
= Rowland (2003, NAS Panel on Data Access).
= Gomatam, Karr, Reiter, Sanil (2005, Staz. Science)

Secure computation
= Bendoh (1987, CRYPTOS6 )
= Kar, Lin, Sanil, and Reiter (2005, NI SStech. rep.)
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The Problem

m Considea distributeé database,hae parties posses diffeent
parts but \ant to shareesults of omputation.

m Wewant to ombine idas from:
= Secure multi-party computation.
= Saidicd anayses.

= Record linkage.
= Confidentidity/ privacy protection.
= Not privag-presevingdatamining

= PPMD hasfocused on GimpleOstatistica caulations and ignored
the effect on individud privacy.

= Devil isin the detald!
= (Partidly protecting privacyOis an oxymoron!
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Consequence for SMPC

m  Some things smply cannot be learned while completely protecting
privecy.
= eg, learning average net worth of smal sat of individuas may
reved that a least one has very high net worth. A little extra
Information may dlow adversary to identify her.

m  Securefunction evauation doesn®address these difficulties.

= Does address which informeation is safe to release.

Assumes that certain facts are, by fiat, going to be released, e.g.,
average income by block.

= No information that can@be inferred from these quantities
will be leaked.
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I-Differentiable Privacy

m Definition: A randomizé fundion ” gives /-differentiable
privag if for all data €8 D, andD, differing on at most one
dement, and all  § <jRang§€"),

Pr["(Dy) <hs]! exp(’)" Pr["(D,) <hf].
m Leads to additive noisad limits on numibg of quees as
privag protection meshanisms:

= Seework of Dwork and collaborators.
m Statistial alternativeRiskutility tradeofft.
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R-U Confidentiality Map

Disclosure Risk

No Data

Data Utility
(Duncan, et al. 2001, 2004)



Record Linkage

m Record linkage: attanpt to deerminewheher pairs ofdaza records
desaibethesame mtity, i.e., find reord pairs that arereferent.

= Entities: usualy people (or organizations orE ).
= Datarecords: names, addresses, job titles, birthdays, E

= PPDM and SME mehods presumeniqueidentifies or that
entities @an belinkad through ordering or some other
mechanism.

m In our problen, idatifiers are whheld anden if the were
passd to trustd 3rd partyfor labdéing, we would link wth error!

48



Partitioned Database Types

B Horizontally Partitioned
= Agencies have different records but same variaoles.

B [Vertically Partitioned
= Agencies have same records but different variaoles.

® Partially Overlapping, 1 ertically Partitioned

= Agencies have different records and different variaoles,
with some common records and variables.
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The Problem

m Data arexollected separately and intimately by several parties
(ag@aes), rgresanting parts of an iadzedunified database.

m Goal:To paform statisti@l analyeson thepoola (ombinel)
data, whout atuallycombining the data.

= Tools:Seureanalgisbparties larn@othingabout theothe
partyS data.

= Whynot Ghtegratéhe data thensdves?
= Pledgesof confidentidity, laws and regulations, business practices
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2006 AOL Data Release Fiasco

A Face Is Exposed for AOL Searcher No. 4417749 - New York Times

Ehe New HJork Times

August 9, 2006

A Face Is Exposed for AOL Searcher No. 4417749

By MICHAEL BARBARO and TOM ZEILLER Jr.

Buried in a list of 20 million Web search queries collected by AOL and recently released on the Internet is

user No. 4417749. The number was assigned by the company to protect the searcher's anonymity, but it
was not much of a shield.

No. 4417749 conducted hundreds of searches over a three-month period on topics ranging from “numb
fingers” to “60 single men” to “dog that urinates on everything.”

And search by search, click by click, the identity of AOL user No. 4417749 became easier to discern. There
are queries for “landscapers in Lilburn, Ga,” several people with the last name Arnold and “homes sold in
shadow lake subdivision gwinnett county georgia.”

It did not take much investigating to follow that data trail to Thelma Arnold, a 62-year-old widow who
lives in Lilburn, Ga., frequently researches her friends” medical ailments and loves her three dogs. “Those
are my searches,” she said, after a reporter read part of the list to her.

AOL removed the search data from its site over the weekend and aj What Revealing Search Data Re\reals
an unauthorized move by a team that had hoped it would benefit a

ADL posted, but later removed, a list of the Web search inquiries of 658,000 unnamed users on a new Web site for academi
But the detailed records of searches conducted by Ms. Arnold and { with cne of those unnamed users, Thalma Arnald, combined with her data reveal what she was searching for, why and on
which continue to circulate online, underscore how much people uj
when they use search engines — and how risky it can be for compa
compile such data.

A sample of Thelma Arnold’s search data released by AOL

4417748 awing sets 2006-04-24 15:39:30 hitp:/ fwrvew byoswingset.com
4417748 swing sets 2006-04-24 15:3%:30 http/Swww.buycholce.com

R ) ) ) R 4217743 swing sets 2006-04-24  15:33:30 https/ e creativeplaythings.com
Those risks have long pitted privacy advocates against online mark{ 4417748  swing sets 2006-04-24 15:30:30 hitpe/fwreew.childlife.com
seeking to profit from the Internet’s unique ability to track the com| #417748  swing sets B Bapy flecwriv:planiitay.comy

more focused and therefore more lucrative advertising.

4417745 womens underwear 5 http/ Swwew bizrate.com

But the unintended consequences of all that data being compiled, s
Rotenberg, the executive director of the Electronic Privacy Informal
Washington, called “a ticking privacy time bomb.” 4 o

Mr. Rotenberg pointed to Google’s own joust earlier this year with fingers going numb 2
R 4217748 damees by laura 2006-05-02
subpoena for some of its search data. The company successfully fex] aai7748  dances by lori 2006-05-02
. N . > - 2417748 single dances 2006-05-02 : http/fsolosingles.com
I_Jut se\er_al other sea:rch companies, including AOL, ccu:nphed. The Hiirin Mol darcesimailania 200605203
information to help it defend a challenge to a law that is meant to § 4417748 single dances in atlanta 2006-05-02

W mytimes.com/ 2006/ 08/ 09 ftechrology zol.bemife = 5050%en - f696 194 9ctcatd I Baex|

4217748 competitive market analysis of homes in lilburn 2006-05-14
4417748 competitive market analysis of homes in lilburn 2006-05-14
4417748 competitive market analysis of hemes in lilburn 2006-05-14 12:16:43

researchers. An intervisw
ch Waeb sites,

Why the search

“I was thinking about
my grandchildren”

“I was looking for some.”

“A woman was in the
[public] bathroom erying.
She was going though a
divoree. | thought there
was a place called ‘Dances
by Lori,' for singles.”

“I wanted to find out what
my house was worth.”

AOL search results released for academic reseaolp$ywenaom)
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