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Abstract—In this paper, we present a light-weight position by supplementing the received signal strength (RSSI) igcien
verification technique for VANETSs. Our technique supplemens the  with a scanning laser rangefinder. We show that our defense
received signal strength (RSSI) technique with a laser rangfinder technique can quickly detect false inputs given to CASCADE

to reduce the inaccuracy incurred in the RSSI. We used our d will quickl tine th hicl iding théséa
new position verification technique to tighten the security in ana will quickly quarantine those venicies providing

CASCADE (Cluster-based Accurate Syntactic Compression of INput. In contrast to other position verification technigubat
Aggregated Data in VANETS) data aggregation technique. The add a noticeable overhead, our technique adds a negligible
proposed technique can detect any malicious vehicle sengjrfalse gverhead to CASCADE performance, measured as MAC delay,
position information in less than 30 seconds and detects théPS reception rate and view update delay.

equipment malfunction in less than one minute with very few &lse
positives, even under a low penetration rate. The incurred eerhead T

. " g . : . RELATED WORK
due to using the position verification technique with CASCALE

has been shown to be negligible. Many studies have been performed for securing vehicular
networks using either Public Key Infrastructure (PKI) [E]-
. INTRODUCTION [8] or digital signatures [3], [9]-[11]. But none of theseidtes

Advance notification of traffic congestion through vehicaddress how to verify the correctness of the data inside the
ular communication has been proposed to allow drivers aessages, which is the main focus of our presented technique
avoid costly highway congestion. A Vehicular Ad-hoc Netlworin this paper.

(VANET) consists of nearby vehicles exchanging informatio The position verification problem is one of the well-studied
with each other via wireless broadcast. Using the wirelepsoblems in the mobile ad-hoc networks (MANETS) [12],

channel efficiently is a challenging problem. Most VANET13]. As VANETs have some very different characteristics
messagese(g, speed and location updates) are periodicalijom MANETSs, namely higher mobility speeds and restricted
broadcast by each vehicle. To disseminate information iidenetwork topologies and vehicle movement, the proposed solu
the messages must be forwarded to vehicles outside thealrigtions for the position verification problem in MANETSs are not

sender’s broadcast range. The more vehicles participatittoe applicable for VANETS.

VANET, the larger the number of messages sent and the higheteinmuller et al. [14], [15] showed that disseminating false
the probability of wireless collisions. position information in VANETSs has a much more severe impact
The goal of CASCADE (Cluster-based Syntactic Compresn the system in highway scenarios than in city scenarioss,Th

sion of Aggregated Data in VANETS) [1], [2] is to allow awe focus on position information in highway scenarios.
vehicle to obtain an accurate view of upcoming traffic condi- There has been much recent work on position verification
tions. Vehicles pass information about traffic conditiohead to in mobile ad-hoc networks, as well as vehicular networks.
vehicles behind them so that they will have timely notifioatof Sastry et al. [12] proposed a technique to determine if a
upcoming traffic conditions. Although CASCADE was showmobile communicating node exists in the region near where
to use the wireless channel efficiently, security aspecthef it claims to be. The limitation of this technique is that it
system were not fully addressed. Recent work in VANET secaannot verify that the node is in the exact claimed location,
rity has introduced the idea of using certified public kelys,( which reduces its accuracy. Suehal. [13] used radio signal
PKI) stored in a tamper-proof device [3] or running on a tampeproperties €.g.direction, strength) to determine the transmitter
proof service [4] to authenticate vehicles. While thesauiess location. Using the radio signal properties alone bounds th
keep an attacker from obtaining false identities, they do neechnique’s accuracy to the RSSI accuracy, which is in meter
prevent a malicious user from tampering with other partdef tIn the previous two techniques, accuracy was an issue. gavin
system, which provide the data that will be digitally signad such low accuracy will increase the false positive rate avhil
components in the tamper-proof device or service. We focus our proposed technique inherits the laser rangefinder acgur
additions to CASCADE that can detect and defend againgst falshich is in centimeters.

data whether malicious or the result of equipment malfmcti  Xiao et al.[16] also use radio signal strength to verify nodes’
We analyze the possible sources for sending false positiocations. To alleviate the inaccuracy in this techniguneyt
information attack, and we group them into four categoNgs. enhance the location estimation by using statistical @lgms
propose a technique for verifying vehicles’ claimed loocati and road-side infrastructure. The use of road-side irfiesire



increases the deployment cost drastically, while our psedo « AS (5 bits) - the difference between vehicle’s speed and

technique needs no infrastructure and has comparableaagcur the median speed of the vehicles in the cluster in sign-
Golle et al. [17] use heuristics such as drastic changes in  magnitude representation

speed or location to determine if a vehicle is sending falsee Speed Indicator (Sl) Fla@R bits) - indicates if the vehicle’s

information. The technique tries to correct the informatio speed is within the acceptable range for the cluster or not

rather than quarantining the malicious node. In addititwe t ([-15m/s, 15 m/s])

technique assumes that nodes can be distinguished from otherhe range of acceptable values &S is [-15m/s, 15m/s].

nodes, using RSSI, camera, or other devices. If the difference is outside of this range, then thé field will
Yan et al. [18] proposed a novel technique for verifyingbe omitted, and th&| Flag will be set. TheSI Flag can take

the claimed location using an omni-directional radar syste one of three possible valug®0, 01, 10}:

but such a device is not yet available. Their technique Bicur , oo - AS can be represented in the allowed range [min

more communications overhead than our proposed technique, AS, max AS]

and some attacks cannot be handled satisfactagily, @ lying « 01 - AS > maxAS, the vehicle is aspeeder

vehicle claims to be in a location where another vehiclesglye |, 10 - AS < min AS, the vehicle is dagger

exists, so both are blocked). Once the compact data records for all vehicles in the local

IIl. OVERVIEW OF CASCADE view have been created, aggregated cluster recori$ formed
for each cluster, which contains the following fields:

A. Primary Frames « cluster flag(1 bit) - indicates if the cluster contains any

Every 300-400ms, each vehicle broadcasfwimary frame vehicles
containing its position information (including locatiospeed, « cluster median spee(B bits) - the median speed of the
acceleration, and heading). Receiving vehicles store ithis vehicles in the cluster in meters/second

formation in aprimary record Those primary records rep- « number of vehicles the number of vehicles in the cluster
resenting vehicles a certain distance ahead comprise the rea compact records- concatenation of the compact data
ceiving vehicle’slocal view The length of the local view is records in the cluster

determined by the parameters set for aggregation, as &l d@ta cluster contains no vehicles, it is represented by alsing
must fit into a single frame (2312 bytes for IEEE 802.11). It (the cluster flagset to 0). Since the number of vehicles in
the length of the local view is greater than the transmissigncluster depends upon the cluster size, we will discuss the
range (assumed to be about 300m), the primary frames gfimal sizes for the last two fields later.

re-broadcast using probabilistic-IVG (p-IVG) [19], an @nige-  Once the aggregated cluster records are constructed, taey a

ment of Inter-Vehicle Geocast (IVG) [20] that considers thgoncatenated into a single frame and sent via broadcast. The
density of surrounding vehicles in determining which véhic aggregated frameontains the following fields:

will re-broadcast the frame. « type (1 bit) - primary or aggregated frame

« timestamp(8 bytes)
« sender’s location(16 bytes) - latitude/longitude

To distribute its local view to vehicles behind, every four ° aggregating vehicle’s X-coordinatemeters from the ve-
seconds each vehicle will compress, aggregate, and brstadca hjcle’s local view origin
the primary records in its local view as aggregated frame | aggregating vehicle’s locatio(l6 bytes)
To facilitate compression and aggregation, each vehidleles  , aggregated cluster records concatenation of all aggre-
its local view into fixed-sized Clustel’s, positioned relatio the gated cluster records in the local VieW, arranged according

aggregating vehicle. In CASCADE, the optimal cluster siBsW  tg their position in the local view starting with the bottom-
determined to be 16 m x 126 m, assuming a 4 m lane width [21]. |eft cluster

Each time a primary frame is received, the described vehicle, digital signature(28 bytes)
is grouped into its appropriate cluster, based on its hepaiird . certificate(56 bytes)

distance from the receiving_ vehicle. Whgn the time comes fQK 4 vehicle’s primary data (location, speed) is represkirte
compression and aggregation, the location and speed of €§B s and its compact data record is represented in att8ost

vehicle relative to its cluster is represented ic@npact data bits, CASCADE delivers a compression ratio of at least 86%.
record The position of each vehicle is translated idt&, Y}

coordinates (in integer meters) with the local view origg; a IV. CONTRIBUTIONS

point (0,0). Each compact data record contains the following n this paper, we analyze possible false position infororati
fields: attacks and categorize them according to the data sourde of t
« AX - difference between the vehicle’X coordinate attack. Also, we present a new position verification techaiq
position and theX coordinate for the center of its clusterthat supplements RSSI with a laser rangefinder to reduce the
in sign-magnitude representation inaccuracy incurred in RSSI, which usually results in a high
o AY -the difference between the vehiclels coordinate false positive rate. Without loss of generality, we appltad
position and ther” coordinate for the center of its clusterproposed technique to CASCADE in order to evaluate the
in sign-magnitude representation technique’s performance and measure its incurred overhead

B. Aggregated Frames



and, at the same time, to tighten CASCADE's security. TH&. Threat Model
proposed technique proved to be fast in detecting any roatci Here we describe the types of attacks that could be perpe-

vehicle iq Ies:s than 30 seconds.and detecting the GPS eq”'ipn.?%ted against the system. Since we assume that the CASCADE
malfunction in less than one minute even under low pene"'at'application itself is secure inside a tamper-proof devatacks

rates. Also, it has a very IQW fals_e positive rate making {i;, only come from tampering with outgoing frames, tamgerin
highly accurate. Moreover, it is considered practical bseahe | . received frames, or providing false input.

implementation cost is relatively low. Additionally, thecurred Tampering with outgoing frames will be easily detected

overhead resulting from applying the proposed technique 68 C e ot ; ;
. . o L cause the vehicle’s private key is not available outsidae
CASCADE under different vehicular densities was negligibl tamper-proof device. Any change to the contents of outgoing

messages will be detected when the receiver checks theldigit
signature on the message. This also eliminates the Syadiatt
With the goal of improving security in CASCADE, weWwhere one vehicle impersonates multiple non-existentolesi

present our technique for verifying the locations providsd  The only way a malicious user could tamper with received
vehicles about themselves in primary frames. The positidi@mes without detection is by dropping the frame before
verification technique takes advantage of recent advantessénding it to the CASCADE application. We will address this
the use of scanning laser rangefinders for vehicular safégsgue when we discuss how malicious vehicles are quarahtine
applications. In this section, we describe our threat modéHection V-C2).

how false data is detected, and how misbehaving vehicles ar@he remaining attacks come from providing false position

V. POSITION VERIFICATION IN CASCADE

guarantined to prevent false data from spreading. information to the CASCADE application. We classify these
attacks into four categories according to the source of dfsef
A. Assumptions information:

We assume that each vehicle is equipped with a GPS receiver Unsynchronized TraceThe attacker could record a trace
using DGPS [22] with an accuracy on the order of centimeters, ©Of position information during a previous trip on the same
a communications device using DSRC [23]’ a Scanning laser road and then substitute these recorded pOSitionS for the ve
rangefinder, and the CASCADE application. Scanning laser hicle’s actual current GPS coordinates. An unsynchronized
rangefinders, such as those produced by SICK [24] and ibeo trace is one where the positions being sent to CASCADE
[25], have been recently used for vehicular safety apjioat are qutside the nominal transmission range from a potential
[26], [27] to detect and measure the distance to objectshiith receiver.
accuracy. The ibeo LUX, for instance, can complete 25 scans® Synchronized TraceThis attack is similar to the unsyn-

a second with a range of 3-200m and a field of view (FOV) chronized trace, but the claimed position is within the
of 100°. To cover 360 of FOV, the laser rangefinder may be ~ nominal transmission range of a potential receiver.
installed on a rotating base. If this adds too much delaytiplel ~ » Primary Frame Replay:The attacker could record the
(up to 4) laser rangefinders could be installed. This is Basi position information from recently received primary frasne
especia”y as the cost of a Sing|e laser rangeﬁnder is Omy“'ab from Other Vehicles a.nd then SubStitute these pOSitiOl’lS for
100 EURO. Each vehicle is also pre_assigned a pub“clm]vat ItS aCtUal GPS COOi‘dinateS. The diﬁerence betWeen thIS
key pair and the public key’s certificate, used for authetiiin. attack and the previous two is that the attacker will be

In addition to using the scanning laser rangefinder to verify Suré of having a vehicle in the claimed position which
position, we also will use RSSI (Radio-based Signal Sttengt ~ Will make detection more difficult. o
Indicator) provided by IEEE 802.11. With RSSI, a receiver * Malfunctioning GPSif the GPS device is malfunctioning,
can estimate the transmitter location using known mathieatat it Will not be able to translate the received signal into the
models for the wireless channel. The estimated locatiomgus correct coordinates and will report incorrect locationreoo
RSSI are not highly accurate since there is a large variation ~ dinates to CASCADE. Actually, this is not an intentional
signal attenuation in different environments [28]. Desgibme attack, but it has the same effect.
inaccuracies in location estimation, RSSI is widely used tiu _
its low cost as it requires no special hardware [29], [30]t,BuC- Defense Technique
because of its inaccuracies, we use RSSI as only one part ofHere we present how CASCADE will defend itself against
our position verification technique. the attacks described above. The proposed defense system

We assume that since the system equipment (GR®nsists of two main modules, thdetection moduleand the
transceiver, and laser rangefinder) can be located anyvherguarantine module The detection module is responsible for
the vehicle, they are not tamper-proof. The only componerdBecking the consistency of received primary frames. If the
that are tamper-proof are the CASCADE application and tlietection module determines that the information in a pryma
new detection and quarantine modules, residing inside tliame is false, it will place the sending vehicle in thespect
tamper-proof device. Because of this, we only consider-velist and trigger the quarantine module. The quarantine module
fying the position of vehicles provided in primary frame$el in a vehicle detecting an attack is responsible for issuing a
aggregation component of CASCADE will be located inside thguarantine proposal and a quarantine request. Upon rageivi
tamper-proof device and thus can be trusted. a certain number of quarantine requests, the quarantineleod



in a suspected vehicle is responsible for temporarily sudipg « laser diff < laser_thr && conflict

the CASCADE application from sending any frames. The quarantine module is triggered.
1) Detection Module:The detection module verifies that the « laser diff > laser_thr
location claimed in a received primary frame is consisteitih w The quarantine module is triggered.

the estimated location of the sending vehicle. Note that re-we note that a malicious user could falsify the information

broadcasted primary frames (where the sender is not thimakig coming from the laser rangefinder. The false informationladou

source) bypass this consistency check. The consistenck @he be used to either (1) deny the existence of an actual vehicle,

performed in two levels: first using the signal strength (BSS(2) confirm the existence of a false vehicle. To address the fir

and then using the laser rangefinder, if needed. The prodesg#se, we require that a majority of the neighboring vehibkes

the detection module is described in Algorithm 1. involved in quarantining a suspected vehicle; a single alehi
In the first-level consistency check, the vehicle’s claimeghnnot achieve this. In the second case, this vehicle will no

locationrcvd_loc is extracted from the received primary framesend a quarantine proposal, but other direct neighborihighes

and the location of the sending vehictesi_loc is estimated likely will, and the vehicle will still be detected.

using RSSI. Also, the distance from the receiver-tod_loc,

rcvd_dist, is compared with the nominal transmission rangglgorithm 1 Detection Module

xmit_rng. The next steps depend upon how the diffeRequire: receiving a primary frame(pf)

encerssi_diff, which is the difference betweervd_loc and 1: if pf.sender_loc = pf.originator_loc then {first level consistency

rssi_loc, compares to the RSSI accuracy thresheldi_thrt: . check

rcvd_loc «— extract revd_loc(pf);
o rssi diff < rssi thr 3:  rssi_loc < estimaterssi loc(pf.rcvd signal power);

The two locations are considered to be consistent and tife "S-0 < (‘_’”S‘ilcjjgcl;c’"f”fjiit Jocl.

received primary frame is added to the local view and: i rssi_diff > rssi_thr then

processed normally by CASCADE. gi ?ddpzvjﬁzid to SE‘tSPeCt liﬁt?
- . . . : It rcva_dist > xmat_rng then
. rSSI_dIff>. rssz_thr. && rcvc%_dzst < xmzt_rng 9 call QuarantineModule:
The vehicle’s ID is placed in the suspect list, and theo: else
second-level consistency check is triggered. g ?fSC?i:le,ct-?@igthZ *tﬁhk-'{oca'Vie(‘j’VI(TCUfli-loc)?_ . hdck
. . . . . . It 1sarrect_nerghoor then {seconda level consistency c
o rssi diff > rssi_thr && rcevd_dist > _xmzt_rng 13; isdetected «— laser detectorfssi_loc);
The second-level consistency check is bypassed, the vefi- if isdetcted then
cle’s ID is placed in the suspect list, and the quarantiﬂfgf Ilasefal_?fc <—|leSfimalt&'aser_los(?ssli__l00):
mOdu|e |S tr|ggered ‘aSer_' I «— |laser_ OC—.TCU _.OC, ]
17: isclaimed < chk_localview(ssi_loc);
In most cases, primary frames failing the first-level consigs: if l{:}ser_?iff < ldasher_thr then
: . P : If ¢sclaimed then
tency ch_eck will bg detected by multiple vehicles - all th(.)sg: call QuarantineModule; {conflict}
that received the primary frame, as well. Each of these &hico;- else {innocent
will check to see if the suspected vehicle claims to be a tire: Forward pf to CASCADE{uniquet
neighbof, usingrcvd_loc and their local view. If the suspectedgi: elsg”d i
vehicle is a direct neighbor, the detecting vehicle will ineg 25: call QuarantineModule;
the second-level consistency check, otherwise it will viait 361 | end if
s : f ; 7 else
notification from a direct ne_|ghbor of the suspgct. _ 28: call QuarantineModule:
In the second-level consistency check, a direct neighoripo: end if
vehicle of the suspect will use the readings from its scapnidO: else{not direct neighbgdy
laser rangefinder to determine if there is a vehicle need_loc. X enf% nothing;
If there is a vehicle present, the location will be measurgd ha: end if
the laser rangefinder dgser_loc. The local view is checked to 34:  else
35: Forward pf to CASCADE;

see if there is a different vehicle that claims to be-atd_loc. 55 i

If so, the vehicle is marked asonflict otherwise it is marked 37: else

asunique As with the first-level check, the next actions depengp: ~ Forward pf to CASCADE;
upon how the differencelaser diff, betweenrcvd_loc and 3% endif

laser_loc compares to the laser threshdltdser_thre: ] ] ]
. : 2) The Quarantine ModuleThe operation of the quarantine
o laser diff < laser_thr && unique . .
. ; . odule differs based on the current role of the vehicle. If a
The vehicle is removed from the suspect list, added fgoaute. . . ;
: . vehicle is a direct neighbor of a suspected vehicle, the-quar
the local view, and the frame is processed normally ba/ . . : . _
ntine module is responsible for sending quarantine prdpos
CASCADE. . S . )
and quarantine requests. If a vehicle is a suspect, its gtiaea
1The value of the'ssi_thr depends on the accuracy of the RSSI techniqudnodule is responsible for suspending transmissions froen th
in the range of meters. CASCADE application.

2\ehicle x is considered a direct neighbor of vehigleif there is no vehicle ; ; ; ; ; ;
between them, and andy are within the laser rangefinder FOV of each other, For direct nelghbormg vehicles, the quarantine module is

3The value of thdaser_thr depends on the accuracy of the accuracy of thErlggere(_jl Whe_n a consistency Che(_:k fails. When_ this occurs,
laser rangefinder, in the range of centimeters. the vehicle will broadcast guarantine proposalFigure 1).




Suspected

cle sending potentially false primary frames. To countés,th
Vehicle ID

CASCADE will periodically initiate a self-test to ensureath
the transceiver is working properly. In the self-test, a dum
message will be sent out. This message consists of a quaganti

Timestamp Signature Certificate

Fig. 1: The Quarantine Proposal Frame

Original request with a random nonce as the vehicle ID (not matching
Timestamp | {aTPesied Quaranine | Signature | Certiicate any vehicle in the local view). If a quarantine message with
: the same nonce is not received and delivered to the CASCADE
Fig. 2: The Quarantine Request Frame application, the vehicle will enter quarantine mode imragaly.

Algorithm 2 Quarantine Module
The suspected vehicle may have more than one direct neighBefquire: receiving a primary frame (pf) from Detection Module
which means that there may be more than one quarantine pro-timer « random();{start a time}
posal sent at the same time. To avoid this, once a direct beigh 2: while timer > 0 do
detects a lying vehicle, it will start a random countdowndim 3 wait for one second;

. . . . N 73 - —;
If the timer expires and no other quarantine proposal atiost t . endz?/lvﬁ?le

suspect has been sent, the vehicle will send its propos@. The: heard — chk_rcvd Q_proposalgf.veh_id);{check if someone
process is described in Algorithm 2. else send the same quarantine proposal
The quarantine proposal is meant for vehicles other than th if not heard then .
suspect. Upon receiving a quarantine proposal (Algorithma3 & f?n—é’;‘;gg‘z)‘égl‘_ form_Q_proposalp f.veh_id);{form a quaran-
vehicle will check its suspect list for the vehicle ID comd o send() proposal):[send the quarantine proposal]
in the proposal. If the vehicle is found in the suspect lisist 10. removepf.veh_id from suspect list;
vehicle will broadcast ajuarantine requesfFigure 2), meant 11: end if
for the suspect vehicle. Once the request has been sent, the
suspect vehicle will be removed from the requesting velsicle
suspect list. This prevents multiple quarantine requestsf Algorithm 3 Quarantine Module
being generated by the same vehicle upon receiving multigquire: receiving a quarantine proposal (Rroposal)
quarantine proposals for the same suspect, which may only found — chk_suspect_list(Q_proposal.veh_id);
happen with low probability 2: if found then
Upon receiving a quarantine request containing its ID (A3 @-_rgst — form_Q_rast@_proposal.veh_id);{form a quaran-
gorithm 4) a suspected vehicle will initiate its pre-quaiee ggﬁdrgiﬁzi);[send the quarantine request]
mode. In this mode, the suspect will initialize its quaraeti 5. removepf.veh_id from suspect list;
request counter)_req_counter to 1 and count the number e: else
of vehicles N within its transmission range (this informa- 7:  drop Q proposal;
tion is already contained in the vehicle’s local view). Each® end if
time a new quarantine request is receiv€d;yeq_counter is
incremented. The suspect vehicle moves from pre-quaentin
mode to quarantine mode whe&h req_counter > 0.5N and VI. EVALUATION
Q_req_counter > 2. This indicates that over 50% of the We evaluate our technigue applied to CASCADE using
surrounding vehicles (and more than just two vehicles) hawsSH (Application-aware SWANS with Highway mobility) [31],
classified the vehicle as a suspect. which is an extension of the SWANS network simulator [32],
When the CASCADE application is started (which is ag33]. SWANS fully implements the IEEE 802.11a protocol,
sumed to be each time the vehicle is turned on), the numleiiich we use as an approximation to IEEE 802.11p. To produce
of times a vehicle has experienced a quarantipesount, is realistic simulations, ASH includes implementations @& tBM
set to 0. Each time quarantine mode is ente@dcount is  (Intelligent Driver Model) vehicular mobility model [34a the
incremented. Once in quarantine mode, the suspected gehiIOBIL lane changing model [35].

starts a quarantine timer that is set to expir&(n. 2@-count-1 Table | summarizes our simulation setup. All vehicles have
secondsi(e., exponential increase). The vehicle will be blocked transmission range of 300m [36]. The roadway is a four-
from sending messages until the timer expires. lane highway of length 100km. Vehicles enter the highway

In order to avoid receiving quarantine requests, a malccording to a Poisson distribution and travel at a maximum
cious user might try to disable the receiving capability t® i speed of 30 m/s. The simulation is run for 360 seconds, iagult
transceiver or discard all quarantine requests withoutlisgn in a total of 500 vehicles generated. In the 360-second simul
them to the CASCADE application. Because CASCADE willion runtime, the maximum distance traveled by any vehigle i
never receive a quarantine request, the sending of frames wp km.
not be blocked, so bandwidth will be wasted with this vehi- We evaluate the position verification technique considgrin

4This case may happen only if two direct neighbors of a suspaet their thhree different traffflcggensgy Isc;eknarlos. dl-.“gh gens.ltyﬁ;:ra
timers expire simultaneously. Given that the timer valusetected randomly, &S an average 0 vehicles/km, me_ lum density has an
this will happen with low probability. average of 66 vehicles/km, and low density has an average of



Algorithm 4 Quarantine Module Unsynchronized trace 9 (2%)

- — - Synchronized trace | 15 (3%)
Require: receiving a quarantine request_(@Qst) Replay 3 (5%)

1: if Q_rgst.veh_id = veh_id then {start the pre-quarantine magde GPS malfunction 12 (2%)
2:  timer «— random(){start a time}

: . . . . [ Total Malicious | 59 (12%) |
3:  density — estimate_denisty(trans_range);{estimate the
density within the transmission range TABLE II: Number and Percentage of Malicious Vehicles in Eat
4 Q_rgst_counter «— 1; Category in the Simulation
5 ismalicious «— false;
6:  while timer > 0 and notismalicious do
7: wait for one second and store all @sts in Qrgst queue; 60 180
8 timer — —; =
9 while Q_rgst_queue is not emptydo 3
i 150
10: new_rqst_rcvd — b4
chk_rcvd Q_rgst(@_rgst.veh_id);{get a new quarantine E
request from the quarantine request qyeue ) 120 &
11: if new_rgst_rcvd then g E
12: Q_rqst_counter + +; = 0 &
13: end if S =
14: end while s 5
15: if Qergstcounter > 0.5 then a 60 S
16: ismalicious «— true; °
17: end if 30 2
18:  end while 5
19:  if ismalicious then {start the quarantine mo¢le
20: Q_C'O’UJTLt ++ Q t—1 Unsync Trace Sync Trace Replay GPS Malfunction
2L Q_timer « 60 x 255247 ; Category of Malicious Vehicle
22: block_sending(); gory
23: while Q_timer > 0 do Fig. 3: Average Number of Original Primary Frames Sent and
24: wait for one second; Average Time Elapsed Before First Quarantine for Each Categry
25: Q_timer — —; of Malicious Vehicle
26: end while
27: resume_sending();
23} elseend i The malicious vehicles are injected onto the highway during
30:  drop Qrgst; the simulation and represent 12% of the total vehicles in the
31: end if simulation (Table II).
Smuiation Tartme T 360 Seconds A. Defense with 100% Penetration Rate
highway length 100km The first experiment focuses on how well our proposed de-
‘rf:)ic'sisegg”erated gg?n = fense technique can detect malicious vehicles in each aateg
max distance traveied 10km assuming all vehicles use CASCADE (100% penetration rate).
transmission range | 300m In Figure 3, we show both the average number of original
high density 90 vehicles/km primary frames sent by malicious vehicles and the average
medium density 66 vehicles/km lifetime before a malicious vehicle is detected and quanadt
low density 53 vehicles/km

the first time. The number of messages sent represents the
bandwidth wasted by malicious vehicles before being caught
The unsynchronized traceattack is the easiest to detect

because the vehicles are claiming to be in a location that is
53 vehicles/km. These densities were gathered from thedspegtside the nominal transmission range.

TABLE [: Simulation Settings

and traffic volume analysis performed by Wisitpongplearal.  The synchronized tracattack is a little harder because the
[37] for the data collected by the Berkeley Highway Lab foyehicles claim to be within the transmission range, so they
traffic on eastbound 1-80 on June 27, 2006 [38]. will have to be detected using the laser rangefinder. If there

As we mentioned in Section V-B, malicious vehicles cap no vehicle in the claimed location, this attack will beiBas
be grouped into four categories according to the sourceef tletected. But, as the traffic density increases, the priityabi
falsified information they send: having another vehicle in the claimed location also inaeeas

« unsynchronized traceusing old positions, but the claimed In thereplayattack, a vehicle claims to be in another vehicle’s

position is outside the transmission range of the receivdpbcation. This attack is similar to the previous case where

« synchronized trace using old positions, and the claimedanother vehicle is actually in the claimed location, but rtbe

location is inside the transmission range of the receiverprobability of having another vehicle in the claimed looatis

« replay- using other vehicles’ position information as inputd. Two vehicles will claim the same location, but one vehicle

to CASCADE will already be in the local view, while the other is not. In

« malfunctioning GPS using a malfunctioning GPS that will addition, the second vehicle will have a signal strengtit tha

translate the GPS signals incorrectly does not exactly match its claimed location. Thus, the s#con
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a there is already a supposedly honest vehicle in that latatio
10 L and will be quarantined.
0 | : C. Effect of Position Verification Overhead
Unsyne Trace  Syne Trace Replay e To evaluate the effect of overhead added by the position
Category of Malicious Vehicle verification technique on CASCADE performance, we measured
Fig. 4: Effect of the Penetration Rate on the Average Time Befre MAC delay, frame reception rate, and view update rate with an
the First Quarantine without position verification.

1) MAC Delay: In order to investigate the impact of using
the position verification (PV) with CASCADE on the wireless
vehicle (the malicious one) will be quarantined after eusthe channel, we measured the amount of MAC-layer delay for each
defense technique more time. frame (split into primary frames and aggregated framesjs Th
False information due t&PS malfunctiortakes the Iongest de|ay represents the time between the MAC-]ayer recei\ﬁag t
time to detect especially when the difference is neithegdarframe for transmission and delivering it to the physicaleiay
nor persistent. IEEE 802.11a by default does not use the RTS/CTS mechanism
for reserving the wireless channel, so collision avoidamased
on detecting the channel idle for a certain amount of time is
During the deployment of any VANET application, the penused. If the wireless medium is very busy, the MAC delay will
etration rate will be less than 100%. In this experiment, wiacrease because the sender will not be able to detect that th
explore the effect of having different penetration rate8%7 channel is idle for the entire required period.
and 30%) on the proposed defense technique. In Figures 5-10, we show the cumulative distribution func-
In Figure 4, we show the detection timiee(, time until first tions (CDFs) of the MAC delay experienced by primary frames
guarantine) for each of the malicious vehicle categoriesihy and aggregated frames both with and without using position
different penetration rates only greatly affects the désadime verification in CASCADE. We considered three differentficaf
for the synchronized tracattack. As explained in the previousdensities (low, medium and high). Using position verifioati
section, this type of attack is detected either because tiser with CASCADE only adds a small increase in the MAC delay.
no vehicle at the claimed location or because a communiatifhe percentage of MAC delay increase rises with increasing
honest vehicle is already at that location and in the detectitraffic density. This is because the position verificatiorsloot
vehicle’s local view. With a lower penetration rate, theimlad use p-1VG dissemination when sending the quarantine pedpos
location may be occupied by a non-communicating vehicle. &md requests. This implies that as the traffic density irsa®a
this case, the detecting vehicle will have no existing eirtrigs  more messages will be sent out and the competition on the
local view and will accept the vehicle as honest. The malisio wireless channel will increase, leading to an increase @& th
vehicle will continue to go undetected as long as it can pidWAC delay. Still, the increase in MAC delay is on the order of
locations that are occupied by non-communicating vehiclesfew tens of microseconds, which should not greatly affeet t
But, it is only a matter of time before the malicious vehidde ioperation of CASCADE.
detected. In addition, there is little advantage to impeasiog 2) Reception RateTo assess the impact of wireless colli-
a non-communicating vehicle; the impersonator is only mgki sions, we measured the average reception rate over time. If a
it seem that the non-communicating vehicle is communigatiframe was transmitted and no other vehicle received it, then
and that the attacker is not communicating. the frame was considered to not be received. Either the frame
We show in Table Il how the defense technique treats tlexperienced a collision or no other vehicle was within 300m
honest vehicles in the system. About 5% of the honest vehiclef the sender.
are quarantined once, and only 2% are quarantined twice. LesFigures 11-13 show the reception rate of CASCADE with and
than 0.3% of the honest vehicles are quarantined for a thindthout using position verification at different traffic deties
time. Honest vehicles may be quarantined due to the inacgurélow, medium and high), averaged every 10 seconds. Using
of the RSSI, the detecting sensors, or a sudden change in @&SCADE with position verification results in slightly lowe
driver's behavior ice. fast lane change). Another way that ameception rate than without position verification. Agais,veith
honest vehicle can be quarantined is through maliciouslkattaMAC delay, this lower performance varies with the traffic
If one of the malicious vehicles is replaying the target etis density. The explanation for the lowered reception ratetlage
position and has been added to a detecting vehicle’s loeal,vi same as for the slightly increased MAC delay. The p-IVG dis-
it will be seen as honest. When the honest vehicle appearssé@mination technique is not used, and position verificadits

B. Defense with Lower Penetration Rates
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some additional messages that take compete on the wireles#/e have shown that adding position verification to CAS-
channel with the primary and aggregated frames. CADE can produce great benefit in terms of security from
3) View Update DelayAs we have seen, using the positiorattack with little impact on the operation of CASCADE’s main
verification technique with CASCADE adds slightly more MAGpurpose, alerting the driver to upcoming traffic conditions
delay and reduces the reception rate. Although, the inereas
percentage in the MAC delay and the reception rate reduction
percentage are very small, they may have an impact on the maifVe have presented a light weight position verification tech-
CASCADE functionality of providing the driver with an up-to nique for VANETSs. Our technique used received signal stiteng
date view of the traffic ahead. The rate at which the view {&SSI) and laser rangefinders for position verification. \&feeh
updated is a very important factor in the accuracy of the viewsed the position verification technique to tighten CASCADE
We measure the update delay as the time difference betwsenurity and at the same time to evaluate the techniquerperfo
receiving two consecutive aggregated frames, which is thie mmance and its incurred overhead when applied to a particular
update source for the driver view. VANET application (CASCADE). Our defense techniques can
Figures 14-16 show the view update delay of CASCADE withuickly detect false inputs given to the system and quamanti
and without position verification at different traffic detiss those vehicles responsible with very low rates of falsetp@s.
(low, medium and high), averaged every 10 seconds. Thesethe same time the extra overhead incurred due to applying
figures show that although there is a slight increase in the vithis technique to CASCADE was negligible.
update delay, the difference even with high density traffiorily In future work, we plan to incorporate the data in aggregated
about 40 ms. This amount of time is so small that the drivelr wiirames into an additional consistency check in order to cedu
not be able to notice, much less react to, the difference datgp the number of false positives. We also plan to take advantage
delay. of vehicles traveling in the opposite direction for pogitio

VII. CONCLUSION AND FUTURE WORK
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verification. In addition to these benefits, we have shown thas]
adding position verification to CASCADE has little impact on
the operation of CASCADE’s main purpose, alerting the drive

to upcoming traffic conditions.
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