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Vehicular Ad-hoc Network (VANET) security is one of the central
issues in vehicular communications since each vehicle has to rely on
messages sent out by the peers where the received message could be
malicious. In order to protect VANETs from malicious actions, each
vehicle must be able to evaluate, decide and react locally on the information received from other vehicles. In this paper, we analyze probabilistic and deterministic approaches (individually and combined) to
estimate trust for VANET security. The probabilistic approach determines the trust level of the peer vehicles based on received information.
The trust level is used to determine legitimacy of the message, which
is used to decide whether the message would be considered for further
transmission over the VANET or dropped. The deterministic approach
measures the trust level of the received message by using distances calculated using received signal strength (RSS) and the vehicle’s geolocation (position coordinate). Combination of probabilistic and deterministic approach gives better results compared to individual approaches.
The proposed algorithms are illustrated with numerical results obtained
from simulations.
Keywords: Vehicular Ad hoc network, trust for VANET security

1 INTRODUCTION
Vehicular Ad hoc NETwork (VANET) is regarded as a backbone of Intelligent Transportation System (ITS) where security and privacy issues are
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still in a very early stage of development. Especially the issue of trustworthiness of the message received from other vehicles is an open question:
How can one vehicle trust a message it receives from another one? By forwarding upcoming traffic information, wireless communications in VANET
is expected to help reduce road accidents and fuel consumption. Note that
road traffic crashes are one of the largest problems being faced not only in
the US but also all over the world. A report published by National Highway
Traffic Safety Administration (NHTSA) in 2012 estimates that one person
dies in a vehicle crash every 15 minutes in the US [1]). Similarly, in 2006
in the US, 3.6 billion work-hours and 5.7 billion gallons of fuel wasted just
because of traffic jams and congestion [14,19,25]. Similar statistics are found
around the world [19, 25]. Roads are likely get busier day-by-day with the
increasing human population and number of vehicles. Recent vehicles are
being equipped with GPS and Wi-Fi devices that enable vehicle-to-vehicle
(V2V) communications, forming a VANETs. Using these devices, VANETs
can help improve road safety and traffic efficiency by exchanging information among vehicles and is envisioned to be an important application with
enormous societal impact. VANETs have attracted both academia and industries [14, 19, 25] such as the Car to Car Communication Consortium [4] as
well as projects such as NoW [6], PReVENT [7], ORBIT [5], and PATH [3].
These works cover almost all aspect of vehicular communications [14,19,25].
VANET is expected to use a variety of wireless technologies and it can
use roadside infrastructure for vehicle-to-roadside (V2R) communications.
In V2R based communications, trustworthiness of the message can be easily verified since the locally centralized roadside unit can keep track of the
messages and participating vehicles. However, as the message travels from
a source vehicle to a destination vehicle through roadside unit, the message
might face high delay which might not be tolerable in vehicular communications [26]. In V2V based communications, each vehicle works as a router,
destination and source of the message. Therefore, it is challenging for a
vehicle to verify whether the recently received message is legitimate or not.
In order to address trust and security issues in VANET, there are different
approaches proposed in the literature [12, 14, 21, 24, 28, 29] such as location
based security [29] sharing safety messages [37], traffic view systems [18],
cooperative collision avoidance [11] and so on. Messages in VANETs can be
secured using cryptographic algorithms and protocols. Usually a third party,
believed as a trust center, is involved in these protocols, e.g., for key distribution, message authentication and digital signatures. However, such mechanism are not attractive solutions in terms of trust as well as economical point
of view.
In this paper, we investigate a distributed technique to accomplish automatic detection of malicious vehicle/driver in VANET to get genuine
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message in the network. It is noted that if the message is not legitimate, it
can be discarded and/or alerted the driver by sending a warning message. Our
technique has two approaches: probabilistic and deterministic. In probabilistic approach, each vehicle is expected to receive multiple copies of the same
message from its peers. The messages from multiple vehicles are used to
find the trust levels based on whether the received message has been altered
or not. In deterministic approach, we consider two different ways to estimate the distance between two communicating vehicles and compare them
to verify whether or not the received message is from legitimate vehicle. It
is worth noting that the received message might be from nearby road side
intruder or false driver on the road. By calculating two distances (based on
vehicles’ position coordinates and received signal strength) and comparing
them help verify the validity of the vehicle and thus the message. In this
approach, we consider that the position coordinates are exchanged by vehicles periodically [14, 19] or can be estimated by using existing positioning
algorithms [8, 15, 31].
The paper is organized as follows: we present related work in Section 2,
trust in VANET and problem statement in Section 3 followed by the proposed
approaches and simulation results in Section 4. Section 5 concludes the paper.

2 RELATED WORK
Related work on trust based security management in VANETs can be divided
into two categories: centralized-based and distributed-based [13, 16, 17, 20,
27, 30, 34–36, 38, 39]. In centralized based approach, central unit controls the
overall VANETs such as in [27, 39] for trust management. In [39], authors
have proposed Lightweight Directory Access Protocol (LDAP) directory
server-based new certificate revocation mechanism for trust management in
which certificate revocation list issued by LDAP directory server can be read
in real-time. In [27], authors have proposed a misbehavior detection module for eviction of misbehaving and faulty vehicles to improve the trust in
VANETs. In distributed based approaches, VANETs make use of vehicle-tovehicle interactions to calculate and update trustworthiness of another vehicle
such as in [16, 17]). These work consider a single interaction among vehicles
for trust management that may have mislead to false alarm. The work presented in [35] uses reputation based privacy preservation in which each vehicle includes signed message group ID and a static group assigned off-line.
Group manager plays role in case of disputes or attacks. Similarly in [10],
authors have discussed privacy and trust, and proposed centrally assigned
digital pseudonyms. Authors in [9] have proposed a method in which vehicles
change their pseudonyms in certain region where many vehicles are within
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the communication range. This method cannot work in the case when there
are not sufficient number of / We note that most of the research and proposed
solution in trust based security mainly focus either on the use of pseudonyms
and the algorithms changing them or on group leader based control or single
parameter and interaction with peers or offline group ID assignment. Implementing pseudonyms in VANET is challenging and applying group leader
based V2V communication may introduce higher delay. Furthermore, use
of single parameter and interaction with peers may not give accurate trust
levels needed in VANETs. In such case, automated and distributed trust management is important while implementing privacy and security. In this work,
vehicles measure the trust levels based on more than one methods (parameters
and interactions) with peers in which the actual identity of drivers/vehicles
are unknown.

3 TRUST IN VANET ENVIRONMENT AND
PROBLEM STATEMENT
Trust is an important factor in VANET security that describes a set of relations among communicating vehicles. Trust establishment and maintenance
for fixed infrastructure based wireless communication networks such as cellular systems and Internet, requires a lengthy process but it is assumed to be
validated for long time. For such infrastructure based wireless system assuming that base stations in cellular systems or access points in Wireless LAN
trust are high, existing approaches to trust management can be applied with
minor modification straightforwardly as at least the roadside infrastructure is
stationary. In contrast, frequent changing topology and network life-time in
VANETs make trust management a challenging problem and requires considerable attention. When vehicles are within the communicating range with
others, they start interacting with each other. In VANETs, each vehicle may
not be able to detect an incident since a vehicle might be looking for traffic
updates which might be miles of distance away from the incident area. In such
scenario, vehicle has to rely on the information received from other vehicles.
Without having proper mechanism for trust management, communication in
VANET might be prone to security threat. Generally, VANET security system should protect the privacy of both drivers and passengers [29] however
it should be able to help establish the liability of drivers. It is worth noting
that the key element in VANET security is trust that prevents generic attack
on the network. Thus, the verification of a message received from other vehicles are required to protect the network from malicious drivers. As we know
the information of vehicle is linked with personal information (of owner or
renter), and thus it is required to protect personal information from being
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disclosed to unauthorized users for their privacy. A vehicle can collect the
messages from any vehicles but the vehicle might not be able to verify
whether the message is legitimate. Privacy level of VANETs after implementing wireless communications should be at least with the same level which is
obtained without implementing wireless communications [33]. Specific privacy threats in VANETs are: tracking a specific vehicle, cheating with information, and so on. The general principle of privacy in VANETs is to protect
the participating drivers/vehicles against the non-authorized users however it
should be disclosable to authorized parties. Use of actual identity of vehicle
or owner can easily be vulnerable to privacy. It is important to verify that
the received information in VANETs is coming from trustworthy peers. Each
vehicle should be able to evaluate, decide and react locally on information
received from other vehicles without violating privacy of vehicles or owners.
Our goal in this paper is to cast a problem for trust-based VANET security using probabilistic and deterministic approaches which are based on the
local information obtained through interactions among vehicles to determine
legitimacy of the messages and to decide whether the messages would be
considered for further transmission over the VANET or be dropped.

4 PROPOSED APPROACH
We present an analysis for malicious driver detection through trust of the
received message using probabilistic approach and deterministic approach in
the following sections.
4.1 Probabilistic Approach
In this probabilistic approach, we consider that X i (t) is the message transmitted by a vehicle i in VANETs at time slot t. A given vehicle i will attack the
VANET with probability pa by sending the information X i (t) ± δ. It is worth
noting that the message X i (t) ± δ represents the modified message since δ
message is added or removed from the original message.
We also consider that there will be no change in message when instantaneous signal-to-noise-ratio (SNR), γi , is greater than its SNR threshold, γ i ,
and the probability of error (because of lower instantaneous SNR than the
given threshold) can be computed as
Pi,snr = Pr {γi < γ i } = 1 − Pr {γi ≥ γ i }

(1)

Single Malicious Driver Detection
We consider that there is at most one malicious driver in VANETs among
participating N vehicles for a given geographic location. Then, we define the
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suspicion level of a vehicle/driver i as
πi (t) ≡ P(Ti = M|Ot )

(2)

where Ti is the type of driver that could be malicious (M) or Honest (H)
and Ot is the observation collected for the interval t (i.e. [0, t]). Then, using
Bayesian criterion,
πi (t) =  N

P(Ot |Ti = M)P(Ti = M)

m=1

P(Ot |Tm = M)P(Tm = M)

(3)

Without loss of generality, we consider that any vehicle can be a malicious
with probability P(Ti = M) = ρ = P(Ot |Tm = M). Then the equation (3)
is expressed as [22]
πi (t) =  N

P(Ot |Ti = M)

m=1

P(Ot |Tm = M)

(4)

For the denominator part of (4), we can write
P(Ot |Ti = M)
P(X(τ )|Ti = M, Oτ −1 )P(Oτ −1 |Ti = M, )
..
= .
t

=
P(X(τ )|Ti = M, Oτ −1 )
τ =1 ⎡
⎤
t
N


⎣
P(X j (τ )|T j = H )⎦ P(X i (τ )|Oτ −1 )
=
=

τ =1

=

t




(5)

j=1, j=i
ρi (τ )

ρi (τ )

τ =1

Equation (5) represent the probability of sending message at time slot t conditioned that vehicle i is malicious.
Using equation (4) and (5), the suspicion level πi (t) of the vehicle/driver
i can be written as
t


πi (t) =

ρi (τ )
τ =1
N 
t

ρ j (τ )

j=1 τ =1
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Equation (6) gives the suspicion level when communication is error free
(i.e., when instantaneous SNR is greater than or equal to the minimum
SNR requirement). However when SNR is considered and the transmission
is imperfect (i.e., when instantaneous SNR is less than the minimum SNR
requirement) because of noise, πi (t), is rewritten as
πi (t, γi ) =

πi (t) × Pi,snr
t


=

ρi (τ )
τ =1
N 
t

× Pr {γi < γ i }

(7)

ρ j (τ )

j=1 τ =1

It is worth noting that the suspicion level and trust level of a driver are
regarded as complement/opposite character, thus the trust level φ̂i (t, γi ) of
a vehicle/driver i can be computed from its suspicion level πi (t, γi ) as
φ̂i (t, γi ) = 1 − πi (t, γi )

(8)

Note that φ̂i (t, γi ) gives trustworthiness of a participating vehicle/driver i.
Based on the analysis presented above, the algorithm is stated as Algorithm 1. It is worth noting that the trustworthy message obtained from Algorithm 1 will be transmitted by a vehicle over the VANET and other messages
will be disregarded. Note that the threshold in Algorithm 1 can be different
for different vehicles and changed on the fly based on its history.

Algorithm 1 Single Malicious Driver Detection
1: Input: receive messages from N participating vehicles over the observation period t, and take an initial threshold value λT
2: repeat
N
3:
compute trust values {φ̂i (t, γi )}i=1
4:
for each vehicle i do
5:
if φ̂i (t, γi ) < λT then
6:
vehicle/driver i is untrustworthy so the message from i is removed.
7:
else
8:
vehicle/driver i is trustworthy so the message from vehicle i is kept.
9:
end if
10:
end for
11: until message is received from other vehicles
12: Output: trustworthy message or malicious driver i.
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Multiple Malicious Drivers Detection
The nature of VANETs is dynamically changing and a vehicle can join a network and leave it at any time according to its destination when it is possible
to do so. There might be more than one malicious drivers. Thus, we extend
our single malicious driver detection method for multiple malicious drivers.
We consider that the set of malicious drivers M in VANET which is a
subset of all participating vehicles (i.e. M ⊂ {1, 2, . . . , N }), and define
/ M|Ot )
πM(t) ≡ P(T j = M, ∀ j ∈ M, Tm = H, ∀m ∈

(9)

It is worth noting that the set M consists of only malicious drivers while
all other drivers are honest and it becomes a NULL set when all drivers are
honest. Without loss of generality, we consider that, in the beginning, the set
M is null. For particular set of malicious drivers , we can apply Bayesian
criterion as
P(Ot |M)P(M)
πM(t) = 
P(Ot | )P( )

(10)

Without loss of generality, considering that P(T j = M) = ρ = P(T j = )
for all drivers and using the similar approach that is used in Section 4.1.1, we
can write
P(M) = ρ |M| (1 − ρ) N −|M|

(11)

where |M| is cardinality of the set of malicious drivers M. Now, we can
express

P(Ot |M) =

t

τ =1

=

t

τ =1

⎡
⎣



j ∈M
/

P(X j (τ )|T j = H )



⎤
P(X m (τ )|F, Oτ −1 )⎦

m∈M
ρM (τ )

ρM (τ )

(12)
Using equations (9)−(12), we can calculate the probability that the given
set M contains only malicious drivers. That is, find M at given time t with
largest πM (t) and compare with a given threshold. If it is higher than the
given threshold, all the drivers in M are malicious drivers. When channel
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has noise and there is loss in signal, we can write
πM (t, γ M ) = πM (t){Pi,snr }∀i∈M
Then we can compute trust level φ̂M (t, γ M ) from suspicion level πM (t, γ M )
as
φ̂M (t, γ M ) = 1 − πM (t, γ M )

(13)

Based on the analysis presented above, the algorithm is stated as Algorithm 2
which disregards the malicious message for further transmission.
Simulation and Performance Evaluation
To simulate VANETs scenario, we have considered that the rate of vehicles
entering to the road segment and exiting from the road segment is same, and

Algorithm 2 Multiple Malicious Driver Detection
1: Input:

r receive messages from N participating vehicles over the observation
period t,

r initialize the set of malicious drivers M = {0}, and
r take an initial threshold value λM
2:
3:

4:
5:
6:
7:
8:
9:

10:
11:
12:
13:

repeat
Fetch Algorithm 1 for each vehicle i ∈ {1, . . . , N } and put a driver
in to a malicious set M if the driver is malicious one according to
Algorithm 1.
for each vehicle i ∈ {1, . . . , N } do
compute trust values φ̂M (t, γi ) using equation (13)
if φ̂M (t, γi ) < λM then
the message from a set of drivers M is removed.
else
Fetch Algorithm 1 for each vehicle m ∈ {1, . . . , M} to check
whether a driver m in the set M is malicious one or not.
If the driver is malicious one according to Algorithm 1, then keep
him/her in the set M OTHERWISE remove him/her from the malicious set M.
end if
end for
until message is received from other vehicles
Output: trustworthy message.
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the road segment is chosen to be 10 miles (16093.44 meter) with 4 lane highway. The rate of vehicle entering the road with a given arrival rate λ = 1
vehicle/sec/lane with average speed of 55 ±10 miles/hour. Noise is assumed
to be a Gaussian for signal-to-noise ratio (SNR) levels. Received messages
are assumed error free when received SNR is greater than or equal to the
minimum/required SNR for a given vehicle. Otherwise, there will be error
in received message, and thus the transmitting vehicle will be treated as a
malicious one since the receiver vehicle assumes that message is altered by
transmitting vehicle. All vehicles use maximum transmission power 35dBm
which corresponds to maximum transmission range 1000m in DSRC standard [2, 32]. All vehicles are assumed to be equipped with communication
and computing equipment so that each vehicle can communicate with its
neighboring vehicles.
In the first experiment, we calculated trust levels based on the received
messages for different SNR values. We consider that some vehicles act as
malicious ones by changing message while transmitting it to other vehicles.
We plotted the average trust value of messages received from vehicles (both
genuine and malicious ) for different SNR values as shown in Figure 1. Note
that, as expected, the trust value increases when SNR increases and reaches
to 1 for genuine vehicles. However, the trust levels for untrustworthy drivers
remains below 0.65 for all SNR values and are constant even for high SNR
values (10dB − 30dB) as shown in Figure 1. When a threshold, λT = 0.65,
is chosen, one can easily identify malicious vehicles/drivers. However, the
threshold can be adapted dynamically according to the operating environment.

1

0.9

Average trust level

Malicious
Trustworthy
0.8

0.7

0.6

0.5

0.4

0

10

20
SNR (dB)

30

40

50

FIGURE 1
Average trust level of genuine and malicious vehicles/drivers for different SNR values
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FIGURE 2
Message validation in vehicular ad hoc networks using distances estimated based on RSS and
position coordinates

It is important to note that the trust level based on a single instance of a
received message might mislead the decision. Thus, we have considered the
decision based on an observation period which incorporates the temporary
history of the drivers. As the observation time increases, the decision will be
more accurate however the time needed to make the decision will be high
which might not be suitable for time critical messages. We need to consider
some trade-off between the observation time and the time needed to report the
decision. Note that probabilistic approach calculates the trust without using
any private information of vehicles/owners and thus provides privacy as a
byproduct.
4.2 Deterministic Approach for Detecting Malicious Drivers
In this section, we present deterministic approach to measure trustworthiness
of the received messages which depends on distances calculated using two
different methods as shown in Figure 2. We use the following method to
calculate distances and use it to detect legitimacy of the received messages.
Distance Based on Location Coordinate
We note that according to the DSRC standard [2, 32] every vehicle broadcasts/reports its periodic information 10 times every second through control
channel so that nearby other vehicles know its position. The periodic information in VANETs contains the location of the vehicle. We consider that
(x0 , y0 , z 0 ) is the x, y and z coordinates of a vehicle who receives the message and (x1(i) , y1(i) , z 1(i) ) is the corresponding x, y and z coordinates of a given
vehicle i who transmits the information. In this case z takes care of the altitude when a vehicle is at multistory building or is traveling on flyover structures. Based on location coordinates, for a given vehicle i, distance between
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two communicating vehicles at given time instance n can be calculated using
following equation
dc(i) (n) =

(x0 − x1(i) )2 + (y0 − y1(i) )2 + (z 0 − z 1(i) )2

(14)

Using this equation, the distance between any two vehicles can be computed.
In order to increase the accuracy of distance calculations, time of arrival
(TOA) is also taken into account.
Distance Based on Received Signal Strength (RSS)
According to the DSRC standard [2, 32], the maximum transmit power level
of each vehicle is predefined. For a given transmit power level, measuring the
RSS or received power, distance between two vehicles can be calculated [23].
It is worth noting that the received power measurement should not be done
based on periodic broadcast messages. It is noted that, for given transmit
power pt(i) , the received power pr(i) can be calculated as [23]
(i)
pr(i) = pt(i) G (i)
t Gr

(i)2
h (i)2
t hr
(i)
d (i)4
p L

(15)

(i)
where h (i)
t and h r are respectively height of transmit and receive antenna,
(i)
(i)
G t and G r are respectively transmit and receive antenna gain, L (i) is system
loss factor and d (i)
p is the distance between a transmitter vehicle and a given
receiver vehicle i.
(i)
(i)
Without loss of generality, we consider h (i)
t , h r , G t , and G r constant and
equal to unity. We note that the system loss factor L (i) is constant for given
environment∗ , and the equation (15) can be expressed as

pr(i) =

pt(i)

(16)

d (i)4
p

where the received power level depends only on transmit power pt(i) and distance d (i)
p . Thus, for given transmit power (which is constant according to
DSRC in this case), the distance d (i)
p , for a given vehicle i at given time
instance n, is given by

d (i)
p (n)
∗

=

pt(i)
pr(i)

 14
(17)

Based on the posted speed limit of the road which can be obtained with the help of GPS systems,
the value of L (i) can be incorporated for the distance calculation. High speed limit and low/city speed
limits imply that the communication environment are, respectively, rural and urban/city.
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FIGURE 3
Variation of received signal power for different SNRs and distances between transmitter and
receiver vehicles.

By using equation (17), the distance between two vehicles can be estimated
based on the received power level provided that the transmit power pt(i) is
known. As mentioned previously, time of arrival of the message is also considered to increase the accuracy of estimation.
We have simulated the scenario to find received power level for a given
transmit power and distances used in DSRC enabled vehicles. Figure 3 shows
the variation of received power for different SNRs and increasing distance
between transmitter and receiver vehicles. As expected the received power
fluctuation is higher in the case of low SNR value than that with high SNR.
Furthermore, as the distance increases, the received power level decreases.
It is important to note that, based on the periodic status message and with
(i)
the help of speed and time information, the distances d (i)
p (n) and dc (n) can
be synchronized or estimated for new time instance if these two distances are
evaluated for different TOAs.
Measuring Trustworthiness Using Distances Calculated Two Different
Approaches
The distances dc(i) and d (i)
p should be equal (ideally this difference should be
equal to zero) for given vehicles if the transmitting vehicle is a legitimate
one. In VANETs, the location estimation might have some errors because of
high speed of vehicles. Thus we consider that the transmitting vehicle is a
legitimate one when difference between dc(i) and d (i)
p is within the tolerable
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limit and the difference is given by
Di (n) = |dc(i) (n) − d (i)
p (n)|

(18)

When the difference Di at time n is less than tolerance † , we assume that
two distances are equal otherwise the distances do not belong to the same
vehicle. That is, when the condition Di (n) < satisfies, a vehicle assumes
that the communication is with legitimate vehicles. Otherwise it is assumed
that the vehicle is communicating with malicious ones. There are apparent chances of being more than one transmit vehicles at equidistant from
a receiver vehicle because of estimation errors, which results in probability
of false alarm p f a . The false alarm probability, p f a , can be expressed as
pfa

=

P(Di < |vi was not at (x1(i) , y1(i) , z 1(i) ))

+

P(Di > |vi was at (x1(i) , y1(i) , z 1(i) ))

(19)

Based on the calculated distances, we define a suspicion level for a vehicle i
as
ψi = min{1,

Di
dc(i)

}

(20)

When we consider noise transmission, the suspicion level becomes
ψ̄i = ψi × Pi,snr = ψi × Pr {γi < γ i }

(21)

and the trust level of the vehicle i as
φ̄i = 1 − ψ̄i

(22)

It is noted that the trust level φ̄i in the equation (22) is 1 when Di = 0 that
is when the estimated distances using two different approaches are exactly
equal. The trust level cannot be greater than one and less than zero. Then
total trust level for N participating vehicles is defined as
¯t =

N
j=1

eφ̄ j (A j × B j )
k

(23)

†
In this case the value of is considered to be as short as the size of a normal car since two communicating vehicles cannot have same position (or coordinates) for given time in normal conditions.
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Where k is penalty factor and
A j = −1
Aj = 1

for{Di < | vi wasn’t at (x1(i) , y1(i) , z 1(i) )}
otherwise

and
B j = −1 for {Di > |vi was at (x1(i) , y1(i) , z 1(i) )}
and {Di > |vi wasn’t at (x1(i) , y1(i) , z 1(i) )}
Bj = 1

otherwise

Based on this, we can define two hypotheses as
H0
H1

:
:


¯ t = − Nj=1 eφ̄ kj , for A j × B j = −1, ∀ j
 N φ̄ k
¯ t = j=1 e j , for A j × B j = +1, ∀ j

(24)

For instance, in Figure 4, the vehicle v0 on the road computes its distance to all other communicating vehicles. For an instance, vehicle v0 will
know coordinates of other participating vehicles through periodic broadcast
messages, and the distances from a vehicle v0 to other vehicles v1 , v2 and
v3 for given/known coordinates using equation (14) which are respectively
dc(i=1) = 166.43, dc(i=2) = 85.00 and dc(i=3) = 49.24. Once a vehicle v0 gets
actual message from other vehicle (say from vehicle v1 ), it computes the
between a transmitter vehicle v1 and v0 using equation (17),
distance d (i=1)
p
at a given time is compared with correspondand the computed value d (i=1)
p
(i=1)
ing distance dc , and then checks the validity of the received message. It
= dc(i=1) for a given time instance. For
is noted that, in an ideal case, d (i=1)
p

(150,100,0)
V1

v
(85,50,0)
1

V2

v
(55,30,0)
V3

3

v
0
(10,10,0)

V0

FIGURE 4
Five vehicles, traveling on highway, are shown with their corresponding position coordinates
and the vehicle V0 estimates its distance from all other transmitter vehicles who are in front of it.
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Algorithm 3 Trustworthy calculation
1: Input: Initial transmit power pt and the tolerance .
2: for all vehicles do
3:
while message is received do
4:
Determine the distance dc(i) using equation (14).
5:
Determine the distance d (i)
p using equation (17).
6:
Compute Di using equation (18).
7:
if Di > then
8:
Discard the received message from vehicle i.
9:
else
10:
The received message is trustworthy one.
11:
end if
12:
Calculate the trust level using equation (23).
13:
end while
14: end for
15: Output: Legitimate message and trust level.

example, based on RSS, the distance between vehicle v0 and v1 is d (i=1)
=
p
110.20 (say). Then vehicle v0 discards the message received from vehicle v1
since the difference Di=1 = 56.23 that is greater than the tolerance = 10.
The suspicion level in this case is 33.79% and trust level is 66.21%.
Similarly, if v0 receives actual message from v2 same process will be
repeated. When estimated distances for more than one vehicle are equal, the
given vehicle uses the coordinates or direction information embedded in regular status broadcast information to find the vehicles’ location in addition to
two distances. We note that a vehicle knows the position or traveling lane
or travel direction of the communicating vehicle with the help of their regular broadcast status information and position coordinates. We also consider
that the vehicle can neglect the message received from the vehicles which are
behind a given vehicle since the message might not carry any relevant information for upcoming traffic needed to the given vehicle. Note that when the
calculated distances from a receiver vehicle to other many vehicles are equal,
there will be false alarm.
Based on the analysis presented above, the algorithm is stated as Algorithm 3. If the message is legitimate, a vehicle forwards it to other vehicles.
Otherwise, the message is disregarded.
Simulation and Performance Evaluation
As mentioned, each vehicle exchanges its status with its neighboring vehicles approximately 10 times each second [2], and thus the distance between
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FIGURE 5
Trust metric for different penalty factors with wrong and correct decision region. Correct decision region increases with the increasing penalty factor.

vehicles is calculated based on the location coordinates. We have also considered that, as the given vehicle receives a regular message, it also calculates
its distance from transmitting vehicle based on the RSS using Algorithm 3.
In the next experiment, we have computed trust level of the received message using Algorithm 3 so that they can filter out the message received from
malicious vehicles/drivers to prevent VANETs from malicious actions. Figure 5 (a), (b), and (c) show that the correct decision region increases (equivalently wrong decision region decreases) with increase in penalty factor k.
It is noted that, as expected, the correct decision region increases with the
increase in SNR values as shown in Figure 5 (a), (b), and (c).
4.3 Combining Probabilistic and Deterministic Approaches
In this section, we compare pure probabilistic, deterministic, and combined
(deterministic followed by a probabilistic) approaches. In this scenario, each
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Algorithm 4 Combined approach
1: Input: Message from peers
2: repeat
3:
for each vehicle i do
4:
Decide whether the distances are within the tolerance level as shown
in Figure 2
5:
if vehicle is legitimate (i.e. Di < ) then Apply probabilistic
approach as mentioned in Algorithm 2.
6:
else
7:
Discard the message received from vehicle i.
8:
end if
9:
end for
10: until message is received from other peers
11: Output: trust level, trustworthy message or malicious driver i.

vehicle apply the deterministic approach to check whether or not the distance
difference Di is within the given tolerance. If communicating peers are within
the tolerance limit, then vehicle applies probabilistic approaches as given in
Algorithm 4.
As shown in Figure 6, we note that the combined approach is the best
among all as it filters the message using both probabilistic and deterministic approaches. However, as expected, the time required to make decision is
the highest in combined method and the least in the case of deterministic
approach as shown in Figure 7. Note that the probabilistic approach takes
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FIGURE 6
Comparison of average trust level for different SNR values for trustworthy vehicles
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FIGURE 7
Comparison of average time required to make a decision by a vehicle for different SNR values
for trustworthy vehicles. The average observation time for probabilistic approach was set to 12
ms.

some observation time to make a decision as a result it takes more time than
that of deterministic approach.
We conclude that the combined method gives higher trust level for low
SNRs but needs more time to make a decision. The deterministic approach
is the best in terms of time needed to make a decision however there might
be error in coordinate estimation, and the RSS might be highly faded which
may result in inaccurate decision that might mislead the communication in
VANETs.
Finally, we compare the performance of the proposed approaches (both
probabilistic and deterministic) with the weighted majority voting [20, 30]
and Dempster-Shafer Theory (DST) [34] in terms of probability of forwarding a malicious message for different percentage of attackers as shown in Figures 8 (a) and (b). Note that the attackers are those who change messages partially or completely and/or report their geolocation coordinates incorrectly.
In Figures 8 (a) and (b), we observe that the combined (proposed) approach
gives better results since the trust level is calculated combining two different
methods. The proposed probabilistic approach alone gives better result than
the methods in the state-of-the-art [20, 30, 34] when the trust levels of malicious vehicles are lower than the cutoff trust level as shown in Figure 8(b).
Whereas the probabilistic approach gives comparable results with the stateof-the-art work when the trust levels of malicious vehicles are lower than the
cutoff trust level as shown in Figure 8(a). Note that the proposed combined
method gives the best result however it takes more time to make a decision
as shown in Figure 7.
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FIGURE 8
Performance comparison of proposed schemes (probabilistic and combined) with the weighted
voting [20, 30] and Dempster-Shafer Theory (DST) [34] for different percentage of attackers.

5 CONCLUSION
In this paper, we have proposed probabilistic and deterministic approaches to
determine the trust level which is used to filter out malicious information to
provide VANET security. In the proposed schemes individual vehicles evaluate, decide and react locally based on the information received from other
vehicles. Proposed algorithms determine whether or not the received message is legitimate. Probabilistic approach uses the copies of received message to estimate trust level. Deterministic approach estimates the trust level
of the received message by using distances calculated using received signal
strength (RSS) with time of arrival (TOA) and vehicle’s signal strength (RSS)
with time of arrival (TOA) and vehicle’s geolocation (position coordinates)
along with TOA. We have also investigated the effect of combined approach
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(by combining probabilistic and deterministic approaches) for filtering our
the message. Using proposed approaches, individual vehicles determine trust
level which is used to decide whether the message would be considered for
further transmission over the VANET or dropped without any further consideration. We also noted that the penalty factor helps to control the action of
malicious users. Combined approach gives better results than the deterministic and probabilistic approaches individually however combined approach
needs more time to make a decision. We have validated our claims with the
help of results obtained from extensive simulations. As part of the ongoing
research, we plan to develop a prototype/testbed of the proposed approach
and compare performance results with simulation observations.
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