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ABSTRACT
Web archiving is serving the task of knowledge preservation for
the ever changing state of the web. The Memento protocol provides
a unified approach to access versions of web resources across het-
erogeneous archives and repositories. The discovery of archived
content relies on data providers’ correct implementation of the
Memento protocol, which extends the HTTP protocol with content
negotiation over the dimension of time. Implementation incon-
sistencies can impede the overall time-based content negotiation
process and render the resources not usable. We introduce a novel
tool set, an API, and a web interface that allow data providers to test
their Memento protocol compliance and improve the time-travel
experience for users. We offer all our tools as open source to help
adoption by the web archiving community.

CCS CONCEPTS
• Information systems → Digital libraries and archives; •
Networks→ Protocol testing and verification; • Software and
its engineering → Software testing and debugging.
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1 INTRODUCTION
The increase of web archiving efforts by libraries, archives, and
other institutional organizations leads to a variety of new implemen-
tations of past web repositories. Therefore, supporting a common
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access protocol such as Memento is of vital importance. The valida-
tion of Memento compliance should be the task of data providers
and not end-users.

We refer to an archived snapshot of a web resource as a me-
mento. A memento encapsulates a state of a resource at a particular
point in time. The Memento protocol, on the other hand, serves as a
framework for time-based content negotiation over the Hyper Text
Transfer Protocol (HTTP) [3]. The protocol therefore offers a uni-
form and machine-friendly way to access versions of web resources
(mementos) across a heterogeneous landscape of web archives, con-
tent management systems, and repositories. The protocol specifies
four different types of resources as [2],

(1) Original (URI-R): A resource for which prior state access is
required 1

(2) Memento (URI-M): Web resource that encapsulates a prior
state 2

(3) TimeGate (URI-G): Resource that redirects to a prior state of
an original resource 3

(4) TimeMap (URI-T): A resource comprising of serialization of
URI-Ms that correspond to a single URI-R 4

Furthermore, the protocol defines the interaction patterns for the
time-based content negotiation using HTTP headers and redirec-
tion. A failure to present the client with appropriate headers or
responses can render resources inaccessible, despite their existence.
This can affect the outcomes of a user studying or browsing the past
web. Therefore, identifying issues in a Memento implementation
plays a pivotal role in ensuring compliance with the protocol.

Despite the importance of Memento protocol compliance testing
and validation, only two validation approaches have been avail-
able. Firstly, we can manually test for compliance by analyzing
the responses [1], which is tedious, time-consuming, and undesir-
able. Alternatively, we can use the Memento Validator 5, the only
publicly available validation tool, which analyzes the responses
and indicates issues with the implementation. However, since the
introduction of the Memento validator, it has offered compliance
testing only in the form of a web application. As a result, it lacks
desirable properties, such as test automation, multi-level APIs and
libraries, and local deployment capabilities.

1https://datatracker.ietf.org/doc/html/rfc7089#section-2.2.1
2https://datatracker.ietf.org/doc/html/rfc7089#section-2.2.4
3https://datatracker.ietf.org/doc/html/rfc7089#section-2.2.2
4https://datatracker.ietf.org/doc/html/rfc7089#section-2.2.3
5http://mementoweb.org/tools/validator/
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In this paper, we introduce a novel Memento validator tool set to
address these issues. Further, we explain the tool set’s capabilities
and how each feature can be incorporated into a validation work-
flow. Finally, we discuss our experience and drawn conclusions
from developing the tool set.

Figure 1: HTTP link headers for a URI-M response. High-
lighted links refer to other types of resources associated with
the resource (URI-R, URI-T, and URI-G).

2 MEMENTO VALIDATOR
During the implementation, we focus on improving the automating
capabilities presented in our tool set while addressing a broader
range of users. In this section, we discuss how we try to achieve
these goals by detailing the tool set architecture with sample usage
scenarios.

2.1 Architecture
We implemented the tool set using a layered architecture (see Figure
2 ) to implement the Memento Validator comprising two layers:

(1) Core library and
(2) Applications.

The core library includes the logical processes for validating a
given type of memento. We organize the library into tests and
pipelines. Tests define the procedure to validate a specific property
of a resource (e.g., presence of a link for a TimeGate in the HTTP
response headers when requesting a memento) and pipelines that
use tests to validate the given resource’s compliance (e.g., validating
the compliance of a TimeGate response).

We use the core library to develop user applications in the appli-
cation layer. In the initial phase, we introduce four applications:

(1) Web Validator: A web application for validating Memento
compliance (see Figure 3).

(2) HTTP API: An interface that uses HTTP for communication
with JSON serialized responses (see Figure 3).

(3) Validator Reporter: A configurable reporting application that
can periodically check and report compliance.

(4) Validator Command Line Interface (CLI): An application
with minimal functionalities for compliance testing.

2.2 Usage
Users can use our tool set in the core library or application layer.
Since we use Python 3 for implementation, the tool set offers porta-
bility across platforms. Firstly, they can use the core library directly.
Here, users can automate their tests by encompassing their test
6http://dbpedia.mementodepot.org/timemap/link/http://dbpedia.org/page/Berlin

Figure 2: Architecture of the tool set. Note the layered ar-
chitecture and composition within the core library with
pipelines containing multiple tests.

cases with Memento Validator tests or pipelines. For instance, a
user can include the Memento Validator link header validation test
in a test case of a unit test. In this manner, users can automate
unit, integration, and system tests. Further, the user can also cre-
ate customized test cases and pipelines by extending the included
components.

Another approach to use our tool set is to use the included
applications. In addition to using our hosted Memento Validator
web application and HTTP API 7, users can utilize a self-hosted web
application by using the included containerization with a Docker
image8, which can be helpful for compliance testing in private
networks. Moreover, users can automate the testing process by
using an API automation tool (e.g., SoapUI9 or Postman10) and the
HTTP API. The users also can use the command-line application
to perform tests over remote connections and automate testing
through scripts. Alternatively, users can establish the validator
reporter as a periodic job on their machine, which generates a
compliance report and sends email notifications.

An important characteristic of our tool set is that our tool set
allows automated testing regardless of the underlying technology
of the Memento protocol implementation. As a result, our tool set
can be used with any existing archive for compliance testing.

3 CONCLUSIONS AND FUTUREWORK
The most important contribution of our work is that we lay the
seminal work for an efficient and effective tool set for Memento
validation solving an often overlooked problem. With the ever-
increasing interest in archival data and the amount of archival data,
our tool set facilitates archives to test their compliance conveniently.
Moreover, the wide range of tools we offer can cater to users with
different levels of technical expertise. As a result, we expect the tool
set to alleviate the burden of compliance testing of the providers.

However, we did not gather or study comments fromweb-archivists
at large in this study. As a result, we anticipate modifications and
additions to the tool set based on the input from potential users.

7http://labs.mementoweb.org/validator/api
8https://www.docker.com/
9https://www.soapui.org/
10https://www.postman.com/
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Figure 3: TimeMap tests on a DBpedia article 6. Left: JSON response from the HTTP API (sections collapsed for brevity), Right:
Response from the Web Validator.

We also made the code publicly available11, enabling access to our
tool set to the community at large.
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